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Preface

Army Techniques Publication (ATP) 3-39.12 is aligned with Field Manual (FM) 3-39, the Military Police Corps
Regiment’s operational doctrine, and Army Tactics, Techniques, and Procedures (ATTP) 3-39.10. It is intended
as a guide and toolkit for military police investigators, USACIDC special agents (SAs), and military police
Soldiers conducting law enforcement (LE) and LE investigations. It also serves to educate military police
commanders and staff on LE investigations capabilities, enabling a more thorough understanding of those
capabilities. This increased understanding facilitates staff planning, resource allocation, and the ability to
articulate LE investigative capabilities and requirements to supported commanders and organizations.

The principal audience for ATP 3-39.12 is Army military police personnel, which include Department of the
Army (DA) civilian police, conducting LE investigation activities while assigned to military police brigades,
battalions, companies, detachments, United States (U.S.) Army Criminal Investigation Command (USACIDC)
elements, military police platoons supporting brigade combat teams, and Provost Marshal (PM) staffs. The
manual also provides military police commanders and staffs with a framework and understanding of LE
investigations and investigative capabilities that support decisive action.

Commanders, staffs, and subordinates ensure their decisions and actions comply with applicable U.S.,
international, and, in some cases, host-nation (HN) laws and regulations. Commanders at all levels ensure their
Soldiers operate in accordance with the law of war and the rules of engagement (see FM 27-10).

ATP 3-39.12 uses joint terms where applicable. Selected joint and Army terms and definitions appear in both
the glossary and the text. Terms for which ATP 3-39.12 is the proponent manual (the authority) are marked with
an asterisk (*) in the glossary. Definitions for which ATP 3-39.12 is the proponent publication are boldfaced in
the text. For other definitions shown in the text, the term is italicized and the number of the proponent
publication follows the definition.

ATP 3-39.12 applies to the Active Army, Army National Guard (ARNG)/Army National Guard of the United
States (ARNGUS), and United States Army Reserve (USAR) unless otherwise stated.

The proponent of ATP 3-39.12 is the U.S. Army Military Police School (USAMPS). The preparing agency is
the USAMPS. Send comments and recommendations on DA Form 2028 (Recommended Changes to
Publications and Blank Forms) to Commandant, USAMPS, ATTN: ATZT-CDC (ATP 3-39.12), 14000 MSCoE
Loop, Suite 270, Fort Leonard Wood, Missouri 65473-8929; by e-mail to
<usarmy.leonardwood.mscoe.mbx.cdidcodddmpdoc(@mail.mil>; or submit an electronic DA Form 2028.

A listing of preferred metric units for general use is contained in Federal Standard 376B at
<http://www.usaid.gov/policy/ads/300/fstd376b.pdf>.

Unless this publication states otherwise, masculine nouns and pronouns do not refer exclusively to men.

19 August 2013 ATP 3-39.12 vii



Introduction

Whether supporting LE activities in support of bases and base camps; maintaining and restoring order in an
effort to stabilize an area of operations (AO); providing training and support to HN police; or supporting
humanitarian relief operations, Army LE investigators and other military police Soldiers provide capabilities
that are invaluable to the supported commander. Recent history and experience have expanded the Army’s
understanding that LE investigative skills are relevant and arguably critical to success in the operational theater,
especially during the conduct of stability tasks. Military LE investigations are correctly focused on activities
conducted to solve criminal cases, investigate incidents or accidents, and provide evidence sufficient to achieve
a successful administrative recourse or conviction within the military justice system. However, the Army has
identified the need for investigative skills, especially in the areas of evidence collection and forensic analysis, as
a critical requirement in combating the criminal and hybrid threats that operate on the modern battlefield.
USACIDC SAs have always investigated incidents of war crimes as well as deaths or other serious or sensitive
incidents occurring in a deployed operational environment. Investigative activities, training, and doctrine for all
other Army LE elements were largely confined to the installation or base at home station.

The requirement for investigative skill sets to support decisive action has led to a requirement for revised
doctrine and associated training for military police investigators (MPIs) and other military police personnel that
addresses the investigative capabilities and application of LE investigative skills to support decisive action.
Investigation of criminal activity requires deliberate, methodical, and disciplined actions and analysis on the
part of LE investigators and supporting personnel. These skills and the associated knowledge and experience
can be applied in all environments. They are critical to successful LE activities directly associated with a
criminal investigation and can also be critical to the support of military operations—to include site exploitation,
HN police training, and collection and analysis of evidence to attack criminal and other threat networks.

ATP 3-39.12 is a full revision from the superseded FM 3-19.13 and FM 19-25. The revision has been driven by
changes in the operational environment, available and emerging technologies, and Army and joint doctrine.
This manual builds on the previous version and applies collective knowledge and lessons learned through recent
operations and shifts in doctrinal focus and operational requirements. It is rooted in time-tested fundamentals
and technology, while accommodating new technologies and emerging mission sets.

ATP 3-39.12 is written primarily to be a toolkit for military LE investigators; however, it acknowledges current
and likely operational environments and the requirement for the skill sets and capabilities of Army LE
investigators and the technologies they employ. USACIDC SAs, MPIs, TMCIs, and military police Soldiers
must be knowledgeable and proficient in accepted investigative techniques, practices, and technologies while
understanding how those capabilities apply to criminal and traffic investigations and applications supporting
decisive action that fall outside the scope of direct criminal investigations in the traditional sense. They must be
prepared to operate in any operational environment and apply their craft in support of the commander while
dealing with a wide range of threats and other influences.ATP 3-39.12 provides specific techniques required for
Army military police personnel and USACIDC SAs to conduct successful LE investigations. It also provides a
descriptive framework of LE investigative organizations, personnel, and capabilities. This manual also provides
military police commanders and their staffs with a thorough understanding of Army LE investigative
capabilities and their application, enabling informed planning and succinct articulation of general LE
investigative capabilities to supported commanders and their staffs. This doctrine will assist Army leaders and
trainers at branch schools to plan, integrate, and teach LE investigative capabilities and applications in support
of Army, joint, and interagency operations.

Where appropriate, the manual describes nationally recognized methods of investigation and evidence
examination adopted from the Department of Justice (DOJ); the Federal Bureau of Investigation (FBI); the
Bureau of Alcohol, Tobacco, and Firearms; the National Association of Fire Investigators (NAFI); the National
Institute of Justice (NIJ); and the United States Army Criminal Investigation Laboratory (USACIL) and other
LE agencies. In addition to the techniques described in this manual, Army LE personnel are encouraged to seek
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Introduction

guidance on police and investigative matters from other approved official LE sources. Additionally, this

manual—

Incorporates terminology changes consistent with Army Doctrinal Publication (ADP) 3-0, Army
Doctrine Reference Publication (ADRP) 3-0, and other recent doctrinal changes.

Expands LE investigations doctrine to include collision (traffic accident) investigations.

Incorporates the latest task analysis and synchronizes LE investigations doctrine and task
alignment to the Army Universal Task List (AUTL) in FM 7-15.

Describes Army LE investigation capabilities and integration in support of Army operations
including techniques for properly handling evidence and the establishment of evidence response
teams, forensics laboratory support, and building HN police investigative capabilities.

Applies lessons learned through the conduct of recent operational experiences.

Expands on the investigations, evidence collection, and forensics analysis framework established
in ATTP 3-39.10 and FM 3-39.

Incorporates emerging technology updates to material from other relevant publications and
sources.

This manual is organized into thirteen chapters with eleven appendixes to provide additional details on selected
topics. Chapter 1 describes the doctrinal framework for LE investigations including organizations relevant to
criminal and collision investigations. Chapters 2 through 6 are focused on collection of evidence pertinent to
investigative efforts. Chapters 7 through 12 address investigative considerations for specific types of criminal
investigations. Chapter 13 covers collision investigations. A brief description of each chapter and appendix is
provided below:

Chapter 1 describes LE investigations capabilities and support. It provides a framework for
understanding the application of LE investigative capabilities and describes the various LE
investigative organizations, personnel, and specific capabilities. It introduces revised nomenclature
for deployable forensic organizational elements consistent with recent organizational changes.
Chapter 2 describes the collection of physical evidence. It provides detailed techniques and
considerations for collecting and preserving various types of physical evidence under various
environments and conditions. It includes information on specific forensic analysis capabilities and
requirements for successful evidence processing.

Chapter 3 describes methods, strategies, and considerations for conducting interviews and LE
interrogations. It introduces the forensic experiential trauma interview (FETI) and associated
physiological evidence.

Chapter 4 discusses crime scene processing and documentation. It also addresses analysis and
reconstruction of crime scenes.

Chapter 5 focuses on LE investigation surveillance activities. It describes the varying types of
surveillance, methods, and considerations for planning and conducting LE-related surveillance.
Chapter 6 discusses undercover activities supporting LE investigations. It addresses planning,
preliminary investigations, personnel selection, suspect contacts, and other considerations.

Chapter 7 provides investigative techniques specific to death investigations.

Chapter 8 provides investigative information regarding assault and robbery investigations.

Chapter 9 discusses investigation of sex crimes.

Chapter 10 focuses on investigating crimes against property. It also includes a discussion of arson
and explosion investigations.

Chapter 11 provides information regarding fraud investigations and associated economic crimes.
Chapter 12 discusses investigation of drug offenses.

Chapter 13 addresses techniques for collision investigations (also called traffic accident
investigations). It discusses requirements for collision investigations, collision photography, and
traffic accident reports. The other portions of FM 19-25 were previously incorporated into ATTP
3-39.10, including discussion of traffic planning, traffic control and enforcement, and traffic
assessments. FM 19-25 will be rescinded upon publication of this manual.

19 August 2013 ATP 3-39.12 ix



Introduction

Appendix A provides information on investigations support in an operational environment.
Appendix B describes electronic devices that may provide evidence.

Appendix C provides a description of the FETT introduced in chapter 3.

Appendix D provides examples of investigative forms used by Army LE investigators.
Appendix E describes considerations for managing investigative sources.

Appendix F provides example checklists for use in the conduct or support of LE investigations.
Appendix G describes common drugs of abuse encountered by Army LE investigators.
Appendix H provides guidelines for use when investigating environmental crimes.

Appendix [ provides techniques for investigators preparing for and conducting courtroom
testimony.

Appendix J describes requirements and techniques for diagramming traffic-related collisions.

Appendix K provides instructions and examples of calculations required for traffic-related
collision investigations.

ATP 3-39.12 19 August 2013



Chapter 1
Law Enforcement Investigation Capabilities and Support

Within the military LE context, LE investigations are official inquiries into alleged
crimes or incidents (of known or undetermined cause) involving the military
community. Properly conducted LE investigations can result in the collection of
evidence that supports allegations of criminal conduct or negligence. They can also
provide evidence exonerating persons suspected of such activity. LE investigations
are conducted within strict procedural guidelines to ensure integrity and preservation
of evidence. They require trained investigators with knowledge and skills that enable
observation and critical reasoning. LE investigations require investigators to identify
and collect evidence and apply forensic analysis capabilities to fulfill forensic
requirements. Advances in technology have greatly increased the capabilities of LE
investigators in the application of their craft. The rapid increase in terrorist, criminal,
and hybrid threats has significantly increased the need for the capabilities and skills
associated with LE investigations in environments outside traditional LE
investigative missions. LE investigators must be able to apply their specific
knowledge, skills, and capabilities to environments across the entire range of military
operations.

FRAMEWORK FOR LAW ENFORCEMENT INVESTIGATIONS

1-1. Investigation of criminal activity and traffic-related matters may be required in any environment in
which military operations occur, from home station to austere operational environments. Regardless of the
operational environment, criminal activity committed against U.S. forces and property degrades military
discipline, morale, and operational capabilities. Army LE works in coordination with federal, state, local,
and foreign LE agencies to investigate crimes and incidents in support of the commander’s effort to protect
personnel, resources, and critical assets.

1-2. Army LE activities, including LE investigations, are typically conducted within the framework of the
military police law and order (L&O) function. L&O activities are the primary function of military police.
They shape the actions and perspective of military police Soldiers and leaders in the conduct and execution
of all other functions.

1-3. LE investigations are primarily conducted as a supporting LE task within the military police L&O
function. See ATTP 3-39.10 for a detailed discussion of the L&O function and the L&O framework. LE
investigations typically fall into two primary categories—criminal investigations and collision (traffic
accident) investigations.

1-4. Criminal investigations supporting Army operations are conducted primarily by USACIDC SAs and
MPIs; see Army Regulation (AR) 195-2 for information on investigative purview. TMCIs are a specialized
investigative asset focused on investigation of traffic collisions and other traffic-related concerns. All
military police Soldiers must be knowledgeable in basic investigative techniques and are required to
identify and secure crime scenes, document initial observations and identify and preserve evidence, conduct
preliminary investigations, and assist dedicated investigative assets as directed by their supervisor or the
lead investigator.

CRIMINAL INVESTIGATIONS

1-5. A criminal investigation is the process of identification, collection, preservation, documentation,
analysis, preparation, and presentation of both physical and testimonial evidence to prove the truth or
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falsity of a criminal allegation. Criminal investigations are typically conducted by trained criminal
investigators (USACIDC SAs and MPIs) supported by military police patrol elements. They cover a broad
spectrum from nonviolent incidents of larceny or fraud to physical attacks such as homicide or rape. The
sheer magnitude and range of possible crimes that may be investigated requires a large body of knowledge
and skills for criminal investigators to master, as well as a significant pool of technical experts supporting
the investigator within their areas of expertise.

1-6. Criminal investigation is both an art and a science. In science, the absolute truth is often achieved.
Experience has shown that in criminal investigations a less decisive hypothesis may sometimes be all that
is possible to achieve. Objectives of criminal investigations include—
® Determining if a crime was committed.
e Collecting information and evidence legally to identify the perpetrator or responsible party,
victims, and witnesses.
e Apprehending the person(s) responsible or reporting the individual (or group) to the appropriate
civilian police agency.
Recovering stolen property.
Presenting the best possible case to the prosecutor.
Providing clear, concise testimony.

1-7. While criminal investigators conduct deliberate criminal investigations, all military police must be
knowledgeable in basic investigative techniques. Military police patrols are typically the first on the scene
and must always secure the scene, observe, and document their initial observations (including personal
behavior of witnesses and potential subjects). They are also in the best position to identify and preserve
potential evidence and conduct initial interviews of witnesses and potential subjects. The majority of this
publication is focused on criminal investigations.

COLLISION INVESTIGATIONS

1-8. A collision investigation is the process of observation, collection and documentation of evidence
(including physical measurements of objects, markings, and vehicles), analysis, preparation, and
presentation of both physical and testimonial evidence to determine the cause or causes of a collision or
mishap involving a vehicle. Collision investigations are typically conducted by a trained TMCI; however,
any military police patrol may be required to conduct investigations of minor traffic incidents or assist
TMCIs in major incidents or complex collision investigations.

1-9. MPIs or USACIDC SAs may assume investigative responsibility over criminal offenses discovered
as a result of the collision. If evidence of criminal activity is identified by responding military police patrols
or TMCIs, MPIs, or USACIDC SAs should be notified as soon as possible. Military police will notify the
supporting USACIDC element whenever a traffic accident involves a fatality or an offense within
USACIDC investigative responsibility as described in AR 195-2. In all cases, TMCls or military police
patrols will complete the investigation of the actual collision and provide a copy of the report to the
USACIDC element or MPI as appropriate. Collision investigations are covered in chapter 13.

SUPPORT TO DECISIVE ACTION

1-10. Military police L&O support to decisive action includes a wide range of missions and tasks. See
ATTP 3-39.10 for more information. Military police L&O capabilities are relevant within all four tasks
associated with decisive action by supporting command efforts to maintain good order, enable freedom of
action, protect the force, and shape conditions for mission success. See ADP 3-0 and ADRP 3-0 for a
detailed discussion of unified land operations. L&O is conducted throughout all tasks associated with
decisive action; LE (including LE investigations) is heavily associated with stability operations. Military
police conduct LE (and associated LE investigations) as critical tasks within the L&O function, in support
of decisive action within three contexts or conditions, including support of—

® A commander’s internal efforts to maintain good order and discipline. This includes support for
bases and base camps within the United States and its territories. It also includes support to base
camps and other operational sites within operational theaters outside the United States and its
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territories. This effort is aimed at policing our own Soldiers and civilians and deterring,
mitigating, and preventing criminal and terrorist threats. Deliberate LE activities and LE
investigations are significantly reduced during operations in immature theaters and during
operations external to a base of operations. Minor infractions are typically handled by the chain
of command without direct military police support. Major crimes (including those involving
death, serious bodily injury, and war crimes) will be investigated by USACIDC SAs, regardless
of the environment or relative maturity of the theater of operations. See appendix A for
discussion of war crimes investigations.

e A commander’s efforts to establish and maintain civil security and civil control within a HN to
enable self-governance under the rule of law. This effort is aimed at maintaining order within the
local population where HN police and security capability is either nonexistent or inadequate.
This is a temporary effort until sufficient HN capability and capacity exists to allow transition of
all LE activities to HN control. Support to a HN can range from U.S forces providing all LE
support (including LE investigations) to the HN population in cases where the security and LE
infrastructure has been either decimated or is otherwise nonexistent, to providing support and
training to existing HN police forces to increase their capability and capacity, enabling self-
sufficiency.

® Local LE agencies within the United States or its territories in times of crisis during defense
support of civil authorities. In emergency conditions, local LE agencies within the United States
or its territories may require additional resources, capability, and capacity. Defense support of
civil authorities that involves LE support is extremely restricted by U.S. law (the Posse
Comitatus Act). USAR and active duty military police elements, including federalized National
Guard Soldiers, are generally prohibited from direct participation in civilian LE activities.
National Guard military police and Criminal Investigation Division (CID) elements may support
their respective state governors in this function while operating as state assets under Title 32,
U.S. Code (32 USC); upon federalization of National Guard assets all legal restrictions apply.
National Guard CID elements become USACIDC elements upon federalization and transition to
Title 10 status. While acting as state assets, National Guard military police and CID elements do
not have federal authority and may not use federally issued badges or credentials while
conducting their state duties. See FM 3-28 and FM 3-39 for details regarding Posse Comitatus
and other restrictions.

1-11. The security environment during high intensity major combat operations (MCO) is typically not
conducive to successful LE activities, although limited LE activities are conducted. This is also true in the
immediate areas where offensive and defensive tasks are being executed, even when the primary task
within the AO is stability, and in extremely immature theaters even when MCO is absent, such as
humanitarian or peacekeeping activities. The effective enforcement of laws on a population requires a level
of security and stability not typically present during offensive and defensive tasks; likewise the deliberate
nature of LE investigative activities requires a relatively secure environment for LE personnel to operate.
LE investigations associated with LE activities are typically reduced when offensive and defensive tasks
are dominant (as during MCO) but can approach levels consistent with normal operations in support of
bases and base camps during long duration stability activities. The level of military, civilian, and HN LE
and LE investigative activities is directly tied to the level of security and stability in the area.

1-12. Internally focused LE and supporting LE investigative activities are normally limited to major crimes
falling within the investigative purview of USACIDC. USACIDC SAs conduct required criminal
investigations of serious crimes regarding U.S. personnel, war crimes, detainee abuse, Department of
Defense (DOD) civilian employees, contractor personnel, and other persons accompanying the force
regardless of environment or which element of decisive action is dominant. As a theater and its base camp
infrastructure mature, dedicated LE activities are required by military police in support of U.S.
commanders. Over time, these LE activities may closely resemble those associated with L&O support
provided by military police in support of bases and base camps at home.

1-13. Experience in recent conflicts, specifically in combating networked hybrid threats, has highlighted
the requirement for capabilities to collect evidence at criminal and other incident sites, conduct forensic and
deductive analysis of gathered evidence (physical and testimonial), investigate individuals and
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organizations threatening U.S. forces, and provide appropriate products required for targeting these threat
networks. These requirements are reinforced by increased pressure to prosecute threat personnel captured
by military forces for the crimes they commit, significantly increasing the relevance for LE investigative
capabilities throughout all elements of decisive action. Focused externally, LE and associated investigative
and associated support capabilities of military police and the USACIDC provide significant technical
capabilities to support the operational commander and staff. These technical capabilities include—evidence
collection, preservation, and documentation; forensic and pattern analysis activities; production of police
intelligence products; and dissemination of information to operational elements. Military police elements
may provide these capabilities in support of site exploitation activities, investigation of alleged war crimes,
or in support of HN police requirements. Information from evidence gathered feeds the operations process
and can be analyzed by investigators, police intelligence analysts within PM sections, or by LE personnel
attached to maneuver units, to provide commanders with enhanced situational understanding of the
criminal and threat environment. See ATTP 3-90.15 for more information on site exploitation operations.

Note. Dissemination of information and records subject to privacy restrictions are discussed
within Department of Defense Directive (DODD) 5400.11, DODD 5400.11-R, and internal
organizational regulations and policies. All LE organizations must comply with the privacy
guidelines and restrictions within these documents; other legal restrictions to dissemination may
also apply. The servicing office of the Staff Judge Advocate (SJA) should be consulted for
clarification when required.

1-14. Investigative efforts to determine the existence and capability of criminal and terrorist networks
within the AO can be focused through coordinated police engagement activities and integrated police
intelligence activities that enable identification of criminal networks, individual elements and cells, their
level of organization, and specific capabilities. These activities can be critical shaping mechanisms
enabling the targeting and attack on criminal, terrorist, and hybrid threat networks and ultimately
restoration of order and establishment of a secure environment. Investigative efforts can also contribute to
weapons technical intelligence efforts focused on identification and targeting of explosive devices; their
components and capabilities; organizations, cells, and networks; individuals involved in design,
manufacturing, and distribution of devices; and logistics and finance processes supporting the
organizations, cells, and networks.

LAW ENFORCEMENT INVESTIGATORS

1-15. LE investigators conduct systematic and impartial investigations to uncover the truth. They must
remain impartial to ensure that investigations and subsequent conclusions are objective and based on the
evidence. Investigators must avoid the trap of developing a bias favoring a particular suspect or theory of
the investigation; early biases can lead to exclusion of evidence during the collection process or
subconscious exclusion of evidence in formation of the investigator’s conclusions. Investigators’ efforts are
focused on finding, protecting, collecting, and preserving evidence discovered at the crime scene or
elsewhere. Beyond initial training, investigative skills are honed through experience and mentorship from
more seasoned investigators. Less experienced investigators gain valuable experience by reviewing cases,
consulting with peers, and working with experienced investigators. Likewise military police patrol
personnel gain experience through performance of their duties alongside more experienced military police
personnel. All military police and USACIDC personnel expand their knowledge through formal military
and civilian LE courses designed to teach nationally recognized policing and investigative techniques.

1-16. Their professional knowledge and skills include crime scene processing, identification of critical
evidence, evidence collection and preservation, an understanding of forensic analysis capabilities and
requirements, and knowledge of the techniques and methods used to interview witnesses and conduct
interrogations of suspects. They ensure that evidence is accounted for by maintaining a complete chain of
custody to ensure its admissibility in court. They must be skilled in providing professional testimony during
judicial and administrative proceedings. An investigator’s charter is to find, examine, and make available
unbiased evidence that will clear the innocent and allow prosecution of the guilty. As professional fact
finders, investigators maintain unquestionable integrity—whether during a criminal investigation or a
collision investigation. USACIDC SAs, MPIs, and TMClIs are specifically trained and charged with
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conducting LE investigations. They are trained through separate courses tailored to the scope of their
regulatory and investigative responsibilities.

SPECIAL AGENTS

1-17. SAs are the most highly trained of all Army LE investigators and are recognized as federal LE
officers. Their training begins with the USAMPS Criminal Investigation Division Special Agent Course
and includes further training in Advanced Fraud Investigations, Child Abuse Prevention and Investigative
Techniques, Crisis and Hostage Negotiations, Combating Terrorism on Military Installations, Protective
Service Training, and other specialized training. As their careers progress SAs attend additional advanced
training and may specialize in forensic science, economic crimes, or other investigative areas.

1-18. Beyond criminal investigations in support of U.S. bases and base camps, their extensive training and
experience may be leveraged in support of operational requirements of U.S. forces. Criminal investigation
capabilities are particularly relevant in site exploitation and other evidence collection requirements on the
battlefield, training and assistance to HN LE organizations, and collection of police information and
analysis and production of police and specific criminal intelligence critical in identifying, understanding,
and attacking criminal networks operating against U.S. interests. USACIDC SAs also provide
administrative, analytical, and investigative support to multiple U.S. criminal investigative and terrorism
task forces.

MILITARY POLICE INVESTIGATORS

1-19. Minor crimes, such as relatively low-value thefts (under $5,000 in value) or simple assaults, are
normally investigated and processed by MPIs and DA civilian investigators assigned to L&O detachments
or tactical units. MPIs receive training at the USAMPS Military Police Investigators Course. Their training
includes evidence collection and crime scene processing, basic interviews and LE interrogations,
investigating crimes against property and persons, drug identification, and court room testimony. They also
routinely conduct—

e Juvenile crime investigations.

e Gang-related investigations.

e Crime prevention activities.

1-20. MPIs provide the operational commander with significant expertise in evidence collection and
preservation; these skills can be instrumental during site exploitation activities in support of military
operations overseas. They can also provide training and assistance to HN police, specifically in basic
criminal investigation activities and techniques.

TRAFFIC MANAGEMENT AND COLLISION INVESTIGATORS

1-21. TMCIs are trained at the Traffic Management and Collision Investigation Course at Lackland Air
Force Base, Texas. TMCIs receive specific training to conduct traffic management and enforcement which
includes specialized technical capabilities in traffic investigations. Traffic management and enforcement
activities are L&O tasks that directly support the maintenance of good order and discipline as part of a
broader L&O mission set conducted by military police.

1-22. L&O tasks related to traffic management and enforcement include those tasks associated with
mobility and collision investigations. Traffic management and enforcement activities (less collision
investigations) are discussed in ATTP 3-39.10. The investigative activity of traffic management and
enforcement is discussed in this manual at chapter 13. TMCIs possess specific capabilities in collision
investigations and enforcement of traffic-related laws, including suppression of driving under the influence
violations. They are skilled at postincident reconstruction of traffic-related incidents to determine cause and
effect. TMClIs also play a critical role in HN police support. They provide expertise in the training and
implementation of HN police traffic enforcement capabilities and can be instrumental in the identification
of other crimes discovered during collision investigations.
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MILITARY POLICE SOLDIERS AND DEPARTMENT OF THE ARMY CIVILIAN POLICE

1-23. All military police Soldiers and DA civilian police, are trained to conduct initial investigations and
support LE investigators during the conduct of deliberate criminal investigations. While SAs, MPI, and
TMCI personnel conduct dedicated, complex criminal and collision investigations, all military police
personnel must have a basic foundation and understanding of investigative techniques and capabilities
including evidence collection and preservation, forensic analysis capabilities and requirements, conducting
interviews, and establishing and maintaining the chain of custody. They must be proficient at conducting
preliminary investigations and limited follow-on investigations. These skills must be trained and certified
as part of initial training and certification and should be reinforced through cyclical training of all military
police.

1-24. Military police, as first responders to many (if not most) crime scenes are regularly required to
conduct preliminary investigations and canvas interviews of witnesses, victims, and potential subjects.
Preliminary or initial investigations begin when the first patrol arrives at the scene of an incident. The
preliminary investigation should include—

® Observing and documenting—

m  The general condition of the scene.

= Activities occurring upon approach and after arrival.

= Any spontaneous statement or comments by victims, witnesses, or potential subjects.
e Maintaining and protecting the crime or incident scene by—

= Establishing a protective perimeter around the crime scene.

= Establishing an access point and briefing area to control and document entry into the
controlled area.

Conducting evidence collection as required.
® [ocating and identifying victims, witnesses, or potential subjects.
Conducting initial interviews with victims, witnesses, or potential subjects, as required, and
ensuring that witness statements are properly documented.
Apprehending subjects as required.
e Completing all required—
= Patrol reports.
= Witness statements.
m  Chain-of-custody and evidence documentation.

»  Briefing of MPIs, TMCIs and USACIDC SAs on all aspects of the preliminary investigation
and providing copies of all reports, statements, and evidence documentation.

1-25. Follow-up investigations by LE patrols may be directed by the desk sergeant, the patrol supervisor,
or the operations section when required to fill information gaps or complete LE administrative
requirements. Most follow-up investigations are conducted at the request of LE investigators to fill
identified information requirements on open investigations. They can also be initiated by the original
responding patrol when gaps in required information are identified. Follow-up investigations can include
additional searches or interviews, the apprehension of subjects, and victim or witness assistance.

Note. 1f an MPI or USACIDC SA has taken over the lead in an investigation, military police
desk and patrol personnel must coordinate with the lead investigator before conducting any
follow-up activities to ensure investigative efforts are synchronized.

TRAINING CONSIDERATIONS

1-26. Military police and investigators must stay current with new investigative techniques and
capabilities. Even experienced investigators must learn new investigative methods and understand the
evolving nature of threat and LE capabilities. Ongoing education and training for USACIDC SAs, MPIs,
TMCIs, and military police patrol personnel can be obtained through several sources including—
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LE training embedded within professional military education courses.
Functional courses through USAMPS.

Civilian LE training opportunities.

In-service certification and refresher training.

Unit mentorship programs.

Evolving Technology

1-27. LE investigators must stay current with emerging technology and understand the capabilities and
limitations of the technology as it applies to LE investigations. More advanced analytical software and
databases continue to be developed, providing additional tools and faster analytical capability to LE
personnel. Advances in electronic media capability have made protecting and retrieving electronic evidence
a challenge for the LE community. The development of new technologies for analyzing biological and
other trace evidence, including deoxyribonucleic acid (DNA) testing, has expanded the range and
credibility of forensic analysis and increased the number of tools available to investigators and legal
professionals. These new technologies have become established and accepted elements of LE and criminal
justice procedures. LE investigators must understand these new capabilities and how they can impact an
investigation.

Safety

1-28. Personal safety is a priority for investigators. Beyond the obvious physical threat posed by a subject,
responding to a crime scene often places the investigator in danger of exposure to environmental hazards or
other unsafe conditions. The collection of some types of evidence can increase the risk of exposure to
dangerous substances. Personal protection against chemical, biological, radiological and nuclear (CBRN)
threats and hazards and physical hazards often requires special training and equipment. LE managers
should ensure that all police personnel receive hazardous material training and critical incident
management training, and that appropriate safety equipment is available in investigative kits. Numerous
federal, state, and local agencies provide such training. Emergency management agencies at the federal,
state, and local levels often provide hazardous material and critical incident training at no cost to police,
fire, and emergency medical personnel.

ORGANIZATIONS AND CAPABILITIES

1-29. Both USACIDC and military police organizations provide investigative capabilities supporting L&O
activities in all environments. These organizations have a wide range of subordinate organizations,
elements, and individuals that either act as the investigative lead or provide critical support to the LE
investigator.

UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND

1-30. The mission of the USACIDC is to conduct and control all Army investigations of serious crimes, as
defined in AR 195-2, and less serious crimes upon request or as needed to enforce Army law or regulations.
USACIDC is a direct reporting unit headquartered at Quantico Marine Corps Base, Virginia. It is
commanded by a general officer and staffed with officers, warrant officers, enlisted Soldiers, and DA
civilian employees. USACIDC provides overarching management and supervision of all Army criminal
investigation functions and is the approving authority and manager of all agent accreditation functions. LE
investigative personnel within the organization are referred to as SAs. When performing LE investigative
responsibilities, they operate within the USACIDC command structure to enable independent, unbiased
investigations, free from fear of improper command influence by the supported commander.

1-31. Regardless of the environment, USACIDC has the responsibility to investigate serious crimes
involving Army personnel, DA civilians and agencies, and companies working for the Army. USACIDC
investigates war crimes and crimes involving personal and government property affecting the Army’s
mission and logistics security. USACIDC SAs may also conduct investigations based on international
treaties, status-of-forces agreements (SOFAs), and joint investigations with the HN, if requested by the
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supported commander in support of the overall Army mission. Outside of the United States, USACIDC’s
investigative authority and investigative responsibility are determined by international treaty or agreement,
including SOFAs, the policies of the HN government, the U.S. ambassador, and AR 195-2.

Note. Foreign countries are sovereign entities; this prohibits direct contact and information
exchange between LE personnel unless a Mutual Legal Assistance Treaty or other official legal
document between the countries is in place. Investigators should consult with their servicing
legal advisor to ensure that any coordination with foreign officials is covered by an appropriate
legal agreement.

1-32. USACIDC is structured with a headquarters, two geographic CID groups, and a “special services”
CID group. These CID groups are further broken down into CID battalions and CID elements with specific
geographic areas of responsibility. The 701st CID Group provides specialized investigative capabilities
(and exclusive investigative authority for certain offenses) in general support across the Armys;
investigative elements of this group are discussed in detail in paragraph 1-40. See figure 1-1 for a diagram
of USACIDC investigative and investigative support assets.

United States Army
Criminal Investigation
Command
Geographic Area Worldwide Area
of Responsibility of Responsibility
United States United States
3rd CID 6th CID Army Criminal Army Crime 701stCID
Group Group Investigation Records Group
Laboratory Center
[ cou || Fu || wpru |
Legend:
CID Criminal Investigation Division FIU Field Investigation Unit
CCIU Computer Crime Investigation Unit MPFU Major Procurement Fraud Unit

Figure 1-1. USACIDC investigative and investigative support assets

1-33. The two geographic CID groups and their subordinate CID elements have the organic capability to
conduct a wide range of criminal investigations. The commander of each CID group, battalion, or element
is responsible for the conduct of criminal investigative activity within their assigned geographic area of
responsibility (AOR). When investigative requirements exceed their capabilities, technical experts from
other elements within USACIDC can be employed to assist. Investigations typically fall into the following
six primary categories:
e Serious crimes against persons. These investigations consist of the most serious offenses. SAs
conduct a complete investigation into all deaths that occur on an Army installation or that the
Army may have an interest in. Other examples of this type of investigation would include
robbery, assault, and child abuse.
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e Drug suppression activities. CID elements conduct installation-level drug suppression
activities both on and off the installation. These activities frequently require—

»  Undercover (covert) activities in unit and social environments.

»  Coordination between CID drug suppression teams and local, state, federal, and HN LE
agencies.

= Overt activities that assist unit commanders in unit drug suppression activities through
training, education, and the conduct of health and welfare inspections.

e Economic crimes investigations. USACIDC units conduct investigations of fraud, waste, and
abuse at the installation, unit, and individual levels. These include the full range of investigations
from the theft of an individual Soldier’s checkbook or debit card up to and including installation-
level contract fraud.

e Sex crimes investigations. SAs complete investigations of rape, sexual assault, or unwanted
sexual contact involving active duty Soldiers at any location and civilians on government
property. These investigations require—

= Extensive specialized training.

m  Close coordination with, trial counsel, the sexual assault response coordinator (SARC),
social work services, victim advocacy, and medical treatment facility personnel.

s Coordination with off-installation professional services (this coordination is accomplished
in concert with Army victim advocacy personnel).

o Crime prevention. SAs evaluate installation activities and units to determine areas susceptible
to theft or diversion of military assets or other crime-conducive conditions. Recommendations
are then made to the supported commander for improvements that may limit risks.

e Criminal intelligence. Criminal intelligence is a category of police intelligence derived from
the collection, analysis, and interpretation of all available information concerning known and
potential criminal threats and vulnerabilities of supported organizations (ATTP 3-39.20). SAs
collect, analyze, and process criminal intelligence from both the installation and external
sources. CID elements—

= Evaluate, collate, and forward this information to their higher CID headquarters.

= Receive information from external sources including criminal information and intelligence
from military, civilian, and foreign intelligence services.

m  Report, when required based on threat and investigative impacts, specific criminal
intelligence—such as methods of operation, distinct patterns, crime techniques,
investigative leads, gang violence, and terrorism—to commanders and supported installation
activities, and share with various intelligence and LE agencies.

United States Army Criminal Investigations Laboratory

1-34. The successful investigation and prosecution of crimes can require the collection, preservation, and
forensic analysis of evidence, which can be critical to determine the guilt or innocence of an individual.
The USACIL provides forensic analysis and other technical services to LE investigators and other military
and nonmilitary investigative entities. The USACIL is a nationally accredited criminal investigative
laboratory located at the Gillem Enclave, Forest Park, Georgia. It is accredited by the Forensic Quality
Services’ Forensic Accreditation Program.

1-35. USACIL personnel conduct examination and analysis of all evidence submitted, whether from
USACIDC elements, military police units, other DOD investigative agencies, or other federal LE agencies,
when required. It is primarily staffed with a civilian staff, providing stability and continuity of the mission.
The USACIL provides state-of-the-art forensic analysis in several areas and disciplines including drug
chemistry, biological evidence (serology/DNA), latent impression examination (including fingerprints, tire
tracks, and other impressions), questioned documents examination, digital evidence evaluation, and
firearms and tool marks examinations. The USACIL can also provide technical support to SAs for
processing crimes scenes in any operational environment. USACIL examiners provide expert witness
testimony in court cases regarding the results of forensic examinations.
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1-36. In addition to many innovative forensic techniques, the USACIL contributes to the Combined DNA
Index System (CODIS). The CODIS is an FBI program used to store DNA profiles. It allows federal, state,
and local crime labs to compare DNA profiles and to generate investigative leads. All military criminal
investigators should become thoroughly familiar with CODIS. USACIL analysts also provide data and use
the Integrated Automated Fingerprint Identification System and the National Integrated Ballistics
Information Network. These important databases can be useful to LE investigators and crime lab analysts
for comparative analysis of fingerprint data and firearms evidence (such as cartridge casings) recovered in
an investigation.

Expeditionary Forensic Division

1-37. The USACIL Expeditionary Forensic Division provides global forensics support. It provides forensic
expertise, infrastructure, and reachback capability to the Combatant Commands enabling actionable
information for targeting, criminal prosecution, protection activities, and other emerging requirements. The
Expeditionary Forensic Division consists of three Expeditionary Forensic Laboratories (EFLs) and a
Reachback Operation Center that provides a deployable, trained, and equipped forensic capability
supporting decisive action.

Expeditionary Forensic Laboratory

1-38. The EFL is a deployable, adaptive forensic capability that enhances the exploitation of captured
enemy materiel and evidence gathered supporting criminal investigations. The EFL provides a standardized
exploitation process by integrating weapons technical exploitation capabilities, including explosive
exploitation and electronic reengineering, with their inherent forensic disciplines of serology, DNA,
chemistry, latent prints, and firearms/tool marks. EFLs provide support to combatant commanders based on
operational priorities. EFLs have on-site capabilities and the ability to obtain institutional support from the
USACIL through reachback. This combination of on-site and reachback capability allows the lab to
prioritize in-theater capabilities while ensuring full forensic analysis support.

United States Army Crime Records Center

1-39. The United States Army Crime Records Center (USACRC) receives, maintains, accounts for,
disseminates information from, and disposes of Army crime records. It coordinates automation of crime
records data and information and serves as the functional proponent for the electronic imaging of crime
records. The USARC retrieves and correlates data and statistics from the stored records and provides crime
data to authorized recipients. It also administers the USACIDC Polygraph Program and the Freedom of
Information Act Program. Army LE investigators routinely access data from USACRC databases to
determine if suspects have a past record or if victims have ever been victims of another crime. Archived
case files from previous investigations can sometimes be helpful when criminal or victim histories are
determined.

Specialized Investigative Capability

1-40. The 701st CID Group is a special services group which has a worldwide area of responsibility and
provides mission command over units and activities with specific technical or administrative capabilities
and missions. USACIDC investigative and investigative support assets are shown in figure 1-1, page 1-8.
Elements within the 701st CID Group include the Computer Crime Investigative Unit (CCIU), the Field
Investigative Unit (FIU), and the Major Procurement Fraud Unit (MPFU). This group retains jurisdiction
over activities within its purview worldwide. The unique missions of these elements, as well as other
specialized activities and capabilities, are discussed below.

Computer Crimes Investigative Unit

1-41. The CCIU is the Army’s sole organization for conducting worldwide criminal investigations of
intrusions and related malicious activities involving Army computers, networks, personnel, and data. As
needed, the CCIU also provides expert investigative support to USACIDC field elements conducting
criminal investigations involving computers and digital media evidence. The CCIU maintains liaison and
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works with other LE agencies; the CCIU coordinates with U.S. federal and foreign government intelligence
agencies.

1-42. Most USACIDC SAs do not possess the required technical skills to conduct advanced computer
forensic analysis and complex computer crime investigations. Due to the highly technical nature of
investigating computer crimes and computer forensic analysis, CCIU personnel receive advanced computer
training from the Defense Cyber Investigations Training Academy, Federal Law Enforcement Training
Center and other sources of technical expertise.

1-43. USACIDC SAs and attorneys assigned to the CCIU provide guidance and subject matter expertise to
other USACIDC SAs in the field who are conducting investigations involving computers and associated
networks. The CCIU has sole investigative responsibility and authority to investigate offenses related to
Army networks. The CCIU maintains personnel with advanced training in processing and analyzing digital
evidence capabilities. These CCIU SAs can provide assistance to USACIDC SAs in the field as well as the
USACIL and other LE agencies requiring computer forensic analysis capability.

Field Investigative Unit

1-44. The FIU is a unique investigative organization and conducts the most sensitive criminal
investigations in the Army. The FIU has a specific mission to investigate criminal allegations involving
highly classified Army programs and other sensitive situations of interest to the Secretary of the Army and
the Army Chief of Staff.

1-45. Much of the activity of the field investigative unit is classified. The unit investigations frequently
support both the intelligence and acquisition communities. In addition, it conducts investigations of
classified programs and senior Army personnel where discretion is required during the investigative
process. The FIU also provides investigative support to other USACIDC elements and Army organizations
when the security requirements exceed available investigative resource capability.

Major Procurement Fraud Unit

1-46. The MPFU is compromised of highly skilled SAs who conduct investigations into allegations of
fraud involving major Army contracting activities and acquisition programs. These units may be collocated
at an Army installation or they may be standalone elements located near a major Army contracting
epicenter. MPFU SAs conduct complex multifaceted investigations that frequently take years to complete.
They are typically staffed with civilian USACIDC SAs to ensure longevity based on the complexity and
duration of MPFU investigations.

1-47. The MPFU conducts all investigations into allegations of fraud, defective pricing, corruption,
kickbacks, antitrust violations, and other miscellaneous incidents involving major procurement actions. The
MPFU Fraud Field Office is the basic operating unit and conducts procurement fraud investigations within
an assigned geographical area of responsibility, designated by the MPFU. Each MPFU Fraud Field Office
is assigned six or more SAs, depending on the area of responsibility, and is resourced for full operational
capability but has limited administrative and clerical capacity and may require support from its higher
headquarters.

1-48. MPFU elements are further broken down into MPFU resident agencies. An MPFU resident agency
operates in a limited geographical area within its parent MPFU Fraud Field Office’s area of responsibility.
The MPFU resident agency is typically assigned one to four special agents and has no organic
administrative capability. It is completely dependent upon its parent MPFU Fraud Field Office for all
clerical, administrative, and logistical support.

Forensic Science Officers

1-49. The forensic science officer (FSO) is a specially trained USACIDC SA—Ilimited to warrant officers
only—with the knowledge, skills, and abilities to conduct complex forensic investigations. FSOs receive
graduate-level education in forensic science at civilian universities, the USACIL, and through the Armed
Forces Medical Examiner System (AFMES); upon completion of their specialized training, they are
typically assigned to CID group or battalion-level CID elements. These technical specialists have advanced
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training in identification, preservation, collection, and analysis of evidence. They provide subject matter
expertise regarding evidence collection and preservation at crime scenes and coordinates with the USACIL
on behalf of field agents when technical aspects of the evidence require advanced discussion beyond the
capability of agents not specifically trained as FSOs. FSOs also can perform crime scene reconstruction in
areas such as bloodstain spatter analysis and bullet-path or trajectory analysis.

Polygraph Examiners

1-50. AR 195-6 is the governing regulation for polygraph requirements and support. Polygraph examiners
are experienced LE investigators that meet extensive screening, training, and certification requirements in
order to perform polygraph examinations. The basic polygraph examiners training course is taught at the
Department of Defense Polygraph Institute. Polygraph examiners are normally geographically located
within the CID battalion; however, they operate independently from the CID battalion headquarters to
which they may be assigned. Polygraph examiners are typically limited to the conduct of polygraph
examinations as assigned by the USACRC; emergency authorization for polygraph examinations is
delegated to specific CID commands only under specific circumstances as outlined in AR 195-6.

MILITARY POLICE ORGANIZATIONS

1-51. Military police LE investigative capabilities exist across many military police elements.
Authorizations for trained MPIs and TMCIs exist on military police brigade and battalion staffs and
military police companies. Because duty as an MPI or a TMCI is not a permanent career track assignment,
it is not uncommon for military police units to have Soldiers with MPI and TMCI training and experience
within their force structure in numbers well beyond authorizations in the modified table of organization and
equipment documents.

1-52. Military police Soldiers are also trained to observe and report information about persons, activities,
and their environment based on published information requirements and intuitive understanding of
unidentified critical information requirements. This information can be critical to LE investigators and
provide critical police information for analysis and production of police intelligence relevant to criminals,
criminal activity, and crime conducive conditions. In an operational environment this information not only
fulfils LE investigative information requirements and police information requirements, it also feeds the
operations process enabling fusion with traditional intelligence elements. See ATTP 3-39.20 for more
information.

Note. Commanders should query USAR and ARNG units during operational deployments to
identify those personnel with careers in civilian LE. During operational deployments, military
police Soldiers from USAR and ARNG elements may possess significant LE investigative
capabilities and skills based on experience in their civilian LE careers.

1-53. Military police brigade, battalion, and PM staffs conduct police intelligence activities which directly
support LE investigations and collection of police information. Each operations section within these
organizations should be staffed with trained police intelligence analysts to help conduct analysis of
incoming information and produce police intelligence products to support LE investigators and
commanders in fulfilling information requirements.

1-54. All military police organizations have a basic level of investigative capability within their force
structure based on training and experience in basic LE patrol activities and the presence of personnel
trained as MPIs or TMCIs. However, the highest density of dedicated MPI and TMCI capability is
structured within the L&O detachments through the MPI and traffic management and enforcement teams.
For additional information regarding the PM and other military police organizations see FM 3-39.

Law and Order Detachments

1-55. Within military police formations, most capabilities required to conduct dedicated LE activities,
including LE investigations, are associated with the L&O detachment and associated teams. L&O
detachments are built as teams with specific capabilities; these teams are designed to be deployed to
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support specific LE requirements in an AO. L&O teams are found across active, reserve, and National
Guard force structures. At home stations, the teams that comprise the L&O detachment are assigned LE
duties within the Provost Marshal Office, making up the core of dedicated technical policing expertise
supporting U.S. Army bases and base camps. When deployed to provide LE support for U.S. forces, L&O
detachments are normally assigned to a military police brigade and placed under the operational control of
the base camp commander for L&O support to the base camp. When deployed to provide HN support, they
are typically assigned to a military police brigade or battalion to provide appropriate mission command and
task organization, ensuring optimum use of the limited assets of the L&O detachment.

1-56. Specialized teams within the L&O detachment provide skills and capabilities required for military
police to conduct police station activities supporting either U.S. forces or HN LE requirements, including
criminal and collision investigations. The L&O detachment has teams to fill the full range of capabilities
required for police station activities including military police headquarters and station activities that
provide administration, military police operations, and military police desk capabilities. L&O detachment
teams also provide expertise to support required force protection programs and associated requirements,
provide military working dog (MWD) capabilities, conduct criminal investigations, and conduct traffic
management and enforcement investigations. The two teams dedicated to LE investigations are the MPI
team and the traffic management and collision investigation team; these teams are discussed below. See
ATTP 3-39.10 and FM 3-39 for detailed descriptions of the full capability of the L&O detachment.

Military Police Investigation Team

1-57. The military police investigation team provides technical capabilities for investigating criminal
incidents and associated activities. MPIs that make up the team are specially trained to analyze police
information, collect and properly store evidence, document criminal investigations, and prepare evidence
for appropriate adjudication through the military justice system. When required, they coordinate with
USACIDC SAs, sister service military criminal investigative service SAs, or other military and civilian LE
agencies operating within the AO to synchronize and deconflict ongoing investigations and share LE
information. They also directly support USACIDC drug suppression efforts. MPIs assigned overseas work
with HN military and civilian police agencies when conducting joint and multinational investigations.

1-58. MPIs support HN police development and transition teams by working with HN criminal
investigators to build baseline investigative capability and capacity, supporting the operational
commander’s efforts to establish civil control. MPIs experience and technical expertise in evidence
collection and preservation enable successful site exploitation and follow-on forensic evaluation in support
of military police and multifunctional commanders. They are trained to conduct interviews and LE
interrogations. These skills are honed for use in criminal investigations, but can be extremely valuable
when conducting tactical questioning of personnel detained in an AO during military operations or at an
incident site during follow-on response and exploitation. These same capabilities are also valuable in
conducting interviews of HN citizens, local officials, and other personnel to gain valuable information and
increase situational understanding of the criminal and general threat environment.

Traffic Management and Enforcement Team

1-59. The traffic management and enforcement team provides technical capabilities required for
investigating traffic-related collisions and subject matter expertise beneficial to military police traffic
enforcement and education activities. TMCls assigned to the team are trained in collision investigation and
reconstruction to assess the causes of collisions, including operator error, environmental conditions, and
equipment failures. TMCI capabilities are critical when conducting collision investigations involving
fatalities or extensive property damage and collisions involving injuries or damage to government property.
Collision investigations are covered in depth at chapter 13. Other duties and responsibilities of TMCIs
include—

e Conducting traffic control and safety tasks.

o Conducting traffic enforcement.

® Conducting drunk driver suppression activities.
e Identifying and processing abandoned vehicles.
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Preparing traffic studies.
Preparing and tracking traffic reports, including citations.

e® Conducting special traffic enforcement during special events, emergency operations, or other
incidents and events.

1-60. The knowledge of traffic control and flow, protection measures associated with vehicle movement,
and traffic study capabilities of TMCIs can be a valuable asset to military police and multifunctional
commanders in their efforts to protect U.S. personnel and assets, ensure freedom of movement, and
establish and maintain civil order and control. These aspects of traffic management and enforcement are
covered in depth in ATTP 3-39.10 and linked in the discussion of mobility operations in ATTP 3-90.4.

Military Working Dog Teams

1-61. MWD teams provide a valuable asset to military police, combined arms, the DOD, and other
governmental agencies. The dog’s sight, smell, and hearing ability enhance detection capabilities and
provide commanders with a physical and psychological deterrent to criminal activity. MWD teams are key
resources for use in Army LE. There are three types of MWDs in the Military Police Corps Regiment—the
patrol explosive detector dog, the patrol narcotics detector dog, and the specialized search dog. Specialized
search dogs are not typically used to support L&O missions, because they are trained to work off leash and
are not trained to perform patrol dog functions required for LE applications. Patrol explosive detector dogs
and patrol narcotics detector dogs are also trained as patrol dogs. Patrol dogs are used in routine military
police LE patrol activities supporting decisive action in all environments. Their explosive and narcotics
detection capabilities can provide significant support to Army LE investigators for detection of contraband
and protection of personnel. See ATTP 3-39.10 and ATTP 3-39.34 for more information.

Evidence Response Teams

1-62. Evidence response teams can be a valuable asset to both LE investigators and operational
commanders. An evidence response team is an ad hoc team of technical experts, expediently formed and
mobilized to respond to a crime scene, incident site, or other significant event requiring the collection and
preservation of evidence. These teams will typically be manned by military police Soldiers and led by MPIs
or USACIDC SAs. The mission of an evidence response team is to—

e Identify and mark the crime scene or incident site boundaries. Military police should receive
guidance from the senior MPI or USACIDC SA to determine the boundary limits to ensure that
an adequate area is marked and protected.

e Protect the scene.

Collect and preserve physical evidence.
Document evidence and establish the chain of custody.

JUDGE ADVOCATES

1-63. Throughout an investigation, LE personnel coordinate with appropriate judge advocate (JA)
personnel within the office of the SJA concerning their investigation. Along with obtaining a legal opinion
as to whether an investigation is complete and legally sufficient, LE personnel should involve JAs
throughout the investigation to ensure that all appropriate criminal offenses have been considered, and to
assist in the goal of obtaining legally competent evidence. Additionally, some JAs, such as trial counsel and
defense counsel, may contact LE personnel directly to discuss ongoing or closed investigations. Office of
the SJA legal personnel who may interact with LE personnel include the—
® SJA. The SJA is the primary legal advisor to the commander exercising general court-martial
convening authority. Among other things, the SJA provides military justice advice to the
commander.
e Military Justice Division. This may include the—
m  Chief, Military Justice Division. The Chief of Military Justice advises the SJA on all
military justice matters. The Chief also leads and supervises all JAs within the division.
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m  Trial counsel. JAs who work under the supervision of the Chief of Military Justice are trial
counsel. Trial counsel (many of whom are assigned at the brigade level) prosecute courts-
martial arising within their jurisdiction. The trial counsel reviews all military justice actions
that arise within their jurisdiction.

Special Victims Prosecutor

1-64. Army special victims prosecutors (SVPs) are assigned to the U.S. Army Legal Services Agency but
are stationed throughout the world and serve area jurisdictions. These JAs primarily prosecute sexually
related and domestic violence offenses. SVPs are accessible to all LE offices and personnel, regardless of
the SVPs duty location. The SVPs serve regionally and review all military justice actions involving sexual
or domestic violence offenses within their jurisdictions.

United States Army Trial Defense Services

1-65. All JAs who serve as defense counsel are assigned to the United States Army Trial Defense Services
(USATDS). They generally defend Soldiers within their geographical area. However, USATDS attorneys
may be detailed to cases anywhere in the Army. Defense counsel, whether assigned to a specific
installation or remotely located, may contact LE personnel for office calls to review evidence or case files
or to schedule interviews with investigators or USACIDC SAs. Requests from trial defense attorneys
should be accommodated to the extent possible in order to ensure the timely processing of cases. If LE
personnel have questions or concerns regarding communications with USATDS personnel, they should
contact their servicing military justice JA.
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Chapter 2
Physical Evidence

Successful criminal prosecution is dependent on the ability of LE investigators and
military police organizations to properly secure, collect, and preserve physical
evidence for subsequent analysis in support of LE activities and other mission
requirements. Beyond traditional LE activities, increased pressure to prosecute
terrorist and other threat elements captured within the context of decisive action have
increased both awareness and operational requirements for evidence collection and
forensic analysis capabilities during military operations. Advances in technology
have enhanced forensic analytical capabilities and increased the sensitivity of
forensic testing. This chapter provides an understanding of the key activities involved
in evidence collection and forensic analysis. It focuses on techniques for use in
evidence collection by Army LE investigators and military police. The processing
and analysis of collected evidence is also covered briefly in other publications to
include ATTP 3-39.10 and ATTP 3-39.20.

TYPES OF EVIDENCE

2-1. Evidence is anything that helps to ascertain the truth of a matter, or gives proof of a fact in an
investigation; evidence may be physical or testimonial. Physical evidence includes any object, material, or
data gathered to establish facts relevant to a specific crime or incident. Testimonial evidence includes
documented written or verbal statements typically collected during interviews or LE interrogations
conducted during a LE investigation. This chapter will focus on physical evidence; testimonial evidence
will be discussed in chapter 3.

2-2. Physical evidence is exchanged anytime two objects or persons make contact with each other; this is
known as Locard’s principle of exchange. The principle is based on the assumption that anytime two
objects touch physical evidence is exchanged, or cross transferred, between the two objects. These
exchanges may leave obvious visible material or marks, or the physical exchanges may not be visible to the
investigator. The challenge for investigators is to identify and collect this deposited evidence. Evidence
properly collected and analyzed can provide elements of fact or lead to associations or patterns that
establish proof (or a high probability of proof) that a conclusion or judgment is true. Collection of physical
evidence can be broken down into three primary tasks: identification or recognition of potential evidence,
protection of evidence, and collection and preservation of evidence.

2-3. The collection of physical evidence and follow-on forensic analysis enables LE investigators to
identify persons in relation to space and time, thus enabling the identification of individuals specific to
crimes or other incidents; linkages between persons, material, and equipment (including weapons); and
trends, patterns, and associations pertinent to crimes and criminal activity. It can also enable operating
forces to identify enemies and add depth and scope to the intelligence picture. Evidence such as fingerprints
or DNA can enable U.S. forces to specifically identify who handled an item, such as an improvised
explosive device (IED), and to connect a particular person with a certain place or event. The resulting
information can support—
e Criminal investigation and prosecution. Evidence collected, analyzed, and exploited by Army
LE investigators can link individuals to particular locations, events, or devices and establish
trends, patterns and associations. These results can be used to further criminal investigations of
crimes and individuals suspected of involvement in criminal acts against U.S. forces, family
members, and resources.
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e Protection efforts. Collected evidence and subsequent analysis can enable protection efforts by
identifying threats and enabling commanders to implement measures to mitigate hostile actions
against U.S. personnel, resources, facilities, and critical information.

e Targeting actions. Timely collection and analysis of evidence results in targeting of criminal
elements in conjunction with ongoing LE investigations or targeting, using lethal and nonlethal
means, against threat elements in contingency operations.

® Sourcing actions. Collection of evidence and subsequent forensic analysis can be fused with
other information obtained through LE or intelligence channels to increase the situational
understanding of criminal networks. This enables further investigation and targeting to disrupt,
interdict, apprehend, or eliminate criminal elements.

® Medical processes. Medical examiners (MEs) conduct autopsies to identify individuals and
determine the cause and manner of death. The recovery of forensic materials can enable research
and analysis by Armed Forces MEs to increase knowledge regarding Army deaths and identify
trends and preventive risk factors.

2-4. Military police and LE investigators should have a basic understanding of the analytical process and
requirements of forensic scientists and technicians. This must be accompanied by a broad understanding of
collection, preservation, and packaging techniques that reduce the chance that evidence will be destroyed or
contaminated. Improper handling of evidence can render it useless. This understanding will enable the
collector to identify potential evidence, understand what potential information can be obtained through
analysis of the evidence, and ensure proper handling of the evidence to mitigate the chance of destruction
or contamination. Proper identification, collection, and packaging of evidence during crime scene
processing or site exploitation are critical to the success of subsequent forensic examination. ATTP 3-39.10
contains information on basic evidence collection techniques.

RULES OF EVIDENCE

2-5. Army LE personnel, especially investigators, must develop skills and techniques to recognize,
collect, evaluate, process, and preserve evidence. Evidence is the source from which a court-martial or jury
must form its conclusions regarding the guilt or innocence of an accused. Evidence is the means by which
any alleged matter of fact is proven or disproved. Evidence includes all matters, except comment or
argument, legally submitted to a court.

2-6. Army LE investigators conduct inquiries to find evidence and make it available for presentation in
court. Something more than a mere collection of evidence is required of a successful investigation; the
evidence obtained must be admissible in court or lead to admissible evidence. A basic knowledge of the
rules governing admission and rejection of evidence is fundamental to an investigation. This knowledge is
needed to conduct inquiries and prepare cases that will present enough admissible and reliable information
to the court for a proper decision to be rendered. Only evidence that satisfies the rules of admissibility is
admitted.

2-7. Admissibility of evidence in court is generally dependent on whether the evidence is relevant,
whether it was obtained legally, and whether positive control (chain of custody) over the evidence has been
maintained to ensure that the evidence has been protected and unaltered. To be admissible, evidence must
be relevant. Relevancy requires that the specific evidence in question has some direct bearing on the
alleged crime. “Relevant evidence” means evidence having any tendency to make the existence of any fact
that is of consequence to the determination of the action more probable or less probable than it would be
without the evidence. Military Rules of Evidence (MRE) rule 401 describes relevant evidence. The MRE
are included as part III within the Manual for Courts Martial (MCM). All relevant evidence is admissible at
trial unless some rule of law forbids its consideration by the court. Part III, section IV of the MCM
discusses relevancy of evidence including its limits and exceptions.

2-8. Army LE is most directly impacted by rules concerning search and seizure of evidence and rules
affecting the admissibility of information, including confessions, obtained during interviews and LE
interrogations. Evidence from a search or a seizure will not be admissible if it was obtained as a result of an
unlawful search or interview. The Fourth Amendment to the U.S. Constitution establishes the right to be
free from unreasonable searches and seizures. The MRE, included as part III of the MCM, is the primary
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reference for rules concerning search and seizure of evidence. Additional information can be found in
ATTP 3-39.10. Though not all inclusive, the following text provides an overview of the basic rules of
evidence that are most commonly faced by Army LE personnel.

THE EXCLUSIONARY RULE

2-9. The Fourth Amendment to the U.S. Constitution establishes the right to be free from unreasonable
searches and seizures. Army LE personnel must know and understand the law surrounding the Fourth
Amendment and lawful searches and seizures; failure to understand and act according to the Fourth
Amendment, and subsequent judicial rulings, can result in the exclusion of evidence. This is known as the
exclusionary rule. The exclusionary rule applies to—
e Evidence obtained as a result of an unlawful search or seizure which violated the Fourth
Amendment rights of the accused.

® Any derivative evidence obtained as a result of an unlawful search. This includes any evidence
obtained as a result of the original Fourth Amendment violation, as a product of the violation, or
as evidence which flowed from the violation, often referred to as fruit of the poisonous tree.

2-10. The following key criteria need to be considered to determine if there is a violation of the Fourth
Amendment:

® Whether there is an intrusion into an area where a person has a reasonable expectation of
privacy. Areas where a reasonable expectation of privacy is typically understood to exist include
within an individual’s home, personal belongings, automobile, desk, lockers, personal
computers, personal cell phones, items on the individuals body (including clothing), and other
areas. Exceptions are discussed later in this section.

® Whether the intrusion was effected by a U.S. Government official or agent. The Fourth
Amendment does not apply unless there is U.S. Government intrusion. Private searches and
foreign searches are not covered by the Fourth Amendment as long as the private individual or
foreign officials are not acting as agents of the U.S. Government.

SEARCHES AND SEIZURES

2-11. A search is an examination, authorized by law, of a specific person, property, or area for specified
evidence or property or of a specific person for the purpose of seizing such property, evidence, or person. A
seizure is the taking of property from the possessor by an authorized person or the restriction of freedom of
movement of an individual against their will by an agent of the government. Army LE personnel must have
probable cause, search authorization, or a search warrant for a search and seizure of evidence to be lawful,
unless a valid exception exists.

2-12. A search is not considered unreasonable when conducted pursuant to a search warrant or
authorization that was issued upon a showing of probable cause. Probable cause to conduct a search or
seizure exists when there is a reasonable belief that a crime has been committed and that the person,
property, or evidence sought in connection with the crime is located in the place (a room, barracks,
privately owned vehicle, quarters) or on the person to be searched. The existence of probable cause is
required for search or apprehension of a suspect. MRE 315(f)(2) covers the rules for these searches.

2-13. A competent military or civilian authority must make a probable cause determination that there is a
reasonable belief that the person, property, or evidence sought is located in the place or on the person to be
searched and approve the search authorization. This probable cause determination is based on the totality of
the circumstances at the search time. A competent civilian authority is required when USACIDC SAs
conduct criminal investigations off the installation and the Uniform Code of Military Justice (UCM]J) is not
applicable or in cases dealing with civilians on a military installation who are not subject to the UCMIJ. A
competent military authority includes a military judge, a military magistrate, or a commander “who has
control over the place where the property or person to be searched is situated or found.” MRE 315(d)
outlines who has the power to authorize a search.

2-14. Although a search authorization is generally required, there are instances when a search authorization
is not required. The following searches are exceptions to the search authorization requirements:
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Consent search.

Search incident to lawful apprehension.
Operable vehicle search.

Exigent circumstances.

Medical emergencies.

Plain view.

Investigative stops, also known as “Terry stops.”

Consent Searches

2-15. A consent search may be conducted of any person or property as long as lawful consent is given.
MRE 314(e) discusses consent searches. A person can consent to search their own person or property,
unless that person no longer has control of the property. Likewise, a person who is in control of property
but who does not own it, can usually give consent to search that property. Consent can be withdrawn
anytime; Army LE personnel must then stop the search and get proper authorization if the search is to
continue. Ideally, the consent to search should be obtained in writing.

Lawful Apprehension

2-16. When a person is lawfully apprehended, that person and the surrounding area can be searched. MRE
314(g) discusses searches incident to a lawful apprehension. The search may be conducted for weapons or
destructible evidence. The surrounding area of the person consists of the area within immediate control and
the area in which the person being apprehended could reasonably reach with a sudden movement to obtain
a weapon or evidence. This immediate control area may include a vehicle; this search does not include the
trunk or the engine compartment. In 2009 the Supreme Court of the United States limited the authority to
search a vehicle subsequent to apprehension (Arizona versus Gant). LE personnel may only search a
vehicle subsequent to an apprehension with a valid search authorization (legal search authorization or
consent to search), or if—

e [t is reasonable to believe that the apprehended individual might access the vehicle at the time of
the search.

e [t is reasonable to believe that the apprehended individual’s vehicle contains evidence of the
offense that led to the arrest.

® The officer has probable cause to believe that there is evidence of a crime concealed within the
vehicle, assuming the vehicle is readily mobile.

Note. 1t is impermissible for the arresting officer to “manufacture” a situation where the arrested
individual could still have access.

2-17. These restrictions on vehicle searches do not affect the legitimate conduct of an inventory of a
vehicle. LE personnel may still inventory a vehicle subsequent to an apprehension, a vehicle being towed
due to a legitimate violation, or if the vehicle is towed for safety reasons; for example, if it represents a
danger to other motorists or persons in the area. The inventory must be conducted strictly in accordance
with approved agency procedures. During the inventory, the contents of the entire vehicle may be
inventoried, with the exception of secured/locked areas that are not subject to open view and access. All
accessible areas of the vehicle may be inventoried in order to protect the LE organization from allegations
of theft or loss and to protect the driver of the vehicle from having his belongings pilfered while the car is
impounded.

Exigent Circumstances

2-18. An exigent circumstance is one where there is a compelling reason to search immediately rather than
wait for authorization. Exigent circumstance exceptions apply for a search based on probable cause when
there is a reasonable belief that the delay in obtaining a search warrant or search authorization would result
in removal, destruction, or concealment of evidence or when there is a reasonable military operational
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necessity that prohibits or prevents communication with a person empowered to grant a search warrant or
search authorization. There must also be a reasonable belief that the delay necessary to obtain a search
warrant or search authorization would result in the removal, destruction, or concealment of evidence.

2-19. Both probable cause and the specific exigent circumstance must exist. Under exigent circumstances,
Army LE personnel may enter an area normally requiring a search authorization (such as a residence, a
barracks room, an office, or a vehicle) to detain or apprehend a subject without written search
authorization. Examples of exigent circumstance exceptions include the following:
® A subject committing a crime, or located by Army LE personnel in a public area, that is wanted
for a previous offense can be pursued into a private area if he flees to avoid detention or
apprehension. MRE 315(g)(1) discusses exigencies related to insufficient time. In this case, the
fact that the subject is running to evade Army LE personnel subsequent to a crime makes a delay
in the pursuit to obtain a written search authorization impractical. The perpetrator knows they
are under suspicion and will likely attempt to destroy evidence prior to intervention by Army LE
personnel.
® An operable vehicle may be searched if there is probable cause that the vehicle contains
evidence of a crime. MRE 315(g)(3) discusses exigencies related to operable vehicles. The
elements of probable cause and exigent circumstances that make obtaining a search authorization
impractical must be present, and the vehicle cannot be in a condition that obviously renders it
inoperable. The search in this case is not limited to the interior of the vehicle, but may include
the entire vehicle. For example, a military police patrol conducts a lawful traffic stop for a traffic
violation. Upon approaching the vehicle the LE official detects the sound of someone in distress
emanating from the trunk of the vehicle. The trunk is beyond the immediate control of the
operator; therefore any routine search incident to the traffic stop does not include the trunk. The
sound of the person in distress or the smell of marijuana coming from the vehicle provides
probable cause that a crime may be in progress; the fact that the vehicle is in operating condition
and can be driven away provides the exigent circumstance for Army LE personnel to
immediately search the trunk of the vehicle.

e Observations of a crime in progress warrant immediate action. Under this circumstance, Army
LE personnel may enter a home or vehicle without a formal search authorization. For example,
an Army LE patrol moving through a neighborhood hears screams for help emanating from a
residence. Taking time to obtain a search authorization to enter the home could result in serious
injury or death to the victim as well as loss or destruction of evidence; no formal search
authorization is required. LE personnel with probable cause may take immediate action during
these incidents to secure evidence in the immediate area that is in danger of being destroyed.
MRE 315(g)(2) discusses exigencies related to lack of communications.

® When there is a valid medical emergency, Army LE personnel may take necessary actions to
preserve the health of personnel. MRE 314(i) discusses exigencies related to emergency searches
to save life or for related purposes. For example, if an LE patrol finds an unconscious person,
that person may be searched in an attempt to find some identification and determine the cause of
his condition.

2-20. The presence of an exigent circumstance does not provide a permanent authority to search. Once the
exigency is eliminated, LE personnel must follow search and seizure rules as if no exigency ever existed.
For example, if LE respond to a report of gunfire at a residence and respond to find an injured person
inside, they along with other emergency medical personnel may enter to render aid. While legally inside the
residence (due to the exigent medical emergency) any evidence in plain view may be seized as evidence.
Once the person has been stabilized and taken by medical personnel the exigent circumstance has been
removed; LE personnel may not search the residence for evidence without legal search authorization or a
search warrant issued by competent authority.

Plain View

2-21. At any point in which Army LE personnel make contact with the public, items that are in open view
can be seized if identified as contraband. This is known as plain-view doctrine. Plain-view doctrine has
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several key elements. Army LE personnel may seize an item of evidence in plain view if the following
elements are met:

e The LE officer is lawfully in the place from which he observes the item—the officer did not
violate the Fourth Amendment in arriving at the place from which the evidence can be plainly
viewed.

e The item is immediately recognizable as contraband (meaning no manipulation of that item
occurred to determine its contraband nature).

e The item may lawfully be reached from the LE officer’s location.

Investigative Stops

2-22. An investigative stop is a brief detention of a person when Army LE personnel have reasonable
suspicion of criminal activity; these are also known as Terry stops (Terry versus Ohio, 1968). Reasonable
suspicion is a lesser belief than probable cause; but, like probable cause, it is based on the totality of the
circumstances. Investigative stops may be conducted based on many factors including—

® The experience of Army LE personnel.

e Crime conditions (such as a high crime area).

® Mannerisms, dress, and activities of the individual.
® The time of day.

2-23. A frisk may be conducted during an investigative stop for the safety of Army LE personnel. The frisk
should only be performed when there is a reasonable belief that the person is armed and presently
dangerous. MRE 314 (f)(2) discusses frisks during lawful stops. A frisk consists of a pat down of the outer
clothing only unless a weapon is detected. If a weapon is detected a search of the pockets, belt area, or
other areas of the outer clothing to locate and seize any found weapons is authorized. Within the context of
LE officer safety and frisks, weapons are defined very broadly and can include any object that can be used
as a potential weapon such as a screwdriver; scissors; or any other sharp, heavy, or dense objects.

2-24. Any other contraband discovered during the conduct of a lawful frisk may be seized. An
investigative stop can transition from a detention to an apprehension if probable cause develops that a
crime has been committed by the detained person. If Army LE personnel feel an object with a contour and
mass making its identity immediately apparent as contraband, the officer may seize the object. The
contraband may be seized without a formal search authorization and “would be justified by the same
practical considerations that inhere in the plain-view context” (see Minnesota versus Dickerson, 1993).
This action is also known as plain-feel doctrine.

2-25. If an LE officer conducts a traffic stop (based upon a reasonable and articulable suspicion that
criminal activity is occurring) and develops the reasonable belief that the persons in the vehicle are
presently armed and dangerous (not limited to only firearms), the officer may order the occupants of the
vehicle out of the vehicle and conduct a “Terry frisk” for officer safety. This “frisk” may extend to all
unlocked containers in the vehicle (backpacks, purses, and such) and to the passenger compartment of the
vehicle itself to look for weapons that could be used to harm the officer. Any contraband found during the
“frisk” of the car would be admissible in court, assuming that the frisk was supported by the LE officer’s
reasonable belief that the suspects were armed and dangerous.

Note. LE personnel must understand the limitations of their authority to search persons and
property. The authority to search and process a crime scene is subject to fourth amendment
protections. LE personnel may not continue searches beyond the exigent circumstances that
justified the initial entry to an area or a search of a person or property without proper search
authorization. For example, LE personnel may enter a residence to render aid or intervene in a
crime-in-progress situation; however, once the immediate threat or exigency is mitigated, any
search of the area must cease and search authorization is required. Any searches and seizures of
evidence after the exigency is over may render the evidence inadmissible. Plain view doctrine
still applies to items clearly in open view while LE personnel are authorized to be in the area, but
any overt action to search the area is prohibited until legal search authorization is obtained.
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COLLECTION OF EVIDENCE

2-26. Evidence collection and subsequent forensic analysis are conducted across all operational
environments and are employed with great success in both traditional LE applications and in efforts to
target, apprehend, and prosecute criminals, terrorists, or enemy combatants. These activities occur in
support of LE activities within both stable and unstable environments associated with contingency
operations. Military police and USACIDC SAs conduct evidence collection directly supporting U.S.
military LE efforts, in support of multinational LE efforts, or as part of general military activities
supporting site exploitation. Forensic laboratories deployed to the theater of operations provide significant
expansion, timeliness, and relevance for evidence collection and forensic analytical capabilities.

2-27. Evidence collection is conducted by Army LE investigators as well as by military police patrols. In
support of LE activities in relatively stable environments, the bulk of crime scene processing and evidence
collection at most crime scenes and complex sites is typically conducted by, or under the direct supervision
of, Army LE investigators. Military police patrols typically conduct collection of evidence as a result of a
search incident to apprehension; a seizure of objects and weapons that may present a danger to LE
personnel, other responding personnel, and bystanders; or a seizing of contraband or other evidence that is
easily destroyed or concealed. These items include weapons, drugs, or other items found either on a
subject’s person or within immediate control of a subject or bystanders. In minor cases when Army LE
investigators are either not employed or readily available, military police patrol personnel collect any items
deemed to have evidentiary value; less experienced military police patrols can obtain guidance regarding
evidence collection from patrol supervisors, military police desk personnel, or on-duty MPIs when
required. Chapter 3 discusses crime scene processing in-depth.

2-28. Evidence collection is sometimes conducted in operational environments in support of military
contingency operations. Evidence collection in support of HN police activities is conducted consistent with
normal LE activities, though the threat may be significantly increased depending on the relative stability of
the operational environment.

2-29. Evidence collection may be required in support of hasty or deliberate site exploitation activities. The
information obtained during these activities can be critical in identifying perpetrators of violence against
U.S. or other friendly forces; developing an understanding of threat networks operating in the area;
enabling U.S. forces to attack these networks to disrupt, interdict, or destroy the network; and enabling the
capture and potential criminal prosecution of the perpetrators. Hasty site exploitation is typically time
constrained. This is especially true when the threat is too high to risk extended presence on the incident site
or crime scene. Hasty site exploitation can result in immediate and timely evidence (including statements
from personnel in the area) that enable exploitation of the threat information collected. Hasty site
exploitation is warranted in many instances, to include—
o [mmediate response to an incident such as the explosion of an IED or other attack.

e Following discovery of a weapons cache, an IED construction site, or a suspect material storage
area.

® As a planned phase of a raid or an assault where information, personnel, or material require
collection.

e Following a tip from an informant regarding threat activity, personnel, or material or during
deliberate site exploitation when evidence of a previously unknown site is discovered.

2-30. Deliberate site exploitation is conducted when there is sufficient time and conditions are conducive
to secure the site, conduct deliberate planning and rehearsals, and move dedicated site exploitation assets to
the site. Deliberate site exploitation is typically a combined arms operation employing technical specialties
from numerous branches, including USACIDC SAs and military police. Hasty site exploitations can evolve
into deliberate site exploitation if the commander’s critical information requirements or other critical
information is identified. Deliberate site exploitation teams should include technical and functional experts;
the specific technical capabilities required should be based on the type of site being exploited and the
material expected at the site. HN police support is addressed in ATTP 3-39.10; site exploitation activities
are addressed in ATTP 3-90.15.
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GENERAL COLLECTION CONSIDERATIONS

2-31. Evidence at any crime scene or incident site is as varied as the incidents or crimes associated with
those locations. One of the first tasks when conducting evidence collection is to establish a priority of
effort. The collection of material must be prioritized and conducted based on the type of incident, any threat
or hazards associated with the site, the state and relative fragility of the evidence, and other environmental
conditions. Site hazards include both hazards to personnel and environmental conditions that may threaten
specific types of evidence.

2-32. Many items of evidentiary value are obvious, such as stolen vehicles, weapons, or drug
paraphernalia; these items can be collected and transported for further processing with relative ease. This is
not the case with many types of evidence. Some evidence is not readily obvious or visible to the collector
and may not be as easily identified by untrained personnel. Also, evidence may not be easily collected by
simply picking the item up because of its physical state or size. For many types of latent and trace evidence,
additional techniques must be employed to identify, collect, and preserve the evidence for further
evaluation by a forensic laboratory. If conducting evidence collection in an operational environment,
evidence may be used to support criminal prosecution or future operations.

Note. All evidence should be photographed before it is seized or moved. The entire crime scene
should be photographed including all interior and exterior areas associated with the crime scene.
This includes every room or area in which the victim or accused may have had access. Crime
scene photographs help investigators, and eventually a court, determine relevant facts.
Photographs of the scene are important even when significant time has passed between the crime
and the processing of the scene. All photographic evidence must be preserved to maintain
evidentiary value. See chapter 4 for detailed information on crime scene photography and
preservation of photographic evidence.

HANDLING AND PACKAGING TO PREVENT CONTAMINATION

2-33. Contaminated evidence can be rendered useless to forensic analysts and risks being eliminated as
admissible evidence during criminal procedures. Evidence can be contaminated through contact with
people or animals (fingerprints, hairs, saliva, or other contaminants), from cross contamination between
items of evidence, or from environmental factors. Individuals exposed to the incident site must exercise
care to avoid contamination of evidence. While it may be difficult to mitigate all possibilities of evidence
contamination, there are measures and techniques that limit the risk of contamination that would hinder
future forensic analysis.

2-34. When conducting evidence collection, all personnel should use personal protective equipment (PPE)
to reduce the risk of evidence contamination. See paragraph 2-39 for additional information regarding PPE.
Items of evidence should be handled with gloved hands at all times. Evidence items should be handled with
care to avoid destruction or alteration of the evidence. Evidence containing known or potential latent prints
should be handled on corners, edges, or other areas least likely to contain prints.

2-35. Extreme care should be used when using instruments such as tweezers, knives, or other tools to
collect evidence to prevent possible destruction or alteration of the physical characteristics of the evidence.
When tagging or marking evidence, avoid writing directly on the item; any writing should be attached
using an evidence tag or on the exterior packaging.

2-36. Cross contamination between evidence items can easily occur; efforts must be taken to mitigate this
risk. Items of evidence should be packaged separately. Never place multiple samples or items of evidence
in the same container. Any evidence processing areas should be cleaned thoroughly with a 10 percent
bleach solution between processing different types of evidence or evidence from different locations or
persons. Never transport victims and subjects in the same vehicle.

2-37. Exercise care to maintain the integrity of evidence from the crime scene or incident site to the
laboratory or analysis facility. Evidence must be protected from physical alteration or destruction,
contamination, and hazardous conditions. Investigators must package evidence to protect it from physical
breakage, contamination, bacterial growth, or other environmental conditions. Appropriate containers
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should be used to store evidence. Packaging that is in direct contact with evidence (the inner most
packaging) should be free of contaminants. Packaging in direct contact with evidence must be new and
clean. When standard collection containers are not available, improvised packaging may be required,
especially in contingency operations where logistical support is limited. Ensure that improvised packaging
is as sterile as possible to avoid introduction of contaminants such as transfer of residue from ammunition
or other items from ammo cans.

2-38. A druggist or pharmacy fold of clean paper is a good method for protecting small or trace items of
evidence. There are multiple techniques for creating a druggist fold. See figure 2-1 for a description of how
to make a druggist fold. A simple method for creating a druggist fold includes the following steps:

e Obtain a sheet of clean white bond paper and fold it into thirds.
Place evidence in the center section of the paper between the folds.
Fold the two outer folds down to cover the evidence.

Take the folded paper with the evidence and fold it again into thirds.
Tuck one fold inside the other to secure it.

Step 1. Obtain a sheet of
clean white bond paper.

Step 2. Fold the paper into \l \l
H -~
thirds. ~o -~
Step 3. Evidence can now Place evidence here. _ > Fold
be placed in the center _- -
section between the folds. 7 7 P

Step 4. Fold the two outer
sections to overlap over
the evidence.

Step 5. Take the folded
paper with evidence and
fold it again into thirds.

Tuck pne fold inside the ¢ther.

Step 6. Tuck one fold inside
the other to secure.

Fold
Fold

Figure 2-1. Druggist fold

Note. Handle latent print items with care because the collector’s fingerprints can still be
transferred to the item with gloves on. Double or thick gloves are recommended.
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UNIVERSAL SAFETY PRECAUTIONS

2-39. Personnel conducting evidence collection must always wear gloves when gathering evidentiary
material, both for their safety and the protection of evidence. In many cases, full PPE including suits,
gloves, eye protection, and foot covering may be necessary. The use of PPE can greatly reduce the chance
of evidence contamination as well as provide protection for the collector from environmental hazards. For
most crime scenes and incident sites, collectors should have the following PPE available for use to ensure
protection of personnel and the evidence being collected:

e Latex, nitrile, or other nonporous polymer gloves. Gloves should be changed often to avoid
cross contamination, specifically when moving from one type of evidence to another and/or to
another area or room. Leather, cotton, or other natural or synthetic work gloves should not be
used as a substitute for latex gloves, especially when handling fluids. Double-gloving can offer
an additional layer of protection.

Note. 1t is important to remember that when an unprotected piece of investigative equipment,
(such as a camera, fingerprint brush, or even a pen) is picked up or touched with a gloved hand,
that glove may now be contaminated. Disposable items should be discarded with other PPE
equipment while durable equipment must be thoroughly cleaned after each use.

® Surgical face masks. Surgical face masks aid in the protection of the collector and evidence
from airborne biological materials or particulates. Surgical masks are not effective at protecting
against the effects of chemical hazards.

e Disposable shoe coverings. Disposable shoe coverings can limit cross contamination of the
crime scene or incident site. They lessen the potential of tracking materials to clean areas and
help to prevent the introduction of contaminants into the site. They can also prevent unintended
exposure of the collector to hazardous material.

o Full-body overgarments with hoods. These garments can be used to provide complete
protection over the entire body. They should be used in conjunction with shoe coverings, a
surgical-type mask, and gloves.

2-40. Many crime scenes and incident sites may present exceptional hazards due to the presence of
chemicals or explosives including clandestine drug labs, major chemical spills, terrorist incidents, and
many other scenarios where explosive material or chemical hazards may be present. When explosive
material or chemical hazards are encountered, the area should not be processed until rendered safe by
trained personnel. When these materials are encountered, immediately contact explosive ordnance disposal
(EOD), CBRN, or other specialized units that assist with hazard mitigation requirements.

BIOLOGICAL EVIDENCE

2-41. Biological evidence that is found during an LE investigation needs to be evaluated, collected, and
preserved to ensure that the evidence is not degraded or contaminated. LE and laboratory personnel are
responsible to provide an account and possibly court testimony of their involvement with the evidence.
Biological evidence includes any item containing blood, semen, hair, saliva, skin tissue, fingernail
scrapings, bone, bodily fluids, or any other identifiable biological material collected as part of a criminal
investigation. Biological evidence can be similar to trace evidence in that it can easily be overlooked or
destroyed. Biological evidence can be microscopic particles that are not obvious at a crime scene. They can
be easily overlooked, destroyed, and/or taken away from the crime scene or incident site.

2-42. Suspects, victims, and witnesses may leave blood, hair, and fibers at a crime scene; likewise, these
persons may carry biological evidence away from the scene. Biological evidence that is found on an
individual or crime scene can be processed by multiple forensic analysts and laboratory examiners (to
include DNA examiners).

2-43. Biological evidence is collected directly from individuals for use in comparative DNA analysis or for
toxicological tests to determine drug, alcohol, or other chemical content in the blood. Effective use of
biological evidence in a LE investigation begins the moment that Army LE personnel arrive at a scene. It
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includes the processes used to evaluate, collect, and preserve biological evidence. It also includes the
preparation and delivery of court testimony provided by LE personnel and laboratory examiners.

DEOXYRIBONUCLEIC ACID

2-44. DNA is the basic component of an individual’s entire genetic structure and is the hereditary material
in humans and almost all other organisms. Nearly every cell of the body has the same DNA. DNA
sequences do not change throughout a person’s life; they remain the same from the day you are born (with
the exception of recipients of a bone marrow transplant). DNA analysis is a technical process performed in
a laboratory setting that allows forensic scientists to identify individuals by comparing and contrasting
genetic profiles from known samples to genetic profiles from evidence collected at the scene.

2-45. DNA is a powerful investigative tool because, with the exception of identical twins, no two people
have the exact same DNA sequence. The uniqueness of an individual’s DNA can positively identify a
suspect or exonerate an innocent suspect. DNA collected from a crime scene can link a suspect to the
evidence, establish a person’s presence at a particular location, or eliminate a subject from suspicion. DNA
from relatives can assist in identifying a victim even when remains are not present. In cases when a direct
DNA profile from a witness, suspect, or victim is not available, DNA from close family members can be
helpful. The individuality of DNA can enable the linking of a suspect from one crime scene to another
when evidence from separate crime scenes is compared.

2-46. Even though DNA analysis can aid in an investigation, there are limitations that should be
understood. These limitations include the following:

e (asual contact may not transfer enough DNA for laboratory analysis (although touch DNA is
becoming more viable).

Washing can remove or destroy DNA, but does not always do so.

Environmental factors such as mold, heat, humidity, bacteria and sunlight can quickly degrade
DNA.

e The time that the evidence was deposited cannot be determined through DNA analysis.
A DNA profile cannot determine the biological material that yields DNA evidence.

2-47. Biological evidence may not be obvious or even visible; however, there still may be enough
biological material present for DNA analysis. Biological evidence can be collected from virtually
anywhere. Only a few cells are required to obtain useful DNA information relevant to an investigation.
When anyone comes into contact with another person or object, there is a possibility that the transfer of
biological material has taken place. The transfer does not always have to be as obvious as blood. Beyond
obvious deposits of biological evidence, table 2-1 shows a wide range of items that may contain biological
evidence, locations on the identified item where the biological evidence can be obtained, and the source
material that may provide DNA. This table is not all inclusive.

Table 2-1. Biological evidence

Item Containing Possible Location of Possible Source of Collection and
Evidence Evidence Evidence Packaging
Baseball bat or similar Handle and striking Skin, blood, tissue Place in a clean paper
weapon surface bag after allowing it to air
dry.
Hat, bandana, or mask Inside Hair, dandruff (skin Place in a clean paper
cells), perspiration bag.
Eyeglasses Nosepiece, earpieces, Skin Place in a clean paper
and lenses bag.
Facial tissue or cotton Surface area Mucous, blood, Place in a clean paper
swab semen, earwax bag after allowing it to air
dry.
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Table 2-1. Biological evidence (continued)

Item Containing Possible Location of Possible Source of Collection and
Evidence Evidence Evidence Packaging

Laundry (dirty or Surface area Blood, semen Place in a clean paper

washed) bag.

Used cigarette Cigarette butt Saliva Allow it to air dry, place in
clean bond paper
(druggist fold).

Stamp or envelope Licked area Saliva Allow it to air dry, place in
clean bond paper
(druggist fold).

Tape, ligature, or binding | Inside and outside Skin, blood Place in a clean paper

material surface bag.

Bottle, can, or drinking Sides or mouthpiece Saliva Place in a clean paper

glass bag.

Used condom Interior and surface Semen, vaginal cells, Allow it to air dry, place in

area of the condom rectal cells clean bond paper

(druggist fold).

Blanket, pillow, sheet Surface area Hair, blood, semen, Place in a clean paper

saliva, urine bag after allowing to air

dry.

Bite mark Skin, clothing, or other Saliva Swab saliva with a clean

material bitten cotton swab and place in

a clean paper bag.

Fingernail or fingernail Scrapings Blood, tissue Place in clean bond paper

pieces (druggist fold).

GENERAL COLLECTION AND PRESERVATION GUIDELINES FOR BIOLOGICAL EVIDENCE

2-48. Identification, collection, preservation, and protection of biological evidence from contamination are
key to successful DNA testing. Successful DNA results are dependent on the amount and condition of the
material collected. Environmental factors such as mold, heat, humidity, bacteria, and sunlight can degrade
DNA. All these factors should be considered when collecting and submitting evidence for processing.
Investigators and laboratory examiners must work together to determine the most probative pieces of
evidence and establish priorities for collection and submission of biological evidence.

Personal Protection and Contamination Prevention

2-49. Efforts to prevent contamination are necessary when identifying, collecting, and preserving
biological evidence; the same methods used to prevent contamination of evidence also protect personnel
from possible exposure to pathogens that may be present in biological material. Biological evidence can
become easily contaminated when biological material from another source gets mixed with the evidence
relevant to an investigation. Initial responders, investigators, and laboratory personnel sent to the scene of a
crime or incident site must all take appropriate precautions to reduce the risk of exposure and to protect the
evidence from contamination. Army LE personnel should—

® Wear gloves and change them before each new item of evidence is handled.
e Wear a surgical mask.

o Use disposable instruments or clean them thoroughly according to the standard operating
procedures (SOPs) before and after handling each sample.

Avoid touching an area where biological evidence may exist.

Thoroughly clean evidence processing areas with bleach after each type of evidence or evidence
from different areas or persons is processed.

e Never package different items of evidence together.
Never transport victims and suspects together.
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Avoid talking, sneezing, and coughing over evidence.

Avoid touching the face, nose, head, and mouth when collecting and packaging evidence.

Air-dry the evidence thoroughly before packaging. Avoid contact between items.

Properly package and store biological evidence using the following techniques:

= Store evidence in a clean, dry paper bag, envelope, cardboard box, or other paper-based
storage container. Biological evidence should never be placed in a plastic bag or plastic
storage container; this can produce moisture that can damage the evidence.

= Protect evidence from extreme heat or direct sunlight; these conditions can degrade the
evidence.

= Seal, label, and maintain a proper chain of custody. Proper identification of the evidence and
the location from where it was obtained are crucial to the chain of custody.

Note. 1t is important that personnel handling biological evidence be aware of the potential for the
presence of hazardous pathogens, such as the human immunodeficiency virus (HIV) and
hepatitis B and hepatitis C viruses. Dried material can be disturbed and become airborne creating
inhalation hazards for the collector; the minimum PPE required for handling biological evidence
should be a face mask and latex, nitrile, or other nonporous polymer gloves. Additional PPE
such as eye protection, head and hair covering, foot coverings, and a protective suit with hood
may be required, depending on the specific situation, for individual safety and to avoid
contamination of the evidence.

Collection of Bodily Fluid Evidence

2-50. When collecting body fluids, extreme care must be taken to avoid contamination of the evidence and
exposure of the individual collecting the evidence to biohazards. Always wear PPE when handling
biological evidence of any kind.

2-51. Bodily fluids may be located on virtually any surface. Biological evidence may be on a surface in
solid or liquid form. The method of collection will depend on the location and the physical state of the
evidence. Regardless of the method used for collection, never store or submit wet or moist material.
Collected biological evidence should be air dried on a piece of clean paper in a ventilated area. The
following methods may be used to collect evidence of bodily fluids:

Collect the entire object. Whenever possible the entire object containing the biological
evidence should be collected. This can be done for most small items such as clothing, bed linens,
knives, tools, and other items small enough to be placed in a bag or box. This method is not
typically feasible for large items of furniture, structures, or other extremely large items. If it is
not possible to seize the entire object, a decision must be made to either collect a sample of the
item or to swab a sample of the biological evidence off of the object.

Collect a sample of the item. If the item on which the biological evidence is deposited is too
large or otherwise impossible to collect, a sample or piece of the item may be cut from the object
as a whole. This method is typically used for stained fabric on upholstered furniture, carpeting,
walls, flooring, or other large cumbersome items, especially those objects that are made of a
porous material (for example, cloth, leather, or wood).

Collect a swab of the biological evidence. In some cases collection of an entire item, or portion

of an item, is impossible. In these cases collection of a swabbed sample of the biological

material may be conducted. This method is preferred when the object is nonporous (for example,

glass, metal, or plastic). Techniques for collecting swab samples are as follows:

= Collect a sample of the stain with a sterile cotton swab.

= Slightly moisten the swab with sterile water if the material is dried.

= Swab the material gently but firmly to ensure that adequate cellular material is collected; the
sample should be well concentrated on the tip of the swab. Two well-coated swabs are
typically sufficient. Swab the area again with a sterile dry swab.

= Allow the swabs to air dry and place them in clean paper packaging.
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2-52. Dry collected evidence completely before packaging, then place it in a clean paper container (such as
a bag, an envelope, or a box). Dried bloodstains can be scraped into a druggist fold using a clean razor
blade. The razor blade should then be placed in the envelope with the scrapings. Although not the preferred
method, a small gel lifter or fingerprint tape can also be used to lift dried blood from shoe prints or
fingerprints in blood when other collection methods are not feasible. Ensure that the items are properly
labeled and sealed.

2-53. All biological evidence should be placed in paper packaging. Avoid using plastic bags or plastic
storage containers; they can cause moisture and produce bacterial growth that can damage the evidence.
Ensure that all items of evidence are packaged separately. Never package evidence from a victim and a
suspect in the same containers. Collect a comparison standard from each individual involved in the
incident. Use clean bags and boxes to hold collected evidence; used bags and boxes may contain
contaminating DNA.

COLLECTING COMPARISON STANDARDS

2-54. The effective exploitation of biological evidence and derivative DNA may require the collection and
analysis of comparison standards. Comparison standards are necessary to determine whether the evidence
came from the suspect or from another source. If a crime occurred in the specific location where biological
evidence is being collected, Army LE personnel responding to a scene must think ahead and attempt to
determine who would normally be present at that location and who may have left biological material. When
DNA profiles are developed for comparison, it is imperative that comparison standards are collected from
all persons known to have been associated with the crime scene. This includes any identified suspects,
victims, witnesses, and any persons known to have been present at the location including friends,
neighbors, boyfriends, girlfriends, spouses, housekeepers, baby-sitters, LE personnel or other persons.
Collection of comparison standards enables laboratory personnel to develop comparison standards for each
sample submitted. These comparison standards can then be used to positively identify DNA extracted from
submitted evidence, identify unknown DNA profiles, or eliminate some persons from the sample pool that
do not match evidentiary DNA collected at the scene. These comparisons can either tie a person to a crime
scene or clear an individual from wrongful implication.

2-55. Buccal (oral) swabs are typically used to collect required comparison standards. A buccal swab is
designed to collect epithelial (skin) tissue from the interior of the cheek by rubbing a sterile swab
vigorously on the interior of the cheek surface. The swab should be vigorously rubbed along the interior
cheek; usually 30 seconds to a minute will ensure enough cells are collected. Typically two swabs are taken
(one on each cheek) to ensure that an adequate amount of cells are recovered for analysis. The swab should
be allowed to air dry and then placed into an envelope, sealed, and marked as evidence. The sample can
then be sent to a forensic laboratory for processing.

2-56. Sometimes liquid blood samples may be required. A medical officer or a trained medical technician
must draw blood samples. The samples should be taken at a medical treatment facility where proper
precautions can be taken to prevent contamination of the samples. The amount of liquid blood required for
a laboratory DNA examination is about 5 milliliters or one tube. Medical treatment facilities have sterile
containers available for sending samples to the laboratory. The tube of blood should be sent with an
anticoagulant in a purple-topped tube. Tubes for drawing blood samples are standardized with different
colored tops. The tube color designates different materials within the tube that maintain the sample in a
desired state for further analysis. For LE purposes, the two types of tubes typically used are—

o Purple-topped tubes. These tubes contain K2EDTA, usually referred to as simply EDTA.
EDTA is an anticoagulant and is generally used when whole blood is needed for analysis. This
tube is required for DNA analysis.

e Gray-topped tubes. These tubes contain sodium fluoride and potassium oxalate. Sodium
fluoride is an antibacterial and prevents enzymes in the blood from working. Potassium oxalate
is an anticoagulant. This tube is required for toxicology examinations to determine the content of
substances in the blood such as alcohol, drugs, or other chemicals.

2-57. If there is a delay in sending drawn blood to the laboratory, the sample must be refrigerated but not
frozen. Medical personnel may take samples of body fluids like blood and urine from Soldiers without their
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consent when authorized to do so by a search authorization. Samples for comparative analysis (specifically
from blood samples) of a deceased victim of a crime are collected by the ME and provided to the
investigator.

2-58. Collecting comparison standards may be very sensitive, especially in sexual assault cases. It may be
necessary to collect DNA samples of a victim’s recent consensual partners, if any, to eliminate them as
potential contributors of DNA believed to be from the suspect. If this is necessary, the help of a qualified
victim advocate should be enlisted. Extreme sensitivity and a full explanation of why the request is being
made should be given to the victim and consensual partners.

SPECIFIC TYPES OF BIOLOGICAL EVIDENCE

2-59. Biological evidence, including body fluid stains can be valuable evidence. It can be used to associate
a victim or suspect with a specific crime or location; it can also eliminate an individual as a suspect.
Laboratory testing of collected biological evidence is conducted to identify what the biological evidence is,
such as blood, semen, saliva, or other substance; whether the material is human or not and; if confirmed to
be human biological material, to attempt to establish a DNA profile for the material.

2-60. There are many types and sources of biological evidence. The biological evidence most commonly
encountered is bodily fluids (blood, seminal fluid, and other secretions), hairs, and tissue (skin cells),
though other types of biological evidence may be found. Proper collection and storage of biological
evidence can result in useable evidence for many years after the sample was collected.

Blood

2-61. In crimes of violence, blood evidence is very valuable if properly identified, collected, and
processed. It can indicate (through bloodstain spatter analysis) whether a victim’s body was or was not
moved, positions of the victim and subject during the crime, the relative level of violence, and a variety of
other information that could be useful in an investigation. These deductions can be indicated by the
presence (or absence) of blood pooling, smears, spatters, or other evidence of blood transfer. See chapter 3
for more information. The DNA evidence extracted from blood can physically place a suspect at a crime
scene or in contact with a victim; it can also eliminate an individual from the list of potential suspects.

2-62. Examiners perform a preliminary laboratory examination of an alleged bloodstain (serology testing)
to determine if the stain is a bloodstain. These preliminary chemical tests may not be conclusive. Other
substances, common chemical compounds, and certain body discharges may also give positive results. The
inability of the laboratory to provide definitive results about bloodstain evidence is due to inadequate
quantity, improper storage, and/or contamination of a sample. If testing shows that the stain is a bloodstain,
it must then be determined if the blood is human. The evidence value of a bloodstain may be seriously
impaired unless the stain is shown conclusively to be human blood.

Seminal Fluid

2-63. Seminal fluid (or semen) is a colorless, sticky fluid produced in the male reproductive organs. In its
dried state, semen appears as a grayish white, sometimes yellowish, stain. It gives a starchy stiffness to the
part of the fabric that has been stained. The presence of seminal fluid can positively place a suspect at the
scene of a crime or eliminate an individual as a suspect. In the case of a rape or sexual assault, it may be
alleged that the suspect had an emission. If so, the identification of seminal fluid is of paramount
importance.

2-64. Semen contains thousands of minute organisms, known as spermatozoa, which die as the seminal
fluid dries. Spermatozoa keep their shape indefinitely if they are not destroyed through handling. Epithelial
(skin) cells are present in semen, which makes it possible to identify an individual donor through DNA
without the assistance of live sperm. Suspected fluid or stains may be identified as seminal fluid by the
laboratory even if the attacker has had a vasectomy. Inspection of an area or item of evidence under
ultraviolet (UV) light or a blue 450nm forensic lamp sometimes helps find the location of seminal fluid
stains. Seminal fluid stains have fluorescent qualities. Even though laundering or dry cleaning may remove
traces of seminal stains, laundered materials should be collected for laboratory testing to determine if
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seminal fluid residue remains. Typical objects and materials holding seminal fluid evidence are clothing,
bedding, condoms, carpeting, upholstery, vehicles, and other objects. Seminal fluid evidence can also be
obtained from swabs taken from victims or suspects from sexual assault kits. Collection of evidence from
victims and subjects (sexual assault kits) is only performed by properly trained medical personnel. See
chapter 9 for specific information and considerations for sexual assault cases.

Other Bodily Secretions

2-65. Body fluids also include other bodily secretions that can be collected and processed to establish DNA
profiles and comparative analysis. Though not all inclusive, these secretions include saliva, perspiration,
and vaginal fluids.

2-66. Saliva is secreted from the salivary glands in the mouth. Saliva can be deposited on anything that is
placed in the mouth or that comes in contact with the mouth during a bite. Saliva can be extracted from
cigarette butts, gum, clothing, and even bite marks that have not been cleaned. It can also be collected in
the form of spit that has been purposefully projected by an individual onto another person or object. DNA
evidence can be extracted from saliva collected by LE personnel and matched to known samples from
individuals.

2-67. Perspiration is the fluid secreted through the skin by the sweat gland. It is composed primarily of
water, salts, and metabolic waste products. Perspiration itself does not contain cells, therefore contains no
DNA. However, the friction between clothing, caps, or other items that touch the skin can cause skin cells
to be deposited (along with the perspiration) on materials in contact with the skin. These skin cells may be
recoverable within the perspiration samples. Typical items that can be collected with productive
perspiration samples include hats, jackets, ski masks, bandannas, gloves, handled objects, weapons,
eyeglasses, and such.

2-68. Vaginal fluids are useful in sexual assault cases as they may contain traces of seminal fluid deposited
by the perpetrator of the assault. Clothing (especially underpants worn immediately following the assault),
bedding, condoms, and other objects may contain such evidence. Vaginal fluid evidence can also be
obtained from swabs taken from victims or suspects during sexual assault examination (sexual assault
examination kits). Collection of evidence from victims and subjects (sexual assault examination kits) is
only performed by properly trained medical personnel. See chapter 9 for specific information and
considerations for sexual assault investigations.

Hairs

2-69. Hair, being a biological specimen of the body, can sometimes be associated to an individual through
DNA analysis; however, DNA is not always successfully extracted from hair. Hairs may not provide
conclusive evidence but, in conjunction with other evidence, they have proven to be important and essential
evidence. The origin and texture of hairs found at a crime scene or on the body, clothing, or headgear of a
suspect or a victim may be important as evidence. This is especially true in homicides and sex crimes.
Properly handled, even when DNA evidence is not retrievable, hair and fibers may yield investigative leads
and add to the evidence facts being assembled. Comparative examinations of hair are conducted by trained
laboratory examiners.

Note. Even though hair is a biological material, many agencies and resources characterize hair as
trace evidence rather than biological evidence.

Characteristics

2-70. Structurally, a hair is composed of the tip end, the cuticle, the cortex, the medulla, and the bulb or
root. The best source of DNA from a hair is at the root or bulb of the hair; there tends to be more skin cells
attached to the root of the hair as opposed to a part of the hair further away from the scalp. Each of these
parts provides the laboratory examiner with definite information. Examination of hair evidence can yield
several findings to include—

o  Whether the hairs are animal or human.
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The species of animal (if determined to be animal hair).

The hair’s origin on the body (such as the head, face, chest, armpit, limb, or pubic area).
Whether the hair was removed naturally or forcibly.

If the hair was bleached, dyed, or otherwise altered.

If the hair was cut with a dull or a sharp instrument (if a cutting was recent).

Whether the hair had been crushed or burned.

The blood grouping and sex of the donor in rare occasions.

DNA profile.

2-71. When extraction of DNA evidence from a hair sample is not possible, definitive comparative linkage
to a specific individual is impossible. Laboratory comparisons of hair in these instances will generally
result in one of the three following conclusions—

The hairs are dissimilar and did not come from the same individual.

The hairs match in terms of microscopic characteristics and blood groupings and came from a
person or persons whose hair has the same microscopic characteristics.

The comparisons show that no conclusion could be reached concerning the origin of the hair.

Collection of Hair Evidence

2-72. Hair evidence can be collected either as material deposited on an object or surface (bed, counter,
comb, clothing, or other object or surface), deposited on an individual following contact with another
person, or as a known sample taken directly from an individual’s body. Locating hairs deposited at a crime
scene can be accomplished through multiple methods including—

A visual search.

An alternate light source.

An additional magnification search aid.
Taping.

2-73. Evidence gathered from a suspect and a victim must never be intermingled. It must be individually
collected, marked, and kept separated during packing for shipment. Several methods can be employed to
collect hair evidence including—

Collecting individual hairs (picking). This is typically conducted when a minimal number of
hairs are located on an object or surface. Gloved fingers or tweezers are normally used to collect
the hairs. Place hairs in a druggist fold, then seal them within a paper envelope that can be
completely sealed around all edges.

Using adhesive tape. This technique is conducted by patting over the item or surface to recover
the identified evidence using fingerprint tape, cellophane tape, or other clear adhesive tape.
When transparent adhesive tape is used to collect the hairs, the tape should be placed with the
adhesive side down on a clear plastic transparency, the inside of a clean document protector, the
inside of a clean plastic bag, or other similar plastic material; under no circumstances should the
tape be affixed to an index card or other paper material. The plastic material, with the tape and
hair affixed, should be sealed in another container. Place the collected hair samples that have
been affixed to the plastic, inside a paper envelope that can be completely sealed around all
edges.

Combing and representative samples. This technique is used to collect evidence and obtain
hair samples for comparison directly from the body of a suspect. Medical personnel will collect
sample hairs from the body of a victim or a suspect. A witness should be present, preferably of
the same sex as the individual the samples are collected from. Never allow an individual of the
opposite sex to collect samples from a victim or subject. This technique is conducted by running
a comb thoroughly through an individual’s hair over the area of the body being sampled to
recover transferred hair evidence. These samples should be obtained from any of the parts of the
body that could be involved in the crime. If multiple body areas are sampled, the evidence
collected from each area should be kept separate and a different comb should be used for each
area. Once a comb is used in an area, it should be placed in the container or envelope with the
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collected samples. Clean cotton can be placed in the teeth of the comb to maximize the chance of
recovery. A clean sheet of white paper should be placed under the area being combed (this may
include having the individual stand on a large sheet of clean white paper) to collect any falling
hair or debris. Any hair collected should be placed on a clean piece of paper; the paper should be
folded into a packet and put into a clean paper envelope or other paper container. Any required
representative samples are then extracted, sealed, and packaged separately. Twenty-five hair
strands, taken from different parts of the head and/or pubic region, are considered a minimum
sample.

e Vacuuming. This technique employs a portable vacuum equipped with removable traps to
lightly vacuum the target area suspected of having hair (and other trace evidence). The traps
should be covered with a cap to seal the collected evidence. The entire trap should then be
placed in a separate clean paper bag or cardboard box for storage and shipment.

Tissue (Skin Cells)

2-74. Tissue evidence includes skin cells deposited on an object and can be processed to develop a DNA
profile of the donor. It may be latent or visible to the naked eye. Tissue evidence includes fingernail
fragments and scrapings. This type of evidence can be found in many places including on a vehicle, tape or
ligatures, eyeglasses, earrings, and guns or knives. Skin cells can be collected by swabbing both live and
dead bodies to collect skin cells that may have been transferred from a suspect to a victim, especially in
violent assaults.

2-75. Most types of tissue evidence should be collected with the item on which they are discovered or
suspected when possible. Photograph the evidence in place to document the evidence. Small items of
evidence can be placed in a druggist fold and placed within a larger clean paper envelope. Larger items
may be wrapped in clean paper and placed in a larger clean wooden or sturdy cardboard box. For items that
cannot be removed, the evidence may require collection using a swab or tweezers (depending on the size
and state of the evidence). The material should then be air dried, placed in a clean paper container, and
packaged in a clean paper envelope or box.

2-76. Some of the most productive types of tissue evidence are fingernails and fingernail scrapings. Broken
fingernail fragments can provide DNA evidence that can link a suspect to a crime scene or victim. They
should be collected and processed in the same manner as other physical evidence. Fingernail scrapings
should be exploited to the fullest advantage. The cause of abrasions and scratches found on many parts of
the body due to resistance from both the victim and the suspect during an assault are often from fingernails.
The face, neck, arms, thighs, and genitals are the places commonly attacked. Evidence of scratch marks or
gouges in these places on a suspect or victim can indicate a high probability that evidence may be found on
the counterpart to the altercation. The residue under the fingernails of a victim or suspect may have traces
of substances from the crime scene or from the corresponding suspect or victim’s body or clothing. For
cases not involving physical assault, residue under the fingernails of a suspect may have traces of
substances from the crime scene that can link the suspect to the scene or materials used in the commission
of a crime. Particles recovered from fingernail scrapings can include—

® Minute particles of fibers, skin, blood, hair, and cosmetics found under the fingernails that may
help link the suspect and the victim.

e Evidence of narcotics, marijuana, or poison.
e Evidence of explosives or other chemicals.

2-77. Scrapings from each hand should be taken from all of the suspect’s fingers, preferably before the
suspect can bathe or clean his nails. Scrapings should be kept separate and placed in appropriate containers.
In taking fingernail scrapings from a suspect or a victim, a knife, a file, or any other hard, sharp instrument
should not be used. It may cause bleeding and contaminate the nail scrapings. The best item to use is the
blunt end of a flat, wooden toothpick. A different toothpick should be used for each hand. As the scrapings
from each finger are taken, the toothpick and the scrapings should be placed on a clean piece of paper. The
paper should be folded and placed in a clean paper envelope or container. Each container should be marked
to show the finger from which the scraping was collected. The packed scrapings are then sent to the
laboratory for examination.
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2-78. For deceased persons, fingernails should be clipped close after scraping to ensure that all available
evidence is obtained. Clippings from each hand should be collected separately. Clipping the fingernails
close on rape victims should be considered as well. This is especially important when the victim’s nail or
nails are damaged, as there may be skin cells in the damaged nail that cannot be retrieved by scraping.

COMBINED DEOXYRIBONUCLEIC ACID INDEX SYSTEM

2-79. The CODIS is an FBI program that consists of a database containing DNA profiles. This program
allows federal, state, and local crime laboratories to compare DNA profiles with existing profiles in the
database. The CODIS consists of separate indexes or parts of the database. Each index contains a different
type of DNA profile. Searching the indexes against themselves and each other to find matches can generate
investigative leads. These indexes include the—

® Forensic index. This index is a database of DNA profiles developed from biological material,
believed to belong to a suspect, that was collected at a crime scene or material that was carried
away from a crime scene and subsequently collected during a criminal investigation. Some
common sources for the forensic file can include—

= Semen from vaginal swabs, panties, bedding, and such taken from rape investigations.
= Cigarette butts or beverage containers left at burglary scenes.
= Blood from suspects left at crime scenes, such as a burglary, an assault, or a murder.

e Convicted offender index. This index is a database of DNA profiles developed from samples of
individuals convicted of qualifying offenses. The federal government, all states, and the military
have laws requiring sample collections from convicted and suspected individuals. Under the
Military Convicted Offender Program, samples from individuals convicted by a general court-
martial or special court-martial of qualifying military offenses are collected and sent to the
USACIL CODIS laboratory for processing. Department of Defense Instruction (DODI) 5505.14
further directs that DNA samples be taken from individuals fingerprinted due to apprehension
and investigation of criminal activity in accordance with DODI 5505.11.

o Unidentified human remains index. This index contains profiles developed from bodies or
body parts found and deduced victim profiles. A deduced victim profile is one developed from
DNA thought to belong to the missing victim. Examples include the victim’s toothbrush and
blood found at a scene, believed to belong to a victim, even though a body has not been
recovered.

® Arrestee index. This index contains profiles of arrested persons (if state law permits the
collection of arrestee samples).
Missing persons index. This index contains DNA reference profiles from missing persons.

e Biological relatives of missing persons index. This index contains profiles voluntarily
contributed by the relatives of missing persons for comparison to unidentified human remains.
Search restrictions apply to this index.

2-80. To gain access to CODIS, the investigator must submit a request to USACIL. The USACIL reviews
the case to ensure compliance with FBI CODIS requirements and then submits the DNA profile to the
CODIS laboratory. Both known and unknown subject profiles can be submitted for DNA analysis and
subsequent input and comparison in CODIS. An unknown subject case is the type of case in which CODIS
can be most helpful.

2-81. The CODIS laboratory enters the profile into the forensic file and initiates a comparison search
through the database. If a match is detected in the CODIS software, it must go through a confirmation
process. If a match is confirmed, the investigator is notified and provided a formal report. Regardless of
whether there is a match to a suspect in CODIS, the submitted profile will remain in the forensic index. The
profile continues to be searched routinely.

TOXICOLOGY

2-82. Some investigations require collection and submission of controlled samples of blood and urine for
testing to determine the presence of alcohol or drugs. Generally samples should be collected within 24
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hours for alcohol tests and 72 hours for drug testing. The Division of Forensic Toxicology, AFMES
provides support to Army LE for toxicological analysis required for criminal investigations, including
driving under the influence (DUI) or driving while intoxicated (DWI) cases. Toxicology testing should be
considered in all cases in which an individual is incapacitated or alcohol or drugs are involved.

2-83. Analysis routinely performed by the Division of Forensic Toxicology includes tests for volatiles
(including ethanol, methanol, and other substances) and drugs of abuse. Complete drug screens can be
conducted upon request; if known, the suspected drug should be disclosed. Specimens submitted should
include—

e Blood. 14 to 21 milliliters in gray-topped specimen tubes.

e Urine. 50 to 70 milliliters in a standard sealed specimen cup.

2-84. Collected specimens should be forwarded to the Division of Forensic Toxicology, AFMES for
processing. Specific procedures and requirements can be found in the Division of Forensic Toxicology,
AFMES publication Guidelines for the Collection of and Shipment of Specimens for Toxicological
Analysis. This document and the AFMES Form 1323, Toxicological Request Form, which acts as
laboratory request and chain of custody document for Division of Forensic Toxicology submissions, can be
found on the AFMES Web site at <www.afmes.mil>.

ELECTRONIC DEVICES AND DIGITAL EVIDENCE

2-85. Digital evidence is binary information that is stored or transmitted by means of a digital device
(including computers, mobile phones, scanners, flash drives, and other devices) that can be collected for its
investigative value. Properly retrieved and documented digital evidence can be extremely useful to LE
investigations. Digital evidence can provide direct proof of criminal activity such as credit card fraud,
transmission and storage of child pornography, and many other forms of economic crimes. It can also
provide important information regarding perpetrators intent or motives. Digital evidence can be used to
prove a suspect’s whereabouts or activity at a specific time and establish connections to other persons and
organizations. Appendix B describes a wide variety of the types of electronic devices commonly
encountered in crime scenes. It provides a general description of each type of device, describes its common
uses, and presents the potential evidence that may be found in each type of equipment.

2-86. The capability of electronic devices is rapidly expanding, and crimes committed using these tools are
among the fastest growing crimes in our society today. Electronic devices can be used to commit a crime,
contain the evidence of a crime, and even be the targets of crime. Understanding the role and nature of
electronic devices and digital evidence, including how to process the crime scene containing potential
digital evidence, are crucial issues facing all LE personnel. Due to a rapid increase and the serious nature of
these crimes, several federal agencies have organized special units that investigate computer crimes. The
DOJ through the NIJ provides training and information on digital evidence collection. The USACIL is the
primary supporting agency for Army LE investigators with regard to electronic evidence. The CCIU
provides backup expertise in networks and digital evidence forensics. Ideally, trained subject matter experts
(SMEs) from these organizations should conduct examination and data retrieval from digital devices to
ensure that the evidence is properly secured for criminal investigators. However, Army first responders and
LE investigators must have a basic understanding of identifying digital evidence and techniques to protect
data on collected digital devices.

2-87. Digital evidence is fragile; it can be just as fragile as DNA and fingerprints. Digital evidence can also
be hidden from access by untrained personnel. Equipment and software may be required to retrieve the
evidence. Expert testimony may be required to explain the examination process and any process
limitations. Digital evidence can be altered, damaged, or destroyed by improper handling, storage, and
examination. For this reason, special precautions must be taken to document, collect, preserve, and examine
this type of evidence. Failure to do so may render it unusable or lead to an inaccurate conclusion.
Investigators should ensure that—

® Actions taken to secure and collect digital evidence do not change the evidence.
® Persons conducting the examination of digital evidence are trained for that purpose.
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® Activity relating to the seizure, examination, storage, or transfer of digital evidence is fully
documented, preserved, and available for review.

2-88. Digital evidence is acquired when data or physical items are collected and stored for examination
purposes. Precautions must be taken when digital evidence is collected to ensure that the evidence is
preserved for analysis by trained examiners. Collection and preservation of evidence requires an
understanding of the characteristics of electronic evidence. Electronic evidence—

e s often hidden, encrypted, or otherwise not readily accessible.

e May not be confined to the physical device at the crime scene or incident site. Networking and
internet capabilities provide almost unlimited ability to access, transmit, and store digital
information in locations that transcend borders with ease and speed.

e Can be easily altered, damaged, or destroyed.
Can sometimes be time sensitive.

COLLECTION OF EVIDENCE

2-89. Computer evidence, like all other evidence, must be handled carefully and in a manner that preserves
its evidentiary value. This relates not just to the physical integrity of an item or device, but also to the
digital data it contains. The nature of digital evidence requires some additional considerations for
collection, packaging, and transportation. These include actions to protect data that may be susceptible to
damage or alteration from electromagnetic fields, such as those generated by static electricity, magnets,
radio transmitters, and other devices. Appropriate information technology, USACIL, or CCIU personnel
may be consulted for guidance on collecting, transporting, and storing electronic technology and digital
evidence.

2-90. Special tools and equipment may be required to collect electronic devices containing digital
evidence. As technology advances, the tools and knowledge required to collect and retrieve the evidence
may change. Ongoing training will likely be required to maintain currency with rapidly emerging
technology, to include tools and equipment beyond normal evidence collection and processing equipment
and supplies such as cameras, notepads, sketch pads, evidence forms, crime scene tape, and markers. Each
aspect of the process (documentation, collection, packaging, and transportation) dictates the specific type of
tools and equipment required. The following are additional items that may be useful to have in a tool kit at
an electronic crime scene:

e Documentation tools such as—
= Cable tags.
= Indelible felt-tip markers.
= Stick-on labels.
e Disassembly and removal tools in a variety of nonmagnetic sizes and types that include—
m  Flat-blade and cross-tip screwdrivers.
= Hex-nut and secure-bit drivers.
= Star-type nut drivers.
= Needle-nose and standard pliers.
= Small tweezers.
=  Specialized screwdrivers (manufacturer specific).
= Wire cutters.
e Packaging and transporting supplies such as—
= Antistatic bags and bubble wrap.
= Isolation bags.
= Cable ties.
= Evidence bags.
= Evidence and packing tape.
»  Packing materials (avoid materials such as foam peanuts that can produce static electricity).
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m  Sturdy boxes of various sizes.

2-91. Recovery of nondigital physical evidence at the crime scene or incident site can be crucial in the
investigation and should not be overlooked. These items are frequently in close proximity to the computer
or related hardware items and should be secured and preserved for future analysis. Take proper care to
ensure that such evidence is recovered and preserved. Items relevant to subsequent examination of digital
evidence may exist in many forms including—

e  Written passwords and other handwritten notes.

e Blank pads of paper with indented writing. These can sometimes reveal relevant data when
processed by qualified examiners.

e Hardware and software manuals.
Calendars or planners.
Literature, text or graphical computer printouts, and photographs.

Secure and Identify Evidence

2-92. The crime scene or incident site should be secured to ensure the integrity of evidence at the location.
Chapter 4 discusses securing and processing crime scenes. This includes ensuring that all persons are
removed from the immediate area where the evidence is located; no one should be allowed to touch any
electronic devices or peripherals. This ensures that subjects, victims, or witnesses do not intentionally or
unintentionally destroy or alter digital evidence. Personnel processing the crime scene should make every
effort to—

® Protect perishable data (physical and electronic). Perishable data may be found on computers,
pagers, answering machine or caller identification (ID) boxes, electronic organizers, mobile
phones, and other similar devices. Any device containing perishable data should be immediately
secured, documented, and/or photographed. Once a digital device is located, do not change its
current operating condition. If the device is on, it should be left on; if the device is off, it should
be left off.

e Identify external connection lines and cables. This includes telephone lines attached to devices;
telephone lines can be attached directly to computers, modems, caller ID boxes, or other digital
devices. Document, disconnect, and label each telephone line to record the wall connection and
what device(s) was connected. Identify cables for local area network (LAN), wide area network
(WAN), or other network technologies.

® Protect and preserve any peripheral components. This includes computer mouse, keyboard,
diskettes, compact disks (CDs), digital video disks (DVDs), printers, external hard drives, or
other components that may have other latent physical or digital evidence. Chemicals used in
processing latent fingerprints can damage equipment and data. Therefore, latent prints should be
collected after the completion of digital evidence recovery.

Conduct Preliminary Interviews

2-22

2-93. Army LE personnel should conduct preliminary interviews to gain background information. These
preliminary interviews can be conducted by responding military police patrols, MPIs, or USACIDC SAs.
Preliminary interviews should begin by separating and identifying all individuals (witnesses, subjects, or
others) at the scene and recording their location upon initial arrival by first responders. The following
information should be obtained:

e Passwords and user names of owners and/or users of electronic devices found at the crime scene
and the Internet service provider. Obtain any passwords required to access the system, software,
or data if the person provides them voluntarily. An individual may have multiple passwords,
such as basic input-output system, system login, network Internet service provider, application
files, encryption pass phrase, e-mail, access token, scheduler, or contact list.

The purpose of the system.
Unique security systems or destructive devices.
® Any off-site data storage.
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® Any social media sites, Web logs, or other interactive internet media used.
® Documentation explaining the hardware or software installed on the system.

Documentation of Evidence

2-94. Documentation of the evidence, within the context of the entire crime scene, creates a permanent
historical record of the placement and configuration of the evidence. Crime scene documentation includes
inventories of evidence, sketches, and photography of the scene to document the physical configuration of
the scene. It is important to accurately record the location and condition of computers, storage media, other
electronic devices, and conventional evidence. Moving of a computer system while the system is running
may cause changes to system data. A computer system should not be moved until it has been safely
powered down. Information technology, USACIL, or CCIU personnel may need to be consulted for
guidance on how to power down while maintaining and protecting digital evidence. The initial
documentation of the physical crime scene should include—

® Observing and documenting the physical location and layout of electronic equipment at the

crime scene or incident site. This documentation should include the—

s Position of the mouse.

= Location of components relative to one other (a mouse on the left side of the computer may
indicate a left-handed user).

m Information displayed on screens. This may require photographing the front of the
computer, monitor screen, and other components as well as written notes on what appears
on the monitor screen. Active programs may require video recording or more extensive
documentation of monitor screen activity.

»  Connections between components.
= Cable and phone line connections.

® Documenting the operating condition of the computer system. This documentation may
include—

s The power status of the computer (on, off, or in sleep mode). Most computers have status
lights to indicate that the computer is on. Likewise, if fan noise is heard, the system is
probably on. Furthermore, if the computer system is warm, it may also indicate that it is on
or was recently turned off.

= Any damage to the system, especially if there is evidence of recent efforts to destroy
equipment or data.

® Identifying and documenting related electronic components that will not be collected.

Photographing the entire scene to create a visual record as noted by the first responder. The
complete room should be recorded with 360-degree coverage, when possible.

Standalone Computers

2-95. A standalone personal computer (PC) is a computer that is not connected to a network or another
computer. Standalone computers may be desktop machines or laptops. Desktops typically have a keyboard,
a monitor, and a computer case or tower along with a mouse and other peripheral devices (although some
desktop computers may have integrated monitors, keyboards, and computer cases); desktop computers
typically require an electrical an external power source to power the computer. Laptops and notebooks
incorporate a computer, monitor, keyboard, and mouse into a single portable unit. They differ from desktop
computers in that they can be powered by an external source or an internal battery source. Therefore, they
require the removal of the battery in addition to standalone, power-down procedures.

Note. Wireless networks are becoming more prevalent; the lack of network cabling does not
necessarily ensure a standalone computer.

2-96. If the computer is on, document existing conditions and consult the appropriate information
technology, USACIL, or CCIU SME for assistance. This is especially important if there are indications of
obvious criminal activity, open text documents, financial data, open chat rooms or messaging programs,
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data encryption, or remote storage. If a computer expert is not available, document all actions taken and
any changes observed in the monitor, computer, printer, or other peripherals resulting from those actions
taken. Observe the monitor and determine if it is on, off, or in sleep mode. Once the monitor status is
determined, the following steps can be taken based on the situation that applies:

e Situation 1: The monitor is on and the work product, Web site, and/or desktop are visible.

= Step 1. Photograph the screen and record the information displayed.

= Step 2. Proceed to situation 3, step 3.

e Situation 2: The monitor is on and the screen is blank (sleep mode) or the screensaver (picture)
is visible.

= Step 1. Move the mouse slightly without pushing buttons. The screen should change and
show the work product or request a password.

s Step 2. Do not perform any other keystrokes or mouse operations if mouse movement does
not cause a change in the screen.

=  Step 3. Photograph the screen and record the information displayed.

= Step 4. Proceed to situation 3, step 3.

e Situation 3: The monitor is off.

m  Step 1. Make a note of the “off” status.

s Step 2. Turn the monitor on, then determine if the monitor status is as described in either
situation 1 or 2 above and follow those steps.

s Step 3. Regardless of the power state of the computer (on, off, or sleep mode), remove the
power source cable from the computer, not from the wall outlet. If dealing with a laptop, in
addition to removing the power cord, remove the battery pack. The battery is removed to
prevent any power to the system. Some laptops have a second battery in the multipurpose
bay instead of a floppy drive or CD drive. Check for this possibility and remove that battery
as well.

s Step 4. Check for evidence of outside connectivity such as a telephone modem, a cable, a
satellite dish, an integrated services digital network (ISDN), and a digital subscriber line
(DSL). If a telephone connection is present, attempt to identify the telephone number.

= Step 5. Avoid damage to potential evidence by removing any floppy disks that are present,
packaging the disk separately, and labeling the package. If available, insert either a seizure
disk or a blank floppy disk. Do not remove CDs or touch the CD drive.

= Step 6. Place tape over all the drive slots and over the power connector.

= Step 7. Record the make, model, and serial numbers of all components.

m  Step 8. Photograph and diagram the connections of the computer and the corresponding
cables.

= Step 9. Label all connectors and cable ends (including connections to peripheral devices) to
allow for exact reassembly at a later time. Label unused connection ports as “unused.”
Identify laptop computer docking stations in an effort to identify other storage media.

= Step 10. Record or log evidence on an evidence custody document.
m  Step 11. Package any components as fragile, if transport is required.

Networked Systems

2-97. Multiple computers may indicate a computer network. Work environments frequently have multiple
computers connected to one other, to a central server, or both. In these situations, specialized knowledge
about the system is required to effectively recover evidence and reduce your potential for civil liability.
Securing and processing a crime scene where the computer systems are networked poses special problems.
Improper shut down of a networked computer may destroy data. The possibility of various operating
systems and complex hardware configurations requiring different shutdown procedures make the
processing of a network crime scene extremely complex, requiring significant expertise (beyond the scope
of this manual). When investigating criminal activity in a work environment, the presence of a computer
network should be planned for in advance, to include coordination for appropriate SME support. Computer
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networks can also be found in a home environment and the same concerns exist. Indications that a
computer network may be present include—

e Multiple computer systems.

e (ables and connectors running between computers or central devices, such as hubs.
e Information provided by informants or individuals at the scene.

e Network components.

2-98. Computers and other electronic devices can be fragile and sensitive to temperature, humidity,
physical shock, static electricity, and magnetic sources. Special precautions should be taken when
packaging, transporting, and storing electronic evidence. To maintain the chain of custody of electronic
evidence, document its packaging, transporting, and storing. If multiple computer systems are collected,
label each system so that it can be reassembled as found; for example, system A: mouse, keyboard,
monitor, and main base unit; system B: mouse, keyboard, monitor, and main base unit. When packaging
collected evidence, ensure that—
e All collected digital evidence is properly documented, labeled, and inventoried before packing.

e The presence of latent or trace evidence on the devices being collected is considered and action
taken to preserve it.

® Magnetic storage media is packed in antistatic packaging (paper or antistatic plastic bags). Avoid
materials that can produce static electricity, such as standard plastic bags.

® Care is taken to avoid folding, bending, or scratching computer media, such as a diskette,
compact disk-read only memory (CD-ROM), or tape. Ensure that all containers used to hold
evidence are properly labeled.

2-99. Ensure that computers and other components that are not packaged in containers are secured in the
vehicle to avoid shock and excessive vibrations. For example, computers may be placed on the vehicle
floor and monitors placed on the seat with the screen down and secured by a seat belt. Extra padding such
as blankets or foam may be required to provide additional protection. When transporting evidence—
o Keep all digital evidence away from magnetic sources. Radio transmitters, speaker magnets, and
heated seats are examples of items that can damage electronic evidence.

e Avoid storing digital evidence in vehicles for prolonged periods of time. Conditions of excessive
heat, cold, or humidity can damage electronic evidence.

® Maintain the chain of custody on all evidence transported.

ON-SITE SEARCHES WITHOUT SEIZURE AUTHORIZATION

2-100. In most cases Army LE personnel should not conduct a search of a computer or open electronic
files on a suspect device. In some circumstances, a consent or authorization to search a computer is granted,
but seizure is not authorized. Typically, this occurs in one of two situations. The first is when consent to
search a computer is authorized by a suspect, but he does not agree to allow the computer to be collected
and shipped to the laboratory for examination. The second situation results when a commander or
supervisor suspects that criminal activity has been committed using a government computer but has no
means to verify it. Further, authorization to take the computer is not granted because the commander or
supervisor does not wish to deprive the organization of the use of the computer. In these cases when it is
impossible to seize the device for laboratory examination, a limited search may be required.

2-101. If a consent type search of a computer is required based on a scenario indicated above, it is
essential that the search is terminated immediately upon discovery of a file containing evidence of a crime.
At this point probable cause has been met, and a formal search authorization should be obtained from an
authorized authority. The computer should be sequestered but not removed from the site pending
authorization. All activities pertinent to the consent search (including every keystroke and mouse click that
led to the discovery of the criminal material) should be documented. It is important that additional files not
be accessed, because the date-time group of the accessed file is modified and can result in the suppression
of the file as evidence in subsequent judicial proceedings. Upon receipt of the search authorization, the
computer can be seized and sent to the laboratory for processing. The subsequent seizure of the computer is
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now based on the evidence identified during the consented search and subsequent authority of the formal
search authorization, rather than the consent to search.

FINGERPRINTS

2-102. Fingerprint evidence remains one of the oldest, most reliable, and most accepted means of personal
identification. A good reference for information on fingerprints and associated processes and technology is
The Fingerprint Sourcebook published by the Scientific Working Group on Friction Ridge Analysis, Study
and Technology; the publication can be found at the NI1J Web site.

2-103. Fingerprints, or simply prints, are friction ridge impressions left by an individual on a surface.
These impressions are primarily left through contact with an object by the palmer surfaces (fingers and
hands) or plantar surfaces (toes and feet) of the individual’s skin. They can be caused by pressure or from
residual oils from the skin which leaves an impression on the object touched by the individual. They are
typically associated with impressions from the fingertips and palms but can be obtained from the feet and
toes. Individual prints can be identified and isolated by examination of the loops, whirls, arches, and other
characteristics of the print. These characteristics appear in differing combinations and patterns on each
individual and are unique to each individual. Generally prints are categorized as latent prints or record
prints.

LATENT PRINTS

2-104. The word “latent” means hidden, but within the LE context normally the term latent prints refers to
those prints left at crime scenes and/or on items of evidence—whether visible or not. They are typically
deposited unintentionally by an individual through routine or accidental contact with surfaces. In many
cases latent prints deposited on a surface are partial prints (not a complete impression of any one digit) or
they may be smudged, overprinted with another print, or otherwise distorted making analysis, comparison,
and positive identification difficult or impossible. Prints that are not visible or faint may require
development by physical, chemical, or electronic techniques.

2-105. Another category of latent prints is patent prints. Patent prints are impressions visible due to
transfer or displacement of material or contaminant when the body touches a surface. The material or
contaminant is usually a fine particulate such as dust, powder, or flour. Mediums such as wet clay or other
fine soils can also cause patent prints. Patent prints are typically visible to the naked eye and do not require
enhancement techniques. Patent prints must be photographed before any attempt to lift the print from the
surface. Plastic prints are those impressions left in materials such as wax, window putty, or other pliable
materials that retains the impression after contact. Plastic prints are also typically visible to the naked eye.

Locating and Preserving Latent Prints

2-106. Prints can be deposited on any surface contacted by an individual. For this reason it would be
impossible to process every latent in most crime scenes. Investigators processing latent prints should
examine the area to determine what objects or surfaces would likely be touched by persons pertinent to the
investigation. They should consider which of these surfaces or objects are likely to provide recoverable
prints. Finally, they should consider what objects with recoverable prints are relevant to the investigation.
Considering these questions can help focus the investigator’s efforts.

2-107. Army LE personnel must understand the varying characteristics of different surfaces. Knowledge
of these characteristics enables Army LE personnel to identify and properly process prints deposited on
various surfaces. Prints deposited on items of evidence are generally divided into two categories—porous
and nonporous.

2-108. Care must be exercised when handling prints. Wearing gloves does not protect the latent prints
from being destroyed if they are touched, rubbed, or smeared; gloves only prevent additional prints from
being deposited. Photography, cyanoacrylate fuming, and fingerprint powder processing are techniques
used to preserve latent prints.
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Porous Surfaces

2-109. Porous surfaces absorb fingerprint residue into its surface; evidence with a porous surface can be
best described as a sponge that absorbs residue; for example, paper, checks, currency, unfinished wood,
cardboard, and other similar material. These items do not require treatment by personnel processing the
crime scene. LE personnel should not attempt to process fingerprints on porous items because laboratory
processing techniques are best for this type of evidence. Prints deposited on porous surfaces are relatively
stable. While the danger of destroying latent prints on porous surfaces is low, the risk is high that personnel
handling the evidence can accidentally deposit additional latent prints. Clean gloves should be worn at all
times when handling porous evidence.

2-110. All porous evidence containing prints should be placed in a paper envelope, bag, or box or
wrapped in paper and sealed. The USACIL cautions against the field use of chemical agents commercially
marketed for the development of latent prints on porous materials. Some of these products are of poor
quality and can damage or destroy latent prints. Latent prints developed in the field can fade or disappear
before laboratory examination. An example is latent prints that are developed using iodine and ninhydrin,
which produce “fugitive” prints or prints that fade within a short period of time after initial development. If
investigators processing a scene believe that the scene or evidence could best be processed using such
chemicals on-site, he should consult with USACIL for advice and guidance.

Nonporous Surfaces

2-111. Nonporous surfaces do not readily absorb water or other liquids into its surface; for example,
plastic bags, painted or sealed woods, metal, glass, some glossy magazine covers, knives, guns, computer
equipment, and like materials. Latent prints on nonporous evidence are often deposited on the surface of an
item and are extremely unstable and vulnerable. When it cannot be determined from appearance whether a
drop of water would be absorbed into a surface, the evidence should be handled and processed as
nonporous (such as a leather wallet, cigarette cartons, and shiny cardboard boxes).

2-112. Due to the extremely fragile nature of prints deposited on nonporous surfaces, all nonporous
evidence selected for latent-print examination should be processed as soon as possible. If ridge detail is
visible, photographs should be taken of the print before further processing. All nonporous evidence should
then be processed by cyanoacrylate fuming to enhance the print. See the section below on cyanoacrylate
fuming.

Photography

2-113. The first step in latent print preservation is photography. Visible latent prints must always be
photographed to prevent the loss of evidence. Latent prints deposited in grease, blood, paint, and other
visible substances will often not require additional processing before photography.

2-114. Always use a scale in evidence photography and steady the camera using a tripod. Both general
crime scene photographs and examination quality photographs should be taken. See chapter 4 for a detailed
discussion of crime scene photography. General crime scene photographs (mid-range) should be taken to
document the evidence as it relates to a specific area of the scene and other pieces of evidence.
Examination quality (close-up) photographs should be taken to provide detail of the print suitable for
examination.

Cyanoacrylate Fuming

2-115. Cyanoacrylate fuming (also known as “superglue” fuming), remains the most effective way to
develop, protect, and preserve latent prints on nonporous evidence. All nonporous evidence should be
processed using cyanoacrylate fuming to enhance the print. Studies conducted by the USACIL have shown
that latent prints on evidence that was fumed in the field are preserved better and have a significantly
greater chance of being identified than latent prints not fumed, but forwarded to the laboratory as found.
Cyanoacrylate fuming preserves latent print evidence making it stable for shipment to the laboratory
without any further processing. It can simply be placed in an envelope, bagged, or wrapped in paper
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without special packaging materials and shipped to the laboratory. The cyanoacrylate fuming process
includes the following steps:

e Step 1. Place evidence in a suitably sized, sealed container and in an area that is well-ventilated.

e Step 2. Prepare a test print. The test print should be placed on the same type of material as the
questioned evidence. A test print can be made by wiping an ungloved finger on the face or neck
to collect skin oils; the finger is then applied to the test surface to deposit a latent fingerprint.

e Step 3. Place the object with the test print applied into the chamber at a height consistent with
the evidence to allow for consistent results between test print and evidence. The object with the
test print must be placed where it is observable.

e Step 4. Place a few drops of liquid cyanoacrylate on a piece of foil or laboratory tin and placed
on a coffee cup warmer, or a similar heat source, inside the container. The cyanoacrylate fuming
process can be accelerated using heat or chemicals. USACIL suggests heat to accelerate the
fuming process.

e Step 5. Observe the test print and evidence—this is critical. When the test print has developed,
any latent prints on the evidence will also develop.

® Step 6. Remove the evidence from the container for further processing or preparation for
shipment.

Note. Caution must always be used to ensure the safety of investigators who are using this
fuming process. Cyanoacrylate fumes must not be inhaled and exposure to the eyes should be
avoided, especially if contact lenses are worn. Masks and eye protection must be worn while in
the area where cyanoacrylate fuming is being conducted.

2-116. In some cases following the fuming process, latent prints exposed to cyanoacrylate fumes can be
photographed, powdered, and lifted. Do not submit evidence to the laboratory if the investigator has
powdered the latent prints and they are capable of being lifted. Send only the photographs taken before
lifting and the actual lifts. Some evidence does not reveal prints sufficient for photography and lift after the
fuming process. This evidence should be appropriately packaged and shipped to the laboratory for
additional processing as soon as possible. Evidence should be placed in a paper envelope, bag, or box or
wrapped in paper to be transported to the laboratory.

2-117. Large items of evidence can be fumed in much the same way as smaller items. The investigator
may have to build a makeshift tent to enclose the evidence. Latent prints developed with cyanoacrylate
fuming on large or immovable items of evidence should be dusted with fingerprint powder, photographed,
and lifted. Only the photographs and lifted prints should be sent to the laboratory. This effort saves
shipping and handling costs of large or bulky items.

Note. Some evidence may require processing beyond print identification and lifting. This may
include processing for other trace material or physical examination. Evidence requiring
examination by other divisions of the USACIL must never be processed with fingerprint powder
because contamination can hinder other examination processes. Cyanoacrylate fuming must not
be used on any evidence being submitted for trace evidence examinations.

Powder Processing

2-118. The traditional fingerprint powder processing technique is still an important and widely used
method for processing fingerprint evidence. The preferred method of recovering latent fingerprints from a
crime scene (especially those that are located on large, bulky, or immovable items) is to apply
cyanoacrylate fume first and then powder and lift the latent prints.

2-119. Many latent prints can be developed and preserved using a fingerprint brush and powder. All latent
prints developed with a brush and powder must be photographed (with a scale) before lifting. Latent prints
found in dust, grease, blood, or other contaminants should not be processed using fingerprint powders.
Fingerprint powders are supplied in crime scene kits in several colors. In most instances, the best powders
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to use are the black or gray general purpose powders. Always choose a powder that contrasts best with the
background of the evidence and the color of the lift medium used.

2-120. Fluorescent powders can be used to develop latent prints on multicolored surfaces. These powders
require the use of an alternate light source or UV light to be able to photograph. Effective use of these light
sources requires training and experience. They are very costly and can cause health issues. Only long-wave,
UV light should be used; short-wave, UV light is harmful to the eyes and skin. Anytime UV light is used to
develop latent prints, investigators and anyone else in the room exposed to the light must wear protective
goggles and clothing. Fluorescent powders with UV light should only be used when absolutely necessary.

2-121. Magnetic powders are available for use on plastics such as water bottles, plastic bags, or other
plastic storage containers. Magnetic powders also work well on shiny or glossy paper such as magazine or
pamphlet covers. A magnetic applicator is required when using magnetic powders.

2-122. Many types of fingerprint brushes are used to apply fingerprint powder. Examples of these brushes
are fiberglass, animal hair, and feather brushes. For overhead work or in situations where it is critical that
the brush elements do not come in contact with the surface, magnetic wands and magnetic powders are
used. The requirements for using fingerprint powders are—

o Step 1. Check the surface first using a test print. Lightly brush an area away from the subject
surface and determine if any latent prints are present. If none are present, wipe the surface and
apply and process a test print to determine how acceptable the surface is to the fingerprint
powder processing. The test print can be made using the same method described in the
cyanoacrylate fuming section above.

e Step 2. Pour a very small amount of powder out into a cupped sheet of paper. The brush must
never be dipped into the container; this contaminates the powder and can spoil the working
properties of the powder.

e Step 3. Apply powder to the brush by touching the powder only with the tip of the brush.
Lightly shake off any excess powder and brush the surface using only the very tips of the
powdered brush. The key to proper print development is to use a small amount of powder and a
light touch.

e Step 4. Brush the area being processed, following the contour of the ridges and using a twirling
method to ensure that the sides of the bristles are not coming into contact with the surface and
destroying latent prints.

e Step 5. Watch for the latent print to become visible to ensure that it is not overbrushed. Brushing
should continue only until there is enough detail to see the ridge flow on the print. Overbrushing
can destroy the print. Stop brushing when the ridge detail is developed or immediately if the
ridge contrast begins to diminish.

® Step 6. Remove excess powder. This can be done with light strokes from a clean powder-free
brush, by lightly tapping the edge of the evidence being processed, or by lightly blowing excess
powder from the print.

Note. If too much powder adheres to the surface around the print and it cannot be brushed away,
an initial lift can sometimes remove the excess powder. A second lift will usually obtain an
acceptable print. Powder can be lightly reapplied following the first lift if too much powder is
removed.

e Step 7. Photograph the print as soon as the ridge flow is observable. All developed prints should
be photographed and then lifted.

e Step 8. Discard any unused powder; never return contaminated powder to the container.
2-123. All lifts and photographs should be submitted to the USACIL for evaluation, examination, and
comparison. All latent print photographs should include a scale. Cyanoacrylate fumed prints can be

powdered and lifted many times without destroying the print; however, latent prints that have not been
fixed using the fuming process can diminish or be destroyed while attempting multiple lifts.
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Lifting Latent Prints

2-124. The most common means to lift latent prints is to physically lift the print using commercially
produced lifting devices, such as hinge lifters, lifting tapes, rubber or gelatin lifters, and various types of
liquid lifting mediums. Chemical processing using applications including iodine fuming, silver nitrate, and
ninhydrin to lift prints can also be conducted. Most chemical processing of latent print evidence should
only be conducted by trained laboratory personnel in an approved facility; however, there are some
instances where chemical processing can and should be conducted in the field by trained investigators. The
USACIL should be consulted when there is doubt about using chemical processing.

Lifting Devices

2-125. There are numerous devices on the market for lifting latent prints. They range in size from single
fingerprint to lifting shoe prints. There are also choices in the lifting medium; the choice is largely driven
by the surface on which the desired print is deposited. A lift background that contrasts the color of the
powder should be used. Hinge and rubber lifters as well as lifting tape store well; gel lifters may require
refrigeration. A description of these common lifting mediums follows:

e Hinge lifters. Hinge lifters (as well as transparent lifting tape) have the advantage of presenting
the lifted latent print in its correct perspective. They come in a variety of sizes and can be
obtained in clear, white, or black to ensure appropriate contrast with the powder used. They are
best used on smooth surfaces. Textured surfaces can result in voids in the lifted print; rubber or
gelatin lifters are best for textured or rough surfaces.

o Rubber or gelatin lifters. Rubber or gelatin lifters are used when the surface area being
processed is rough or has texture. The material in these lifters is more flexible and will fill
irregularities, thus reducing the chance of voids in the lift. They are preferred for fragile surfaces
that are prone to tearing if tape or conventional hinge lifters are applied such as paper,
cardboard, or wallpaper. They work better on rough or irregular surfaces. They are not as tacky
as tape or hinge lifters. This makes them preferable for use on surfaces that are more fragile,
such as where paint or other material might be pulled away with a powdered print and are
excellent for lifting dust prints. Like the standard hinge lifter, they come in a variety of sizes and
can be obtained in clear, white, or black to ensure appropriate contrast with the powder used.
The downside to rubber and gelatin lifters is that the print, when lifted, is in a reversed or mirror
image perspective. The print must be reversed again using photographic or other electronic
techniques to properly visualize and compare the latent print.

e Transparent lifting tape. Transparent lifting tape is similar to the material in the standard hinge
lifter but is dispensed in a roll. Lifting tape works better for taking prints from curved or uneven
surfaces. Transparent tapes used in office work, such as cellophane tape, are not suitable for
lifting fingerprints except in dire circumstances.

e Silicone, putty, or other liquid casting materials. Silicone, putty, and other liquid casting
materials can be useful in filling voids to lift prints from semisolid and uneven surfaces. This
technique is rarely used for fingerprints and is more common for larger casting requirements
such as footprints, tire impressions, or toolmarks. Most types work by pouring them over the
powdered latent print and removing them after they dry.

2-126. Hinge and rubber or gelatin lifters are all used in basically the same manner. A lifter large enough
to cover the entire print should be used. The plastic cover should be removed from the lifter with care in
one steady movement. A pause can result in a crease being left on the lifter surface and obliterating a ridge
upon lifting. The adhesive side of the lifter should be placed to the developed, powdered print. It should be
pressed down evenly and smoothed out over the surface. If an air pocket is sealed under the surface of the
lifter, an attempt should be made to force it out. Use pressure or a pin to puncture the lifter and release the
air by applying pressure to the bubbled area. The lifter should be peeled from the surface in one smooth,
even motion.

2-127. Transparent lifting tape is applied in much the same way as commercial lifters. Bending one corner
of the tape before application will provide a “tab” for the collector to use when removing the tape from the
applied surface. One end of the tape should be placed on one side of the latent print and smoothed out

2-30 ATP 3-39.12 19 August 2013



Physical Evidence

across the surface of the print. Air bubbles should be worked out using a rubberized roller or a pin, if
necessary, to expel air trapped under the surface of the tape. The tape should be pulled free with one
continuous motion and then mounted on clean materials that contrast the fingerprint powder used. A black
background should be used for gray or white powders. A white background should be used for black or
dark powders. Commercial mounting cards usually offer the best types of mounting surfaces and have
contrasting surfaces on each side of the card. Lifting tapes can be used to lift large areas of latent prints
(such as shoe prints) by applying in overlapping strips. All of the strips should be pulled free from the
surface in one continuous motion with all of the strips connected together. They should be mounted as one
connected piece.

2-128. Silicone, putty, and other liquid casting materials are typically applied by pouring the compound
onto the surface being processed or applying it with a spatula. The material is then allowed to set before
being removed from the target area. The material fills the voids and creases without disturbing the surface
area and can result in a successful lift. Like rubber or gel lifters, the image is reversed and must be
processed using photographic or other electronic techniques to properly visualize and compare the latent
print.

Chemical Processing

2-129. Typically chemical processing of latent prints is not conducted in the field and is reserved for
personnel at the USACIL. The main exception is cyanoacrylate fuming which is regularly conducted in the
field by investigators. The premature or improper use of chemical processes in the field can result in the
loss and/or damage of latent print evidence. Most chemical processes are “fugitive” in nature and are not
enduring, meaning that once the latent prints are developed with chemical processes, they will fade and
often disappear before the occurrence of proper photography and comparison of the evidence. One type of
processing that may be used is small particle reagent (SPR). SPR may be more of a physical process than a
chemical process in that the resulting action is physical in nature.

2-130. SPR can be applied to lift prints from wet nonporous evidence, items that have been lightly washed
or rinsed, items that may be covered in dirt or mud making them impossible to process by normal means, or
items that have been submerged or covered in moisture. The target evidence is sprayed with the SPR.
Metallic particles suspended in the solution adhere to the oily and waxy residue of the latent print after the
moisture has washed everything else away. SPR is then simply rinsed away with water. It can then be
photographed and lifted as with powdered prints, after drying. SPR also works on metal and masonry type
surfaces. SPR comes in contrasting colors and UV formulas so that the latent print appears in a contrast to
the item of evidence being processed.

RECORD PRINTS

2-131. Record prints, also referred to as exemplar prints, are the controlled recordings of fingerprints
deliberately collected from an individual. Record prints will typically at minimum include rolled prints
from each finger taken individually, plain flat prints from all fingers taken simultaneously from each hand,
and a flat print of each thumb. Record prints are normally recorded on a standardized fingerprint card.
Record prints can be obtained using an ink pad and fingerprint cards or electronically through automated
fingerprint scanning devices. These electronic scanning devices can produce high quality prints without the
use of ink. Though there are many variations on how to obtain record prints, the principles are the same.
Record prints can also be taken from feet, which also bear friction ridge skin.

2-132. Record prints may be collected subsequent to apprehension of a criminal subject. Army LE is
required to submit offender criminal history data to the Criminal Justice Information Services Division of
the FBI for crimes listed within DODI 5505.11. They can also be used for enrollment in a print database for
security or background checks. During a criminal investigation, record prints should also be taken from the
victim, witnesses, suspects, medical and law enforcement personnel, and anyone known or suspected of
handling evidence or entering a crime scene. Once legible and complete elimination prints for investigators
are on file at USACIL, there is no requirement to resubmit record prints for each investigation conducted.
In some cases, it may be necessary to record ear and lip prints for comparison. The laboratory should be
contacted for guidance in these cases.
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2-133. To classify, analyze, and compare record fingerprints, they must be complete and clear. It takes
practice to obtain suitable record fingerprints and could take several attempts to obtain suitable prints from
a particular individual. All administrative data including signatures and dates should be completed on the
fingerprint card before the printing process. This reduces the chance of smearing wet ink. The subject being
printed should wash and dry their hands thoroughly to remove dirt, sweat, or grime. The subject’s hands
should be examined to ensure that they are absent of intentional disguises, such as coatings and any
disfiguring. Ensure that ink formulated for use in fingerprinting is used to obtain the best results; standard
printer’s ink or ink for ink pads dries too slowly and is more susceptible to smudging. The following
equipment is normally required for printing:

e A fingerprint card.
Plain bond paper.
A fingerprint card holder.
Fingerprint ink.
An ink roller.
An ink plate.

COLLECTING RECORD PRINTS

2-134. Record prints are taken to show the entire friction ridge skin surface of the digit or body part being
printed. Record fingerprints for submission to the USACIL consist of at least two completed fingerprint
cards. To prepare for recording the prints, the fingerprint card should be secured in the holding device. A
small dab of ink should be placed on the inking plate and rolled until a thin, even film covers the surface.
The ink should appear opaque black on the inking plate but not wet. If the ink plate appears wet, then too
much ink has been applied; if the color appears gray rather than black, more ink is required. Ensure that the
fingers of the individual being printed are clean and dry. Contaminants on the hands will result in poor
prints.

Individual Fingerprints

2-135. The individual collecting the prints uses the same motions for inking the finger and recording the
finger on the fingerprint card. The fingers are rolled from nail edge to nail edge and from approximately 1/8
inch below the crease of the first joint to as far up as possible. This area will allow for the recording of all
ridge characteristics required for correct classification of each finger. The finger is rolled through the ink
and then rolled in the corresponding block of the fingerprint card. The individual taking record fingerprints
should grasp the top of the subject’s hand to ensure that the finger to be printed is extended. The
investigator uses his other hand to hold the subjects finger at the base where it meets the palm. The subject
should be instructed to look away, relax, and allow the person collecting the print to guide all movements.

2-136. Each finger should be rolled in one continuous and smooth motion. The fingers and thumbs are
rolled from awkward to comfortable (fingers rolled away from the individual’s body and thumbs rolled
toward the body). A roll should be processed to capture the entire surface area of the skin from nail edge to
nail edge. This allows the collector to work with the anatomic features of the hands without fighting the
natural resistance of the hands. The finger should not be rolled back and forth on the ink or the card since
this will cause over inking, distortion, and ink lines to appear on the recordings. The pressure should be
firm and even. Pressing too hard causes the furrows (grooves between the ridges) to fill in with ink. It is
important that the individual collecting the prints ensures that the correct finger is rolled in the designated
block.

Plain or Simultaneous Prints

2-137. After all fingerprint blocks have been completed, the plain or simultaneous prints at the bottom of
the card should be completed. They verify the order of the rolled record fingerprints and show
characteristics that are sometimes distorted in rolled prints. Simultaneous prints are made on the card by
pressing (not rolling) the four inked fingers onto the card in the appropriate blocks at a slight angle so that
they fit the space. The subject should hold his fingers straight and stiff. The subjects hand should be level
with his wrist. His wrists should be grasped with one hand and the fingers should be pressed onto the cards
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with the other hand. Plain thumb prints are recorded by inking each thumb and pressing it on the
appropriate thumb impression block.

FULL RECORD PRINTS

2-138. Full record prints, sometimes referred to as major case prints, are typically required for criminal
cases and generally require more extensive printing than the standard rolled and plain prints required for
standard identification purposes. Full record prints will typically require collection of all the friction ridge
detail on the entire hand. This includes rolled and plain fingerprints discussed previously, and also includes
palm prints that include the entire flat palm, the thenar edge (thumb edge of the hand), the hypothenar edge
(knife edge of the hand), a roll of the entire tip of the fingers, and prints of the entire friction ridge surface
area of each thumb and finger. Prints of the subject’s feet may also be required in some cases. See figure
2-2 for an example and instructions for taking a full record print of a subject’s hand.

" 1. S'tart with entire finger flat 1. Roll fingertip from one side
{  against surface. . of the finger to the other,

3 = using the rounded part of the
nail as a guide.

2. Roll finger to tip.

3. Repeat for all ten fingers. 2. Repeat for all ten fingers.

i 1. Roll a sheet of paper around a
cylindrical tube approximately three
inches in diameter and attach with

- tape or rubber bands.

2. Ink entire surface of the palm,

including the fingers and the base

of the wrist.

oot

« . i 3. Start at the base of the wrist and
il roll the entire length of the hand on
= the attached paper.

4. Repeat for other hand.

1. Start with palm flat on

R 1. Ink entire finger. surface.

o0 2. Roll entire finger > 2. Lift thumb and rotate

= from nail edge to nail > wrist approximately 120°.
edge.

3. Repeat for other hand.

3. Repeat for all ten
fingers.

Figure 2-2. Full record print

Palm Prints

2-139. Palm prints may be required from a person when their record fingerprints are obtained for a major
criminal investigation, especially if the prints are being submitted to the laboratory for comparison. Ink
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should be applied directly to the subject’s palms using the ink roller, covering completely from the base of
the hand at the wrist crease to the end of the fingertips. Using the inking plate to apply ink will cause ink
lines created by the edge of the plate to appear in the record palm print. The palm print card or a piece of
bond paper should be wrapped around a cylindrical object that is uniform in diameter; typically, a three- to
four-inch tube or cylinder, such as an aerosol spray can, works best. Wrap the cylinder with a print card or
heavy bond paper and secure at the edges with tape or rubber bands.

2-140. Place the subject’s heel or the base of his palm at the wrist crease on the covered cylinder and roll
the palm using a pulling motion from the heel of his hand to his fingertips. Ensure that the thumbs are
extended to the side; thumbs are printed separately. Ensure that the entire center areas of the subject’s
palms are recorded; this requires direct pressure to be applied to the back of the hand. After rolling the
palm and an acceptable print is obtained, remove the card or paper from the cylinder and carefully lay it out
on a flat table or other surface. Several recordings of each palm may be required to ensure that all areas are
recorded properly.

2-141. The edge of the palm on the thumb side (thenar edge) and the side of the palm opposite the thumb
side (hypothenar edge, knife edge or writer’s palm) should also be recorded. The thenar edge of the hand,
with thumb fully extended, should have ink applied with the roller and pressed firmly to the fingerprint
card. The thenar print of the right hand should be placed on the left side of the rolled palm print of the same
hand; the thenar print of the left hand should be placed to the right of the rolled palm print of the same
hand. The knife edge or writer’s palm is recorded in the same manner with the little finger fully extended.
The knife edge print of the right hand should be placed to the right of the rolled palm print of the same
hand; the knife edge print of the left hand should be placed on the left side of the rolled palm print of the
same hand. If there is no room on the print card with the rolled palm print to place the thenar and knife
edge prints, a separate card can be used and clearly marked to identify the prints applied.

Complete Friction Ridge Print of the Fingers

2-142. When complete recordings of the entire surface of the fingers and thumbs (all friction ridge detail)
are required, use the following steps:
e Step 1. Use the ink roller to apply ink to the entire friction ridge surface of the thumb from the
nail to the base of the thumb including the sides).
e Step 2. Record the thumb by pressing the left side of the thumb, from the base to the tip, firmly
onto the print card or paper and removing.
® Step 3. Press the center or underside of thumb and remove it, followed by the right side of the
thumb.
e Step 4. Apply the left side thumb print to the lower left side of the paper, the center thumb print
in the center of the paper, and the right side thumb print on the right side of the paper.
e Step S. Above the three prints roll the thumb tip from one extreme side of the tip to the other.
Step 6. Clearly label the print for identification; for example, right thumb.
Step 7. Repeat the process for the remaining thumb and fingers.

Footprints

2-143. The techniques for collecting footprints are similar to that of collecting the palm print. When
collecting a footprint the paper used to record the print should be legal sized (8.5 inches by 14 inches) to
ensure enough surface area to accommodate the entire foot. A larger cylinder or tube should be used as
well—typically a cylinder of at least 5 to 6 inches in diameter. The paper should be attached to the cylinder
in the same manner as described for obtaining palm prints.

2-144. Apply ink with the ink roller over the entire bottom surface of the foot from the heel to the tips of
the toes. Roll the prepared cylinder from the extreme edge of the heel toward the toes, ensuring that the
entire toe passes over the cylinder. If this method is not feasible, a print may be obtained by placing the
subject in a sitting position and supporting the outstretched leg and foot. Paper mounted on a flat board can
then be pressed against the subject’s inked foot to obtain the footprint.

2-34 ATP 3-39.12 19 August 2013



Physical Evidence

Problem Prints

2-145. Excessive perspiration, dirty hands, and dirty equipment may cause problems when recording
prints. The collector must always start with clean equipment and clean fingers. When a subject’s fingers are
wet from perspiration, each finger should be wiped with alcohol, quickly inked, and rolled onto the
fingerprint card. Some people have dry and/or rough hands that can make collecting adequate prints a
problem. Rubbing them with lanolin, lotions, or creams can often make them soft enough to obtain clear,
unsmudged prints. When all efforts have failed to obtain adequate prints, USACIL can be consulted for
guidance.

2-146. If the hands and fingers are deformed, normal printing steps cannot be followed. The ink should be
applied directly to the fingers with a spatula or small roller, then a square piece of paper should be rotated
around the finger. When an acceptable print has been made, the square should be taped to the proper box of
the fingerprint card.

2-147. If there is an extra finger (usually a little finger or a thumb), the innermost five are printed as usual
on the card. The extra digit is then printed on the reverse of the card. Webbed fingers should be printed as
best as possible in the rolled and plain impressions blocks of the fingerprint card. If a finger or a fingertip
has been amputated, it should be noted in the proper box; for example, AMP, 1st joint, FEB 1993 or TIP
AMP.

COLLECTING POSTMORTEM RECORD PRINTS

2-148. LE investigators must always attempt to obtain full record finger and palm prints from deceased
individuals related to LE investigations. These record prints are used to identify the deceased and/or
eliminate them as the source of the latent print evidence. The process of taking postmortem record finger
and palm prints is cumbersome and difficult, but can be critically important to the investigation. Prints are
often obtained from recently deceased persons using methods similar to collecting from living subjects.
Many factors can inhibit postmortem printing including decomposition, desiccation (drying), or maceration
(separation and/or softening of skin from prolonged exposure to liquid) of the friction ridges. The technique
used to obtain postmortem prints is driven by the condition of the friction ridges on the area being printed.

2-149. In many cases there is limited opportunity to obtain postmortem prints before the body is interred.
This process must be completed with accuracy and diligence. Proper preparation is critical to ensuring
successful collection of postmortem prints. The following items should be available for use when
processing fingerprints and palm prints of deceased individuals:

e Fingerprint ink.

An ink roller.

Fingerprint powder.

A fingerprint brush (soft-hair type).

Transparencies made from fingerprint cards without a textured surface.
White paper or fingerprint cards, precut to an appropriate size.
Fingerprint tape.

Blank transparencies or document protectors.

A permanent marker.

Extra large sealable zip-type plastic bags.

An inking spoon.

A spatula.

PPE (latex gloves, masks, and goggles).

Note. For safety, the person collecting the prints must wear latex gloves, a mask, and eye
protection to protect from biohazards. When finished and before removing PPE, place the
postmortem prints into a sealable zip-type plastic bag and discard the magic marker used to label
the prints.

19 August 2013 ATP 3-39.12 2-35



Chapter 2

2-150. Collecting prints from recently deceased individuals follows the same basic process as for live
subjects. The process of inking the fingers directly, using inking spoons, and square paper tabs on the
fingers might be used. When rigor mortis is present, it may be necessary to break rigor in the hands and
fingers by massaging and straightening the fingers; this technique of massaging the fingers and hands takes
time (about 10 minutes per hand). Rigor may be broken by bending the fingers backward and pressing
down on the middle joint of the finger. In some cases pressing the hand toward the inner forearm and/or
pressing the fingers just above the knuckle toward the palm can flatten the palm and straighten the fingers,
enabling acquisition of prints.

2-151. It is recommended that deceased individuals are at room temperature when taking prints to lessen
problems of condensation during recording. The easiest position from which to take the record prints is to
place the deceased in a prone position (face down) with the arms stretched out in front of the body. It may
be necessary to massage the fingers and palms to make them more pliable and receptive to the print-taking
process. This massaging will open up the palm area for better record taking. A small worktable should be
used for supplies and equipment.

2-152. During the printing process, ink is applied to the right thumb of the deceased, covering the area to
be printed. The ink can be applied directly to the surface being recorded with an ink roller. Ink can also be
applied using a spatula that has a thin coat of ink applied. The hands of the deceased should be clean and
dry; alcohol swabs may be used on the deceased’s hands and fingers to ensure that the skin is clean and dry
enough for printing. Start with the right hand in the following order: thumb, index finger, middle finger,
ring finger, little finger, and then the left hand in the same finger order; this will help the collector stay
organized and prevent mistakes with labeling. Fingerprint cards can be cut into strips so that each row on
the card equals one strip or individual finger, and plain print sections can be cut out ahead of time. Place
precut card material being used to record the print on the tip of the finger and gently roll or press as
appropriate to obtain the print. Inking spoons may be extremely helpful when performing this procedure.
As the prints are taken, they are affixed to the fingerprint card in the appropriate space. The process is
repeated until the complete fingerprint card is full. Simultaneous plain prints are taken in the same manner
using paper cut to the appropriate size. Multiple attempts may be necessary on each finger or other area
being printed to obtain acceptable prints.

2-153. Fingerprint powder may be used to collect prints from deceased persons when the ink method is
unsuccessful. During the printing process, the fingerprint powder should be brushed on the area to be
printed. The hands of the deceased should be clean and dry; alcohol swabs may be used on the deceased’s
hands and fingers to ensure that the skin is dry enough to receive a light dusting of powder. As with the ink
process, start with the right hand in the following order: thumb, index finger, middle finger, ring finger,
little finger, and then the left hand in the same finger order. After applying powder to the target area,
fingerprint tape can be applied tacky side down and gently smoothed around the finger or area being
printed. The tape can then be lifted and applied to the fingerprint card. Prints taken in this manner will be
displayed in a reverse orientation and must be manipulated in the same manner as latent prints collected in
the same manner. One way to eliminate the problem of reverse orientation of the print is to use white-
backed tape to lift the print and then apply the tape with the lifted print to clear transparency material. The
result when the print is viewed transparency side up is a correctly oriented print.

2-154. In many cases deceased persons are in a condition that makes standard field processes ineffective.
There are numerous processes that can be conducted by MEs or laboratory personnel. Consult the USACIL
for guidance when standard printing methods are unsuccessful or impossible due to degradation of the
body.

FIREARMS AND AMMUNITION

2-155. Solving a crime involving firearms and ammunition often depends on the scientific examination of
evidence by a qualified examiner at USACIL. Testing by laboratory examiners can provide information
that cannot be determined by field examination; Army LE personnel do not perform firearms identification
tests in the field.

2-156. Firearms examiners perform the required forensic examinations at the crime laboratory and
provide the test results to the requesting investigator. Firearms examiners can also provide expert testimony
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in court, when needed. The ability of USACIL personnel to provide relevant identification, comparisons,
and associated expert testimony is dependent on proper collection of evidence by Army LE personnel in the
field. The weapon may contain evidence such as prints, gunshot residue (GSR), blood, hair, fibers, or other
material that can be recovered for analysis. If other evidentiary material is identified on the weapon, ensure
that it is noted for USACIL examiners to process. In addition to other evidence deposited on the firearm or
projectile, collected firearms, projectiles, and expended cartridge casings and wadding material can enable
firearms examiners to determine many facts to include—
® The class characteristics of the weapon including the make, caliber, manufacturer, and type of
firearm (automatic pistol, revolver, rifle, and such) that was discharged as well as the type of
propellant used to fire the projectile. If two or more projectiles are collected, laboratory
examiners may be able to determine if they were fired from the same weapon. The number and
width of lands and grooves in the rifling and the direction of twist may also be determined.

® A confirmation or elimination of a firearm as the weapon that fired a bullet when the bullet or
cartridge casing (or both) and the firearm are both collected and available for comparison.
Weapons alone can be matched to bullets collected from previous crime scenes or incident sites
when the bullets are available for comparison or bullet data is available for comparison through
databases such as the National Integrated Ballistics Identification Network.

The determination of shot size from collected shot pellets (from shotguns).
The gauge of the shotgun used from recovered wadding.

® The proper function of the weapon which can show that an accidental discharge was possible.
All firearms uncovered during the investigation of homicides, suicides, assaults, and robberies
should be submitted for function testing. The value of learning if a firearm will function and if it
functions safely is often overlooked. It may be determined that a firearm is malfunctioning and
could have discharged accidentally as stated by a suspect or that a particular firearm could not be
fired at all.

The presence or absence of gunpowder residues in the barrel of a firearm.

Serial numbers, die stamps, or other distinctive markings that may have been removed or made
unreadable through wear or deliberate action. Firearms examiners may be able to restore these
numbers or markings to a readable state through laboratory processes.

RECOVERY AND PRESERVATION OF FIREARM EVIDENCE

2-157. Items of evidence associated with firearms must be collected and maintained in the state in which
they were found upon arrival of LE personnel on the scene to avoid altering or damaging the evidence.
After properly photographing the evidence, firearms identified and collected at a crime scene or incident
site should immediately be rendered safe by the LE personnel collecting the evidence. Handle collected
evidence with care to ensure that it is not altered or damaged. Wrap firearms and firearm-related evidence
(including projectiles, shell casings, cartridges, and wadding) in paper and place it in a wooden or sturdy
cardboard box. Zip ties may be used to secure the weapon in place; for field expediency, wrap in paper and
protect with cardboard. All items of evidence must be wrapped separately.

2-158. Never place anything inside the barrel or cylinder of a weapon (pencils, pens, flex cuffs, plastic
ties, or other material); foreign objects placed in the barrel or cylinder can mark the barrel or cylinder and
alter the identifying characteristics of the weapon. The location of the weapon and expended and live
cartridge casings; positions of safeties, hammers, indicators, and control features; and other pertinent
details should be recorded by responding Army LE patrols and investigators. When possible to safely do
so, leave the items in place until photographs and measurements can be made by crime scene personnel.
Never clean projectiles recovered; this can destroy potential evidence. If the projectile is wet from blood or
other liquid, air dry it before packaging.

2-159. Under normal conditions, firearms and associated ammunition and spent shell casings must never
be packaged in plastic bag or wrapping. If a firearm is found submerged in water, collect the weapon with
the original water. In this case, lower a watertight container into the water to capture the weapon and the
surrounding water. This allows any trace evidence within the water to be collected and prevents the weapon
from being exposed to other contaminants.
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2-160. Recovering projectiles at a crime scene can be difficult. Many times projectiles will be found
lodged in walls, ceilings, paneling, wood framing, furniture, or other material. Projectiles should not be
touched with bare fingers. Used gloved hands to collect projectiles found loose on the floor, street, or other
area. Loose projectiles may also be recovered expediently by carefully sliding a clean sheet of paper under
the projectile, then folding the paper over to protect the evidence before packaging.

2-161. When a projectile is found lodged within a structure, objects, or materials at a crime scene or
incident site, remove a section of the area around the lodged projectile without disturbing the projectile
itself. The entire section can then be packaged and forwarded intact to the laboratory. This limits the chance
of damage to the projectile. If removal of a section of the impacted area is not possible, the projectile may
require recovery by extraction from the impacted material. Always use rubber-tipped or heavily padded
tools to extract a projectile; never probe for a projectile or attempt to extract it with metal or other hard-
surfaced objects.

2-162. Examination of entry holes created by projectiles can be critical in determining the shooting
distance and direction. This can be determined by trace evidence of GSR around the entry hole in close
range incidents involving single projectile weapons. Material that has been penetrated by projectiles may
require collection for processing by laboratory examiners; projectile holes can be collected in the same
manner as collecting lodged projectiles by removing the entire area around the hole. This includes clothing
worn by victims. LE investigators should monitor medical personnel and ensure that if clothing is removed
from a victim that the area around the hole created by the projectile is protected. Garments should be cut a
good distance away from bullet holes to leave the holes and area surrounding them intact. The clothing
should be gathered and protected as evidence as soon as possible to prevent contamination. If the bullet
passed through the clothing into the body, obtain a photograph of the entry wound that clearly shows the
location of the wound. Use a ruler to demonstrate scale.

Note. FSOs can conduct bullet trajectory analysis at the crime scene to determine many aspects
of bullet path including distances, angles, and positions of individuals involved in the shooting
incident.

2-163. Only laboratory examiners are qualified to provide expert opinions on powder residue on clothing
or other materials. By firing a suspect firearm and using ammunition of the type that left the residue, a
laboratory examiner can conduct tests to learn the approximate distance from the muzzle to the target.
These range of fire tests are based on the dispersion of gunpowder residues. They are, of course, subject to
limitations. A scaled photograph of the wound may be helpful to a firearms examiner who is examining the
clothing worn by the victim. Normally no discernible gunpowder residue pattern will be present if the
muzzle-to-target distance is in excess of 2 1/2 feet. Only pathologists or other qualified medical individuals
can give expert opinions on gunshot wounds to the flesh and their powder patterns.

2-164. The firing distance for weapons firing shot shell ammunition can be determined at much further
ranges by analyzing the spread of the shot pattern on the impacted objects. In many cases the pattern covers
an area too large to collect. Photograph and measure the shot pattern to determine the spread or overall size
of the pattern. Include the firearm and ammunition with the scaled photograph and measurements to enable
laboratory determination of firing distance.

2-165. All ammunition found in the possession of a suspect or at the scene of a crime must be seized and
processed as evidence. USACIL may require the seized ammunition to conduct analysis. The laboratory
firearms division should be contacted to determine if the seized ammunition is required for laboratory
analysis. If required, the ammunition collected as evidence should be packaged and sent to the USACIL for
analysis with the firearm.

2-166. Latent print processing can be very difficult on the parts of firecarms that have a slight oily film;
however, it is possible to get usable impressions. Latent print fuming techniques typically conducted in the
field will not normally hinder analysis by the firearms examiner and does not have an impact on GSR in the
barrel or chamber. Other types of processing such as application of fingerprint powder to lift prints should
not be conducted; these techniques can affect required analysis. USACIL fingerprint and firearms
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examiners will coordinate their efforts at the laboratory to ensure that analytical processes are prioritized
for optimum results.

MARKING FIREARM EVIDENCE

2-167. Firearms evidence should be physically marked so that it can be readily and positively identified
later. Firearms may be sealed without being marked, especially if they require examinations for trace
evidence, biological evidence, or latent prints; marking the weapon may destroy evidence. Firearms seized
or impounded before determination of evidentiary value should not be marked, scratched, or defaced in
anyway; these items are marked only after it is determined that the firearm has value as evidence. Common
sense should be used in marking antique and/or highly engraved firearms; since the purpose for physically
marking is positive identification, it is likely that they can be identified without physically marking the
firearm. Physical marking should not be done in areas where latent prints could be found during laboratory
processing.

2-168. The weapon should be marked by placing the investigator’s initials and the time and date of
recovery on each item of evidence so he can positively identify the evidence at a later date. When several
similar items are found, an identifying number should be added on each item. No two items of evidence in
the same case should bear the same identifying numbers. The investigator should put a description of each
item and all identifying marks involved in the same case in his notes. The identifying number has no
bearing on the numbers of the exhibits in the Report of Investigation (ROI).

2-169. Marking tools may be used for inscribing identifying markings on firearms evidence. Diamond
point pencils or scribers are ideal. Dental picks make excellent marking devices when the curved tip is cut
off and the point made needle sharp. Firearms are usually marked on the side of the frame. All parts of the
firearm that leave imprints on either the bullet or cartridge case should be removed and marked; all parts of
a firearm should be marked the same. Place marks where they can be seen but do not interfere with or alter
existing markings or stampings on the firearm. Mark magazines on the floor plate (bottom) or on the
exterior portion of the magazine body and then submit them with the suspect firearm; rounds in the
magazine should be left in place (do not unload the magazine).

2-170. Mark a conventional 9-millimeter caliber semiautomatic pistol in three places: the barrel that
marks the bullet; the slide that contains the extractor, the breech face, and the firing pin; and the receiver
that includes the ejector that marks the cartridge case. See figure 2-3, page 2-40, for an example of a
marked 9-millimeter pistol. Mark revolvers, especially those with interchangeable cylinders, on both the
cylinder and barrel. If the revolver has a removable side plate, mark it on the side of the frame that cannot
be removed. See figure 2-4, page 2-40, for an example of a marked revolver. When revolvers having loaded
cartridges or fired cases are obtained, make a diagram of the rear face of each cylinder reflecting the exact
position in which it was found. Show the position of the loaded cartridges or the fired cases with respect to
one another and the firing pin. Scratch an arrow on each side or the rear face of the cylinder (under the
firing pin) to show the position that the chamber was in when the revolver was found. This should be done
on the revolver and also on the diagram. The diagram, complete with legend, lets the laboratory examiner
relate the fired cartridges to the chamber of the cylinder in which they were fired. See figure 2-5, page
2-41, depicts notation of the position of the cartridges in a recovered revolver. Army LE personnel should
never disassemble a weapon; the weapon should be rendered safe and remain intact.

2-171. Firearms with removable bolts, such as a semiautomatic, an automatic, or a bolt-action, should be
marked on the bolt, barrel, and frame. If the barrel of a firearm cannot be removed without tools, it does not
need to be marked. But marking the barrel, even under these circumstances, adds certainty. A projectile
submitted as an exhibit may be jacketed or lead. No markings should be placed on the projectile.
Identification marks may cause the loss of trace evidence or evidence marks. Containers, such as pillboxes
and plastic vials with cotton packing material can be used for sealing fired bullets. The containers must be
sealed with evidence tape. The containers must be marked with the date, time, and initials of the individual
packing the evidence so that the markings cross over the sealed tape. If the package is opened before it
arrives at USACIL, it will be apparent. Deformed projectiles and jacket fragments must also be placed in a
container and marked as described above. Cartridge cases are not marked. They are treated the same as
projectiles and then placed in containers. Shotgun shell cases, wads, or shot columns are not marked. Shot
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2-40

pellets, such as bird shot and buckshot, known to be from one source can be placed together in a container.

Containers must be marked for identification.

gh<+—Time, date, initials

Figure 2-3. Marked 9-millimeter pistol

Figure 2-4. Marked revolver
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Cylinder mark
Scratch an arrow on the rear
face of the cylinder to show
the chamber position under
the hammer when the
weapon was recovered.

Fired U.S. Cartridge Co
Fired Remington Arms Co
Fired Winchester Repeating Arms Co
: Misfire Dominion Cartridge Co
Facing rear Loaded Western Cartridge Co
of Cy inder Loaded Peters Cartridge Co
Legend:
Co company U.S. United States

Figure 2-5. Notation of the position of the cartridges in a recovered revolver

TOOLMARKS

2-172. A toolmark is an impression, cut, scratch, gouge, or abrasion made by a tool in contact with an
object. Close examination of a toolmark can determine the type, size, and contour of a tool as well as the
presence of trace evidence. A tool can make a negative impression, an abrasion or friction mark, or a
combination of the two.

2-173. A negative impression is made when a tool is pressed against or into a receptive surface. The mark
made by a crowbar used to pry open a door or a window is a negative impression. An abrasion or friction
mark is made when a tool cuts into or slides across a surface leaving striations in the object marked by the
tool. A pair of pliers, a bolt cutter, a knife, an ax, a saw, a drill, a plane, or a die used in manufacturing can
make this type of mark. A combination mark is made, for example, when a crowbar is forced into the space
between a door and its facing and pressure is then applied to the handle of the tool to force the door open.
The forced insertion of the crowbar makes an abrasion or friction mark. The levering action produces a
negative impression. The visible result is a combination of both the friction and a negative impression
mark.

2-174. No two tools are alike in every detail; thus, they will not leave identical impressions. Tools may
have obvious differences in size, width, thickness, or shape. They also have minute differences that are
only seen when the tools are examined under a microscope. These minute differences can be caused by
manufacturing, grinding and finishing, and uneven wear from normal use of the tool. They may also be
caused by accidents, sharpening, and alterations or modifications made by the users of the tools. From these
minute differences, it may be possible to identify the tool that made a given impression. Laboratory
examination of toolmarks is based on the same principles and techniques used for fingerprint and firearm
identification. Tools leave unique characteristic traces that cannot be exactly reproduced by any other tool.
In the laboratory, test marks are made with suspect tools on materials like those on which the toolmarks are
present. The test marks are then compared with the suspect toolmarks under a comparison microscope.

COLLECTING TOOLMARK EVIDENCE

2-175. Original evidence (the actual tool and marked object) is always more credible in court than
reproductions and should be obtained when possible. Often, photographs and casts do not show the
evidence well enough for identification purposes at the laboratory. Casting or other means of taking
impressions of a toolmark should only be used as a last resort; a casting is never as good as an original
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impression. This is especially true of toolmarks made in soft materials like wood, putty, and paint. Many of
the casting media suited to these materials will not reproduce the fine details needed for identification. An
impression or a cast cannot reproduce scratches in paint from minute irregularities in the edge of a tool.

Note. While original evidence bearing the toolmark is always better than casts, pictures, and
other means of documentation, the decision to seize and remove an area bearing a toolmark
should be made based on the relative importance of the case and potential value of the evidence
compared with other evidence available. Wholesale removal of property or parts of valuable
structures is not desired or needed in many cases.

2-176. When a toolmark is discovered, photograph it with a measuring device in the picture for scale
before moving, disturbing, or altering it in any way. Photographs provide a permanent record of the
evidence in its original state and location. They are used to match and corroborate original evidence with
casts or molds made from the toolmark. They also satisfy the legal requirements for records of original
evidence.

2-177. 1If a toolmark can be removed for examination in the laboratory, collect a piece of the object
holding the toolmark. The piece should be large enough to ensure that the toolmark does not splinter, bend,
twist, or receive friction, causing damage to the original toolmark during shipment. This also provides a
large enough piece to allow proper marking. If the marked part of a door, window sash, windowsill, or
other area is removed for examination, inspect and collect adjacent portions of the area if necessary. Obtain
any window latch, door latch, bolt, hasp, or lock that has been cut, broken, or forced for entry. Suspect
tools found at the crime scene should be sent to the laboratory with the toolmarks. When submitting
toolmark evidence, provide as much information as possible regarding the tool(s) used and the location of
the toolmarks to include the—

® Method and angle at which the tool was used when it made the mark, if known.
® Measurements of the toolmark from the floor.

® [ocation of any door, window, or other object containing the toolmark such as basement, first
floor, or second floor.

Note. The ownership of an object removed for analysis should be determined so that the owner
can be contacted to arrange for the return, replacement, or payment for the items removed.
Ensure that witnesses are present and documented during the removal of the evidence, preferably
other Army LE personnel. This prevents later claims against the U.S. Government and provides
personnel who can corroborate the original condition of the evidence.

2-178. Mark each item of evidence to show the inside, outside, top, and bottom surfaces and the area
bearing the toolmark, taking care to mark well away from the toolmark. If the surface bearing the toolmark
is painted, samples of the paint should be sent to the laboratory. Even though paint could not be seen on the
tool, enough particles may be present for analysis and comparison at the laboratory. Since some tools are
also painted, there may be paint from the tool on the toolmark surface. This can also be compared for
possible common origin.

2-179. A toolmark may not be removable due to its location or the material in which the toolmark is
made. If this is the case, take samples of the area and send them to the laboratory for analysis. Particles of
material holding the toolmark may adhere to the tool (such as metal, paint, resins, or other material). The
samples can be analyzed and identified by the laboratory examiner. If the toolmark cannot be moved, a cast
can be made of the toolmark. These casts are typically made from a silicone or rubber-based product
applied to the toolmark. Rubber- and silicone-based products are best for the fine striations and indentions
in the toolmark required for matching. Rubber- and silicone-based products designed for casting toolmarks
are available in a variety of formulations. They typically require mixing with a hardening agent before
application; some manufacturers also market products with accompanying application devices that mix the
materials automatically as the product is applied. The silicone is normally pressed into the toolmark with a
spatula or wooden tongue depressor. Most silicone-based casting compounds dry in 15 to 20 minutes after
application.
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2-180. If cut pieces of wire are collected for analysis, clearly mark the suspect end of the wire. Never cut
the wire with the suspect tool. The laboratory can sometimes match the cut ends of wire to help identify
related items; for example, wire used in a crime matched to a collected spool of like wire or matching a
radio wire to the wire attached to a car to show it to be originally from a specific vehicle.

2-181. Wrap and package toolmark evidence so that the toolmark and any suspect tool will not be
damaged and trace particles will not be lost. Each piece of evidence sent to the laboratory must be marked
for identification and wrapped separately. Evidence samples should not share the same package unless each
individual piece is wrapped separately within a larger container to eliminate risk of contact between
objects. Cover the cutting blades or tips of the tool to prevent damage. If the item to be examined has to be
collected by cutting, always mark the end that is cut by the collector and the questioned end to be examined
to ensure there is no confusion.

IDENTIFYING SUSPECT TOOLS

2-182. If a suspect tool is not readily identifiable, a search may be required. To help identify the type of
tool to look for, the toolmark should be visually examined to note its gross appearance. This can tell you
what type of tool or shape of tool to look for as a suspect tool for comparison analysis. The gross
appearance of a tool impression may not be complete or well-defined. For example, a hammer impression
on a steel safe may not include the edges of the hammerhead. Thus, the shape of the head cannot be shown.
When this occurs, all suspect tools that could have made the mark should be collected and sent to the
laboratory to be examined. USACIL can be contacted for assessment and comparison of toolmark images
to assist in identifying items that would likely produce the markings discovered.

2-183. The surface that bears the impression of a toolmark may have been painted. If so, a careful check
may show that flakes or chips of paint were removed. The paint flakes may be sticking to the tool that made
the impression and can be compared to the paint from the impression surface to determine possible
common origin. If a tool is found with paint similar to that of the painted surface and the flake patterns look
comparable to the paint pattern formation, the tool should be photographed in the event some of the paint
flakes become dislodged during transmittal to USACIL. Additionally, flakes of paint could have been
removed and transferred from a painted tool to the surface bearing the impression. A trace-evidence
examiner can examine paint flakes to determine their origin.

2-184. A suspect tool should never be placed into a toolmark to see if it fits or if it could have made the
impression. This could alter the toolmark and prevent any evidence on the tool, the associated mark, or
transfer evidence on the tool and the object bearing the toolmark from being admitted as evidence in court.

2-185. If a suspect tool cannot be located, an examination of toolmarks without a suspect tool can still be
of value. In such cases, the examination may yield other valuable characteristic information about the tool
used and possible trace evidence deposited that can be used as a lead for further investigation. Comparing
the toolmarks found at each scene may link a series of burglaries. A match of the lengthwise markings on
two pieces of wire may show that both were manufactured at the same time, having been drawn through the
same die during production. A suspect’s possession of a piece of wire matching a piece found at a crime
scene would show the possession was more than accidental.

SERIAL NUMBERS AND OTHER MARKINGS

2-186. Serial numbers or private marks may be stamped, molded, etched, or engraved. Serial numbers are
placed on many manufactured objects to distinguish one item or model from another. Owners of items
lacking manufacturer’s serial numbers often place their own marks or serial numbers on the items. This
helps identify the item if it is stolen.

2-187. Serial numbers may consist of numerals, letters, symbols, or a combination of the three. Serial
numbers are often the only way to show ownership. Items with serial numbers can often be traced from the
manufacturer to the wholesaler and on to the retailer and, potentially the purchaser. Some items, such as
automobiles, firearms, and watches, bear serial numbers on several parts. If an object is found and the serial
numbers seem to have been removed, the object should be searched for other numbers. Such numbers are
often found in hard-to-find places. Restoration of removed or obliterated serial numbers requires processing
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by laboratory personnel. Neither the material from which an item is made nor the method used to affix the
serial number can automatically preclude restoration. Serial numbers have been restored under the most
adverse conditions. Conversely, restoration attempts have failed when conditions seemed most favorable.

2-188. Military services buy tools in large quantities and often do not initially record individual serial
numbers. Lot numbers and shipping and receiving documents account for the shipments. Sometimes, other
means are used to speed the movement of supplies. Often, the manufacturer of a serially numbered item can
give the lot number. The manufacturer may also have data of other recorded items bought by military
services. As the bulk shipment is broken down for issue to units, the serial numbers are often used for
records and identification. Lot numbers or shipping document numbers often narrow the search to the unit
of ownership.

2-189. A jeweler’s mark is a distinctive mark or symbol, typically placed on a piece of jewelry, watch, or
other small item by an individual jeweler who has worked on or created the specific item in question. While
jewelers’ marks are not serial numbers, their use in tracing stolen property can be of value. When an item is
created by a jeweler or given to a jeweler for repair, it is common practice for the jeweler to place a small,
identifying mark in a hard-to-see place on the item. This mark is often inscribed with a very fine engraving
tool. The mark is engraved under magnification. Therefore, the mark is often visible only when viewed
under equal magnification. Jewelers in the same location often know one another’s markings. When a mark
is found, an attempt should be made to locate the jeweler who inscribed it. The jeweler may be able to
identify the person who brought the item to the jewelry shop.

IMPRESSIONS AND CASTS

2-190. Impression evidence is created when a pattern or indentation is retained on the surface of an object
or area, typically through transfer of material or pressure. The pattern or indentation left behind retains the
characteristics of the object that formed the pattern and can be used to identify the object forming the
impression. The most common impressions are from tires, footwear, and toolmarks. Toolmarks were
discussed in the previous section.

2-191. Footwear and tires are highly complex and precisely engineered. Features that are incorporated
into the manufacture of footwear and tires can become very useful in impression examination. Logos,
lettering, numbers, or other markings may be clues to the brand, style, or manufacturer. Expert examiners
take advantage of these unique aspects of footwear and tires to place or eliminate individuals at crime
scenes. It is what occurs to the footwear and tires after they are put into use that makes them individual and
highly identifiable. The individual wear and damage to the friction surfaces makes every item of footwear
and every tire unique. Locating and recovering impression evidence requires patience, attention to detail,
and some basic techniques.

FOOTWEAR AND TIRE TRACK IMPRESSIONS

2-192. Footwear and tire track impressions can be one of the most overlooked types of evidence at the
scene of a crime; largely due to a lack of awareness and training for Army LE personnel regarding the
collection and preservation of impression evidence. Crime scenes may contain numerous footwear and tire
track impressions from witnesses, police, fire, and medical responders. Army LE personnel should limit
foot and vehicle traffic to the absolute minimum level required by response personnel to avoid
contaminating a scene with additional impressions and to reduce the chance of destroying evidence left by
potential suspects. Impression evidence is typically very fragile and can be destroyed by weather,
placement of objects on the impression, or foot or vehicle traffic over the impression, but if protected,
impressions can be preserved for a significant period of time. All footwear and/or tire impressions should
be documented and collected even if police, fire, and medical responders may have interacted with the
scene.

2-193. Impressions can reveal many facts about the footwear or tire that deposited the impression.
Recovered impressions can be analyzed to—
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e Help determine the type, make or manufacturer, and size of the shoe or tire that left the
impression. Do not confuse shoe size with the size of the shoe and tread left behind. Some shoes
have larger bases or treads and do not necessarily correspond with a shoe size.

e Identify unique imperfections caused from wear on the surface of the shoe or tire. These unique
imperfections can aid in matching the impression to a specific shoe or tire, thus placing the item
at the scene; this can help in identification of potential subjects.

e Differentiate separate impressions deposited at a scene. This can help LE personnel determine if
a single or multiple subjects are involved and can help in determining paths of entry and exit to
the crime scene or incident site.

Assist in the formation of an accurate reconstruction of the events that took place.

Corroborate or refute subject and witness accounts of a specific event.

2-194. There are two different types of impressions—two-dimensional impressions and three-dimensional
impressions. Two-dimensional impressions are imprints or patterns left from tires, shoes, or other means
deposited on hard surfaces such as concrete, tile, and wood. They leave impressions of width and length but
no measurable depth and are typically lifted using techniques similar to those for lifting fingerprints. Three-
dimensional impressions are deposited in soft material such as dirt, mud, or other material leaving
impressions with measurable width, length, and depth. These impressions are pressed into the material and
are typically collecting by casting the impression with a compound that will harden and retain the
impression upon removal.

2-195. Full impressions are not always required to place a perpetrator at the scene; successful
identification is often made from partial impressions. Many times footwear impressions are not visible in
existing ambient light conditions. Proper lighting and search techniques can assist in locating valuable
impression evidence. Most surfaces are conducive to footwear impressions. Surfaces such as rough, uneven
carpeting or even masonry should never be discounted without proper examination. Although poor weather
conditions can destroy some impressions, this should not be accepted as fact in all cases. Excellent
footwear impressions can still be found in mud puddles, under fallen snow, below the overhang of a house,
under shrubs, and other places.

IMPRESSION SEARCHES

2-196. Impression evidence is often overlooked at crime scenes. A systematic and logical approach to
locating impression evidence can increase the likelihood of detection and successful collection of
impression evidence. A knowledge of the direction of travel, the number of suspects involved, and the
mode of transportation (foot or vehicle) can greatly assist the search for impression evidence. In some cases
this information may not be known, especially in relatively cold crime scenes or incident sites or outdoor
areas where ingress and egress routes may not be known or obvious. In these cases, it is imperative that the
entire area be searched, especially likely entry and exit routes around the actual crime scene.

2-197. Once the scene is secured, the area should be searched systematically using a grid, circle, or other
search technique; these techniques are discussed in chapter 4. This ensures that the entire target area is
covered. There are specific areas that should be focused on during the search due to the increased
probability of deposited impressions. Areas to search for footwear and tire track impressions include—

e The point(s) of entry, both interior and exterior.

The path or route traveled from the point of entry to the area where the crime occurred.
The immediate area where the crime took place.

The path or route traveled from the area where the crime occurred to the point of exit.

Other identified areas where the perpetrator may have walked, driven, or parked to include
beyond the scene.

e The point(s) of exit, both interior and exterior.

Note. Searches beyond the scene can sometimes reveal areas where a vehicle has paused waiting
for an accomplice or where a vehicle has been hidden until it was needed.
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2-198. Locating impression evidence sometimes requires the Army LE personnel to view the target area
from various vantage points with different lighting angles until the best viewing angle and lighting is
achieved. Large areas may be searched from the vantage point of a helicopter, if available; this is especially
applicable when looking for vehicle tracks or entry and/or exit routes that may not be obvious due to dense
vegetation. Latent impressions may be located by using oblique lighting. UV lighting and electrostatic
methods can also be used to locate latent impressions.

LIGHTING TECHNIQUES

2-199. Existing lighting conditions should be used first to detect obvious footwear impressions; especially
those made in some form of material such as blood, grease, mud, and other visible residues. As each
impression is located, it should be marked using a system of placards, signs, or labels with some form of
alphanumeric designator that is easily seen and identifiable in a photograph.

2-200. As a general rule, the deeper the impression, the higher the angle required for best visualization. A
portable floodlight is most effective; however, a bright flashlight will also work well. A search using
oblique lighting is an excellent technique for detecting impressions on smooth surfaces such as flooring and
furniture. The area should be darkened, if possible, and searched using a bright, intense light at an oblique,
side-lit angle. The light source should be held just above and aimed diagonally (almost parallel) to the
surface being searched. Shining the light source diagonally over the target area rather than straight down
(vertically) creates shadows caused by the light aimed across the ridges of the impression. Raising and
lowering the light will cause the shadows to fall differently in the impression and allow for adjustments for
the best possible visualization of the impression. Impressions on carpeting or other rough or porous
surfaces may still be invisible even with the oblique light; UV light sources may be effective in locating
latent impressions.

CHEMICAL SEARCHES

2-201. Chemical searches are often necessary to detect and develop latent footwear impressions such as
faint blood impressions. The techniques used for latent footwear impressions are similar to those used in
identifying and lifting fingerprint evidence and should be performed by trained laboratory personnel. When
an impression is suspected, the floor, substrate, or other surface should be removed and sent to the
laboratory for processing. In some instances, on-scene assistance from laboratory personnel may be
necessary.

COLLECTION AND PRESERVATION

2-202. Both footwear and tire track impressions are collected and preserved using the same methods and
techniques. Footwear and tire track impressions are extremely fragile in nature. Environmental elements,
improper safeguarding of the scene, time, and improper processing and collection techniques can often
destroy this type of evidence.

2-203. Impressions must be collected and preserved as close to their original state as possible to be useful.
The evidence should be protected from destruction by natural elements or accidental damage; this can be
done by covering it with a clean trash can lid, cardboard box, or another suitable object. Large arecas may
have to be cordoned off, and guards may need to be posted. A suspect’s footwear must never be placed in
or near a crime scene impression because it could contaminate the impression and jeopardize its integrity,
making future findings invalid.

Photographs

2-204. Impressions must be photographed before any attempts to cast or lift the impression. Photography
establishes the integrity of the evidence and is one of the best techniques for capturing and preserving
impressions. A measurement scale or ruler must always appear in the evidence photograph. Photographs
should be taken at a 90-degree angle to the impression. Fill the field with the measuring device visible in
the screen. Ensure lighting is oblique (not directly on top of the impression) and does not wash out the
details but enhances and illuminates them. Both general crime scene photographs and examination quality
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photographs should be taken. See chapter 4 for a detailed discussion of evidence and crime scene
photography. These photographs—
® Document the evidence and establish the location and orientation of the impression in relation to
its surroundings.
e Provide a photograph with enough quality and clarity to enable evaluation, comparison,
identification, and verification by evidence examiners.

Lifting Two-Dimensional Impressions

2-205. The optimum method for collecting a two-dimensional impression is to collect and properly
protect the object (or portion of the object) containing the impression. When the item bearing the
impression cannot be readily removed from the crime scene, or removal and shipment is not cost effective,
the impression should be lifted. Coordination should be made with the USACIL before the collection and
shipment of this type of evidence. Examples of situations requiring an impression to be lifted include—

e Footwear impressions on doors of vehicles.

® Footwear impressions on immovable or heavy objects.

e Dusty tire track or footwear impressions on a garage or warehouse floor.

e Impressions on a heavy, bulky, valuable, or sensitive surface or item.

2-206. There are multiple methods available for lifting two-dimensional impression evidence. These
methods are similar to those used for lifting fingerprints, but typically require larger lifting mediums to
accommodate the size of the impression. Methods for lifting impressions include standard lifters, rubber or
gelatin lifters, electrostatic lifters, and chemical processes. Most standard lifters are not useful in lifting
footwear impressions. They are normally too small to work effectively and are too tacky. Even though
some products are specifically cut to footwear size, many have backing that are too flimsy causing air
bubbles and distorting the impression.

2-207. Rubber and gelatin lifters (also called gel lifters) differ from standard fingerprint lifters and are
excellent for footwear impressions. They are made with reduced adhesive properties and can be used
successfully on fragile surfaces. They are soft and pliable and can lift good detail from rough surfaces.
Rubber and gel lifters can provide excellent results in lifting footwear impressions and come in a variety of
colors and sizes. Contrast must be considered when using rubber or gel lifters. If the footwear impression is
in dust, the black gel lifters are typically the best choice; if the impression is in a darker substance, white
gel typically works best. The collected image is always in the reversed position after using rubber or gel
lifters to lift it and must be reversed at the laboratory using photographic techniques. Electrostatic lifting
should be considered before attempting to lift an impression with a rubber or gelatin lifter.

2-208. An electrostatic dust print lifter is a device used to make lifts of dry surfaces and substances, such
as dust, powder, and other lightweight dry residues and debris deposited in impression evidence. It works
by applying a static electrical charge to a thin piece of Mylar® film; typically by using a portable power
source. The statically charged Mylar® film attracts the dust particles to the film, collecting the impression.
It is a highly effective method of collection and renders excellent detail suitable for identification.
Considerations for using electrostatic lifting include the following:

® An electrostatic dust print lifter can be used on porous or nonporous evidence.

® The technique is considered to be nondestructive and may be used for searching as well as for
collecting. Blind searches can be made by laying out the film over an area suspected to contain
latent dust impressions, charging the film, and examining the lift. This works well on carpeted
entrance and exit ways.

e Lifts can be made of vertical surfaces. Lifts can be made on doors and walls, by taping the film
to the surface and lifting as normal.

e Electrostatic lifts are very fragile. The film may continue to holds much of its charge even after
the collection process and continues to attract dust and particles, which can obscure the
impression. Over time the charge can dissipate and the collected dust forming the impression
could move or fall from the film. Impressions lifted by electrostatic means should be
photographed as soon as possible, in the manner discussed previously, to ensure that the
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impression is recorded. The film should be placed in a suitable box and sealed as soon as
possible to prevent damage. A flat, sturdy box (such as a photographic paper box, shirt box, or
clean unused pizza box) is recommended for collection of this type of impression. Wipe out the
box before use to clean away dust or paper residue. Place the film in the bottom of the box with
the impression side (dark side) up. Secure the film to the bottom of the box by taping down its
four corners. Close the box and tape shut all the edges of the boxes, making it nearly airtight.

2-209. The static or cling vinyl lifter is another option for lifting prints from dry surfaces and substances,
such as dust, powder, and other lightweight dry residues and debris deposited in impression evidence. Cling
vinyl works similar to an electrostatic dust print lifter to capture dust impressions; however, its advantage is
that no equipment beyond the vinyl sheet is required. The sheets can be carried in a folder or duty bag, are
sized to capture most shoe prints, and require minimal training. Like other lifters, these vinyl lifters can be
purchased commercially in a variety of sizes and colors.

2-210. There is a wide range of chemical processing techniques available to develop and lift impressions.
However, trained laboratory personnel must perform all chemical processing of impressions in an approved
laboratory facility. Laboratory examiners and technicians are trained to use many types of chemical
processes in a safe and efficient manner. The premature or improper use of chemical processes in the field
can result in the loss and/or damage of impressions. Most chemical processes will fade and often disappear
before proper photography and comparison of the evidence.

Casting Three-Dimensional Impressions

2-211. When casting a three-dimensional impression, there are several steps to consider. Each step is
important to ensure that the impression is protected from destruction and contamination and it is properly
preserved and documented. The steps for casting an impression are as follows:

e Step 1. Prepare the impression.
® Step 2. Prepare the casting material.
e Step 3. Cast the impression.

Preparing the Impression

2-212. To obtain a good cast, it is sometimes necessary to prepare the impression. The impression must
always be photographed first. When the impression is located outdoors, it should be determined whether
any debris might have blown into it. Carefully remove debris using a pocketknife or tweezers. Do not
attempt to remove debris that is part of the impression or was present when the impression was made.
Impressions that are made over rocks, sticks, or other debris can reveal excellent reproduction or detail in
the immediate area of the foreign matter; attempting to remove the material can destroy the detail. If loose
material such as leaves, twigs, or blown trash has managed to fall into the impression after it was made, it
can be carefully removed.

2-213. A practice cast of an impression created by LE personnel in the same material as the suspect
impression may be cast to determine the strength of the ground and its ability to withstand casting. It may
be necessary to strengthen the soil in which the impression is found by spraying it with a plastic spray or
lacquer. Hair spray and spray paint may also be used. Spraying directly on the print may damage individual
characteristics used to effect identification. Instead, direct the spray against cardboard or other material so
that a fine mist settles gently into the print. Allow it to dry and then resprayed. The number of coats
required can be determined by conducting the same procedure on a test impression. Three to ten coats are
not unusual in sandy soil. Thin coats are better than heavy coats, which can damage the impression.

Preparing the Casting Material

2-214. In most cases dental stone or die stone is the best casting material for footwear and tire
impressions. Plaster materials are not recommended; they do not dry quickly, mix uniformly, and are not as
strong as dental or die stone and are more prone to breakage after casting. Dental stone is much more
durable and stronger than other casting materials; it dries faster, captures greater detail, does not require

2-48 ATP 3-39.12 19 August 2013



Physical Evidence

reinforcement materials, and does not require frames. Dental stone is readily available from local dental
supply companies or military dental facilities in emergency situations.

2-215. Dental stone comes in a powder form and can be premeasured and stored in large plastic, sealable
bags. Normally about 6 ounces of water to every 1 pound of dental stone provides the appropriate
consistency. A typical footwear impression requires about 2 to 3 pounds of dental stone and 12 to 15
ounces of water. A clean beverage can (which typically holds 12 ounces) makes a good field expedient
measuring device for the proper amounts of water. Large batches of dental stone are required in casting tire
tracks; the exact amount is dependent on the size of the track being cast. Dental stone is very forgiving. If
the mixture is too dry, more water can be added; if the mixture is too wet, more dental stone is added. The
water is simply poured into the bag of premeasured dental stone powder. The materials (powder and water)
are mixed inside the plastic bag by kneading the mixture until it is thoroughly mixed and uniform in
consistency. A good mixture is typically about the consistency of pancake batter; it is better to have a
mixture a little too thin rather than too thick. This technique should be practiced before actual impressions
are collected.

Casting the Impression

2-216. When using dental stone, forms are seldom required as long as the surface is somewhat level. On
surfaces with extreme slopes, forms can be purchased or built and placed around the impression to hold the
casting material. A partial form can be used for slight slopes to control the flow of castings on the lower
side of the impression. A good technique is to cut off the bottom corner of the plastic bag used to mix the
stone and allow the mixture to flow out of the hole; the mixture should not be poured directly into the
impression. The mixture should be poured by holding the opening at ground level next to the edge of the
impression (on the high side if there is a slope) and allowing the mixture to flow onto the ground and into
the impression. If the impression is deeper in one area, pouring the mixture into the deep end first can also
slow the flow through the rest of the impression.

2-217. If the material is flowing too rapidly, use pieces of cardboard or other stiff materials to deflect and
slow the flow of liquid to prevent damage to the impression when pouring the cast. Once the entire surface
of the impression is covered, gently overfill it with any excess material to build the thickness of the cast for
strength. If necessary, a second batch can be poured directly over the first. When casting a tire impression,
an entire rotation of each available tire impression should be cast in removable segments. Cast the track in
12- to 18-inch segments. Reinforce the cast with tongue depressors or screen material if the cast is over 12
inches long. Dams to establish the edges of each segment must be emplaced. These can be formed with stiff
cardboard and tape, or commercially produced adjustable dams can be purchased and used.

2-218. After pouring the casting material, but before it dries, the cast should be marked for identification.
The data can be written into the surface of the cast using a paper clip, toothpick, or similar item to make a
permanent marking. The minimum data should be the investigator’s initials and the time and date. If
known, the case number should also be inscribed. An arrow indicating north may be inscribed in the cast to
help determine the relationship of the cast to other evidence and help to prove the direction of travel. If the
impression has been marked for photography, the identifying number or letter used should also be
annotated on the cast.

2-219. Typical footwear casts will be sufficiently dry to enable collection after approximately 30 to 45
minutes; extreme heat or cold may alter the drying time. After collection, the cast should be allowed to dry
another 72 hours before packaging and shipping to the laboratory. The cast should not be cleaned;
laboratory personnel will perform any required cleaning before processing. Cleaning techniques and
equipment can damage and scratch the surface of the cast, rendering it useless and destroying its individual
characteristics.

Special Casting Considerations

2-220. Impressions are not always found on dry surfaces. Sometimes impressions can be found in water
or snow. It is possible to retrieve castings of impressions left in water or snow if the proper technique is
applied.
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Snow Casting

2-221. Impressions in snow can be cast by stabilizing the impression and the area immediately around it
with a spray wax. A spray wax made specifically for impression recovery should be used. After stabilizing
the impression with the spray wax, photographs should be taken. The spray wax will provide better contrast
in the photograph. A single can of spray wax is normally enough for about three impressions.

2-222. The spray wax should be cured for approximately 15 minutes before the dental stone mixture is
poured into the impression. Use water that is as cold as possible to mix with the dental stone for the best
results. This reduces the risk of melting the snow before the cast can be formed. One technique is to set a
bucket of water in the snow while working and add snow to the water until the snow stops melting. This is
a good indication that the water is cold enough not to melt the snow in the impression. Pour the dental stone
slowly into the impression, not off to the side as in other impressions. If it is poured off to the side,
especially if the snow is deep, the impression could cave in. Allow the cast to dry, then removed it from the
snow. The snow should not be removed from the cast; it should be allowed to melt away and then air-dried
indoors for 72 hours before packaging for shipment to the laboratory. If spray wax is not available, a
contrasting spray paint can be used as a substitute. While not as strong as spray wax, spray paint can
highlight the print for photography and can provide a strong enough coating to seal and stabilize the
impression for casting.

Water Casting

2-223. It is possible to cast an impression that is submerged beneath the water, especially in puddles of
water and at the edges or banks of a lake or stream. Sometimes it is possible to dam around the impression
and siphon off most of the water; experience has shown that it is not a good idea to siphon away all of the
water because the water sometimes acts as a stabilizer for the impression. If possible, a form should be
placed around the impression extending above the waterline; the form should not be placed so close to the
impression that it will disturb or destroy the impression.

2-224. After removing as much water as possible, slowly sprinkle dry dental stone over the impression,
allowing it to precipitate down through the water and into the impression. A flour sifter or large saltshaker
can help evenly disperse the dental stone. Continue this process until the cast begins to build up. Allow
about one inch of dental stone to settle into the impression. While the dry dental stone settles and builds
within the impression, prepare a mixture of dental stone and water (enough to completely fill the framed
area). Pour the mixture into the framed area of the impression, displacing the water from the impression. If
framing the impression was not possible, pour enough mixture to slightly overfill the impression. Allow at
least two hours of drying time before removing the cast from the impression. The cast should be fully air
dried (minimum of 72 hours) before shipping to the laboratory for examination. The cast should not be
cleaned.

2-225. Casts must be carefully packaged since they are fragile evidence. One of the most important
considerations in sending a cast to the laboratory is ensuring that the cast is completely dry. Casts that are
not dry may develop fungus and subsequently deteriorate. Casts should not be packaged in plastic
wrappings, only dry paper. Plastic promotes moisture and moisture promotes decay. Other packaging
considerations are the same as for preparing evidence to be sent to the laboratory. However, the outer
packaging should state “Do Not Refrigerate™ as refrigeration damages the cast. Submit all shoes, tires, and
casts using a chain of custody document.

QUESTIONED DOCUMENTS

2-226. For many investigations, a document or a document-related item becomes evidence of the crime or
about a suspect who committed a crime. Often, a document is the instrument of the crime. A questioned
document is any document collected as evidence in an investigation in which the authenticity or reliability
may be challenged in a criminal, civil, or administrative proceeding. The Questioned Document Division,
USACIL, conducts forensic examinations of document evidence. Examinations commonly conducted
include handwriting and handprinting comparison, alteration and obliteration examinations, typewriting
examinations, photocopy examinations, and other nonchemical examinations relating to document
evidence.
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HANDWRITING AND HANDWRITING COMPARISONS

2-227. A forensic document examiner conducts handwriting examinations by comparing the writing on
the questioned document to the collected writings and standards (known writings) submitted. Handwriting
and handprinting identification is based on the many individual characteristics that distinguish each
individual’s writing from that of others. In natural writing, these characteristics are made by habit, and the
writer is not usually consciously aware of them. In handwriting and handprinting examinations, these
characteristics are compared to determine if there are enough matching characteristics or different
characteristics to support the identification or elimination of a writer. These characteristics can include
the—

Size.

Slant.

Letterforms.

Proportions.

Height relationships.

Beginning and ending strokes.

Connecting strokes.

Characteristics of ‘i” dots” and “t” crossings.
Spacing.

Baseline habit.

Line Quality

2-228. Line quality is perhaps the single most important characteristic evaluated in the comparison of
handwriting for identification. The success of a handwriting comparison is largely dependent on the
naturalness of the writings involved (both the questioned and the known). Anything other than natural
writing is, to some degree, artwork. The authorship of artwork is not identifiable because it does not
contain the habitual, unconscious writing habits that make handwriting identifiable. Line quality is the tool
the document examiner uses to gauge the naturalness of the writing submitted for comparison. An
awareness of the difference between good and poor line quality in writing can help investigators identify
possible forgeries when screening records during an investigation and enable recognition of efforts to
disguise dictated exemplars created by a suspect.

2-229. The natural writing of a skilled writer flows smoothly. The beginning and ending strokes are
tapered because the pen is moving when it touches the paper and when it is removed from the paper. Long
curving strokes are smooth in their curving movements and free of tremor or signs of hesitation. Vertical up
and down strokes display natural variation in pen pressure by changes in the width and darkness of the ink
line. Connecting strokes between small internal letters are regular direction changes, short smooth curves,
and small well-formed loops. There is an absence of false starts and retouching. They appear to have been
rapidly and reflexively written, without conscious thought about the writing process. Handwriting with
poor line quality lacks one or more of these features.

2-230. Poor line quality sometimes appears in genuine writing. Illness or injury may affect the quality of
the written product. Fear or stress may influence the skill displayed by the writer. Handwriting ability may
be affected by the ingestion of drugs and alcohol. The conditions under which a person writes may also
detract from the quality of the written line. It is very difficult to write fluently while riding in the back seat
of a moving vehicle or when the paper is resting on the rough surface of a well-used field table.

2-231. Poor line quality may also be the result of a writer forging, tracing, or simulating the handwriting
habits of someone else. Signs of tracings or simulations include blunt beginning and ending strokes; a
tremulous writing line indicative of slow, careful drawing; curved lines which lack smoothness; corrected
mistakes; and misinterpretations of letterforms. Unskilled forgers are also prone to patch, touch up, or try to
improve a completed forgery. Poor line quality can also be indicative of disguised writing and efforts by an
individual to consciously control their writing. Indicators of disguised writing are inconsistent letterforms,
bizarre letterforms, unnaturally large or small writing, extreme angularity, and excessively elaborate
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writing. In an effort to hamper handwriting identification, the suspect may disguise both questioned and
exemplars.

Copies as Evidence

2-232. Original documents, rather than copies, must be obtained as evidence when they are available.
Originals are the best evidence to present in court and are the best for the purpose of forensic examinations.
Some forensic examinations can only be performed on an original document. Handwriting comparisons
using copies typically yield poorer results than could have been obtained with an original.

2-233. An original document may not be available because it cannot be located or has been destroyed. In
other cases, a copying process has been used to fabricate a document that did not exist as an original. In
these cases, a copy is obtained as evidence. It is important to get the best copy available. If a copy has been
used as the instrument of a crime, the specific copy used should be obtained. If a copy is obtained as a
substitute for a missing original, every attempt should be made to locate and obtain a copy that was made
directly from the original. Avoid getting copies of copies.

2-234. If an original document exists, but is not available, then a copy of the original must be obtained to
use as evidence. A copy should be obtained even if there is an expectation that the original can be obtained
later. The copy the investigator submits to the USACIL for examination must be the evidence copy, not a
case file copy or a copy made especially for laboratory submission. If expert testimony or a laboratory
report will be used in court, the same copy examined by the laboratory examiner must also be introduced as
evidence in court. Whether the evidence is an original or a copy, it must be accounted for according to AR
195-5.

Court Authentication

2-235. For expert testimony or a laboratory report to be admitted as evidence in a trial, the evidence
examined must have been admitted as evidence. To be admitted, the evidence must be authenticated, that
is, shown to be what its proponent claims. The presiding judge decides authentication and admissibility. It
is important to be aware of this requirement with regard to exemplars. Dictated exemplars may be
authenticated by the testimony of the investigator who obtained them. Standards may be authenticated by
one of several means. The investigator should review section IX of the MRE (specifically rules 901, 902,
and 903) or Federal Rules of Evidence (as appropriate) and consult the servicing JA.

COLLECTION OF QUESTIONED DOCUMENTS

2-236. Any collected questioned documents must be protected from damage, and the facts surrounding
the collection should be documented. The investigator should take detailed notes describing the
circumstances of the collection of the questioned document. All of this information may be of value later in
the investigation or in any criminal, civil, or administrative proceedings. These notes should include the—

® Place, time, and date the document was collected.

Name of the person providing the document, if applicable.
Exact location where the document was found or retrieved.
Condition of the document.

Identifying markings placed on the document.

Information about the history and contents of the document.

Handling and disposition of the document.

2-237. Care should be taken to protect question documents from damage or contamination. Questioned
documents may hold trace evidence or latent prints retrievable by laboratory examiners. Any tears,
indentions, or stains added to the document can destroy evidence and degrade the ability of examiners to
make definitive findings. The following measures should be applied to protect collected documents:

e Handle the questioned documents with tweezers or cloth gloves whenever possible. The
document may need to be examined for fingerprints or other trace evidence; this limits the
chance of adding fingerprints or other material to the document. For safety purposes always use
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nitrile gloves when handling question documents that may be contaminated with chemicals or
biological fluids.

e Never fold, crumple, staple, or carry a questioned document unprotected in a pocket or container
with other material or evidence that may damage the document. Never clip two or more
questioned documents together. Collected documents should be placed within a protective cover.
A paper envelope large enough to easily accommodate the document is the best method to
protect the evidence; the document should never be folded to fit the envelope or container.

e Never write on the envelope with the document inside; this can leave indentations on the
document that can affect the examiners findings. Documents should be handled so that any
indented markings are not destroyed or added.

® Do not subject the document to strong light for prolonged periods. The document may be viewed
with a UV light for a short time to compare or contrast its fluorescence or reflectance with other
similar documents or possible paper sources.

® Place torn documents in a protective covering with the pieces placed in the most obvious and
logical positions. Do not attempt to make repairs on a document that is torn or otherwise
damaged. Do not attempt to straighten crumpled paper; package it in a container large enough
for the crumpled paper to rest unaltered.

2-238. The questioned document should be marked for identification to distinguish it from other
documentary evidence and to enable positive identification by Army LE personnel at a later date. Use a
pencil for the markings and place the markings in a location less likely to have been handled by the suspect.
Examine the document carefully to find an inconspicuous location to mark the document with their initials,
date, and time of collection. The location of the mark should not interfere with any writings or impressions
on the document; a corner on the back of a document is most commonly used. The location and how the
document was marked should be documented in the investigators notes. Copies of the questioned document
should be made for use during the investigation. The original must then be placed in the evidence
depository until the laboratory requires it for examination. Photocopying and photographing are acceptable
methods for making copies. Avoid feeding the document through any kind of sheet-feeding mechanism;
this could result in damage to the document.

2-239. An evidence tag should be attached to the outside of the envelope or other container holding the
document. When shipping to the laboratory for examination, wrap the protected document with enough
heavy wrapping material to prevent it from being bent, torn, or folded in transit; placing the document
(within its protective envelope) between two stiff pieces of cardboard works well. Transparent plastic
document protectors are generally not suitable for use in packaging document materials. If plastic
document protectors are used they should be of acid free material designed for protecting fragile
documents. Print applied by typewriters, printers, and photocopiers may stick to the plastic and be lifted off
the paper.

2-240. Questioned documents often document valuable transactions between a victim and another party.
Evidence of these transactions can be important to both criminal and civil proceedings. The victim may
need the document returned for use as evidence in a civil proceeding to recover losses suffered from a
fraudulent transaction. A property receipt should be provided to the person providing the document to
enable the return of the document upon conclusion of the investigation and any criminal trial. The receipt
should describe the document in enough detail to permit future identification. The description should be
limited to the physical aspects of the document.

Interviews Related to Questioned Documents

2-241. All persons that were affected by or handled the document should be interviewed. For example, in
a case concerning a forged check, the investigator should question the cashier or the teller who accepted the
check, the person whose signature had been allegedly forged, and a representative of the bank on which the
check was drawn. Any bank, business, or other organization that will be affected by the questioned
document should be contacted. Information about past dealings with the person whose signature was
allegedly forged may give helpful clues. Other incidents in which the same forms or method of operation
were used may be discovered.
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2-242. 1If the document was prepared or signed in the presence of a witness, the witness should be
questioned about the person preparing the document and the method of preparation. This information can
be used to eliminate suspects or to confirm suspects from which exemplars should be obtained. Witnesses
should be interviewed to determine facts including—

The number of suspects and other individuals present.
® A description of the suspect’s appearance.

The suspect’s actions leading up to, during, and immediately following any document
preparation or transaction.

Conversations by the suspect.
Any identification or names used.

® The writer’s physical state at the time the document was written including whether the writer
was nervous, intoxicated, or physically impaired as a result of injury or illness.

e Specifics pertaining to document preparation including whether the document was written—
= With the right or left hand.
= Quickly or slowly.
= On top of other papers or on an irregular, soft or hard surface.

® The method or reason the document was identified as false or questionable.

2-243. All victims and witnesses should be asked to name any possible suspects and the reasons for their
suspicions. This list, along with persons of interest identified by investigators, should be used to check on
victims and suspects to determine potential motive and opportunity. These victim and suspect checks can
include examining their—

e Financial status.
Interrelationships.
Business practices.
Emotional stability.

Major life events such as death of family or close associates, ongoing or recently diagnosed
major illnesses, recent marriage or divorce, financial windfalls or losses, or legal troubles (either
civil or criminal).

2-244. In some cases, a questioned document must be shown to a victim or suspect. If a signature on a
questioned document is that of a known person, that person should be interviewed to verify that he or she
denies writing or signing the document. If possible, avoid showing a questioned document to a victim or
potential subject until after dictated exemplars are obtained. If the document must be shown to a victim or
potential subject before obtaining an exemplar sample, there should be a significant time lag between the
two actions so that the format of the questioned document is not fresh in the individual’s mind.

2-245. The document should not be handled by the victim or potential subject as it may negate a latent
fingerprint examination. Always obtain and submit exemplars of the victim for laboratory examination.
Exemplars of the victim can assist the document examiner in determining whether a questioned writing is a
simulation of the victim’s writing style; it may also confirm that the victim of a case may have actually
made the questioned writing.

Known Writings

2-246. Handwriting and handprinting examinations are done by comparison. The known writings, also
referred to as standards or exemplars, must be comparable in kind to the questioned writing. Handwriting
(cursive writing) generally must be compared to handwriting; handprinting generally must be compared to
handprinting. Capital letters must be compared to capital letters. Lowercase letters must be compared to
lowercase letters. The exemplars must be representative, meaning it must contain the same words or, at
least, the same letters and letter combinations as the questioned writings. Both standards and exemplars
have advantages and disadvantages; when possible both types of documents should be collected.
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Collected Known Writings (Standards)

2-247. Collected writings are obtained from various sources that the writer prepared for purposes usually
unrelated to the investigation. For example, they may include military records, other government
documents, employment documents, financial records, personal correspondence, or negotiated personal
checks. The advantage of these types of standards is that they were usually written naturally with no intent
to disguise the appearance. Multiple samples can also show the individual’s writing over a period of time.
The disadvantages are that they may not be fully comparable to the questioned writing and the number
available may be limited.

Dictated Known Writings (Exemplars)

2-248. Dictated writings are prepared under the supervision of the investigator. The advantage of this type
of writing is that the form used, the content of the writing, the type of writing, the number of samples
prepared, and the manner in which the writings are prepared can be controlled. The main disadvantages are
that the writer may attempt to disguise the writing and the writings only show the individual’s writing as it
appears on a single occasion. Dictated exemplars are obtained as follows:

® Obtain the questioned document and standards first.

e Be familiar with the appearance of the individual’s natural writing.
e Obtain paper or forms similar to the questioned document.
)

Use a writing instrument similar to that used for the questioned document. If the writing
instrument is not an ordinary ballpoint pen, obtain some writing samples with a black ballpoint
pen.

® Provide a material for the subject to write on that is similar in paper size, quality, and
arrangement to that on which the questioned document was written—similar quality bond paper,
pad paper, or blank forms (such as government forms or checks). When using copies of forms or
checks, ensure that they are clean copies with white backgrounds (not gray, dark, or patterned)
so that the writing is readable.

e Use a copy of the questioned document to dictate the questioned text and ensure comparability

of the exemplars.

Do not allow the subject to see the questioned document.

Have the writer positioned in a natural position during the dictated writing (sitting or standing).

Dictate the questioned writing to the writer at a comfortable writing speed.

Provide no assistance to the writer for spelling or format of text on the paper or form.

Include all entries that the person may have written on forms, checks, or other formatted

documents. Obtain several examples without giving the writer any instructions; as each sample

is completed, remove it from the writer’s sight. If instructions are necessary to ensure

comparability (such as cursive versus printing or capital versus lowercase letters), document the

instructions given on the back of the first sample to which it applies. Each sample should be

numbered sequentially and marked with the investigator’s initials and the time and date. If the

writer is suspected of trying to disguise their writing, additional samples should be obtained.

® Do not collect multiple samples, such as signatures, on the same sheet of paper. Obtain writings
on one side of the paper, only. If the questioned document has writing on both sides, the back
should be duplicated separately.

e Collect multiple exemplars of each writing sample from the individual using their strong hand.
The strong hand is the right-hand for a right handed person and the left hand for a left-handed
person. If there is evidence that the individual is ambidextrous, obtain samples from both hands
as if they are both strong hands. There is no set standard for the number of samples to be taken;
however, as a general rule obtain—
= About 25 repetitions for questioned signatures, personal checks, and similar brief writings.
= About 10-15 samples for questioned documents about the length of a short note.
= One complete repetition of the text plus additional repetitions of important parts, such as

admissions or text that establishes a motive or supports the elements of the crime, for
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questioned text that is one or more full pages in length. If there is no one part of a
questioned document that is deemed significant, consider getting additional repetitions of
the first and last paragraphs.

= One to three samples written with the individual’s weak hand (the hand that he does not
normally use for writing). If the person shows real ability with this hand, or if the writing
bears strong similarity to the questioned document, more samples should be obtained.

2-249. For documents that contain classified words or phrases, dictated exemplars may be made without
the classified information if the subject you are obtaining the exemplars from does not possess the
appropriate level of clearance to be made aware of the classified material. In this case, the use of this
language must present a national security risk to justify excluding it from the exemplar.

2-250. If omitting the classified portion and substituting similar words can produce an acceptable dictated
sample, this technique should be used. In these cases, words with the same letters and letter combinations
as the classified words should be substituted. Ensure that the dictated words chosen include the beginning
and ending letters of the eliminated words or phrases. The substitute words should be in the same position
in the sentence. The Questioned Document Division at the USACIL can provide guidance in these cases.
Close coordination with the servicing JA is recommended before making any decisions on how to proceed
with the collection and/or alteration of this type of exemplar as evidence.

Tracings and Simulations

2-251. A tracing is a duplicate of another individual’s writing, typically a signature, made using the
writing line of a genuine writing as a model or guide. Several methods may be used to duplicate another
person’s writing. The most common methods involve viewing the model through the paper onto which the
tracing will be placed, with or without the aid of backlighting, or transferring a guideline from the model
signature to another piece of paper using carbon paper or other means. A simulation is a freehand imitation
of another individual’s writing, typically a signature. It commonly involves the use of a genuine writing as
a model. Both tracings and simulations may show signs of having been slowly drawn.

2-252. The author of a tracing or simulation usually cannot be identified by handwriting comparison
because these writings are not the author’s natural handwriting. However, tracings and simulations may
retain enough identifying characteristics to enable a successful comparison with the specific genuine
writing used as a model to produce it. Investigators must attempt to identify and seize the genuine writing
that was used as a model when a tracing or simulation is suspected. Tracings are usually identified by pen
lifts, stops and starts, and hesitation in writing where ink pools or is darker in places along the signature.

Writings on Walls or Similar Surfaces

2-253. Some questioned writings are written on walls, doors, and similar surfaces. Questioned writing on
walls and similar surfaces must be photographed. Ideally, photographs should be taken using a normal focal
length lens from a position directly in front of the writing using available light. The photograph should
include all of the writing, along with a scale indicating size. Lack of space or size of the questioned writing
sample may make it necessary to use overlapping photographs (photographs taken from a variety of angles
or a wide-angle lens). It may also be necessary to use a flash or other artificial light. A flash pointed
directly at a flat surface usually produces a glare in the center of the photograph that obliterates the writing.
Consider using a bounced, diffused, or low-angle flash; a variety of approaches may be tried to ensure
usable results.

2-254. If possible, remove the surface area with the writing to secure the writing as evidence. If possible,
dictated known writing should be obtained in a manner that duplicates the original writing to compare with
such questioned writings. Large sheets of paper taped to a wall or a large tablet on an easel may be used to
simulate the vertical surface and the large writing size of the questioned writing.

Writing Indentations and Alterations

2-255. Writing indentations are produced when the pressure of writing on a sheet of paper is transmitted
to the sheet or sheets of paper beneath it. This often occurs with writing on tablets or pads of paper. It can
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also occur on loose sheets and any other paper underneath the sheet being written on. Writing indentations
can be important in many types of investigations, but they can be especially helpful in cases involving
anonymous notes. The note may bear indentations of earlier writing that can identify the writer.

2-256. It may be possible to read writing indentations in the field with the help of a light held at a low
angle to the page. Do not attempt any other method, such as a pencil or fingerprint powder, to enhance
these indentations. The Questioned Document Division at the USACIL is equipped to develop and preserve
writing indentations, even those too faint to see. When handling possible indentation evidence, ensure that
no new indentations are added to documents collected for examination. Protect the document with
cardboard or place it in a rigid container. Ensure that it is not placed beneath other documents or in an
envelope that will be written on.

2-257. An alteration occurs when someone tries to change a document or obliterate part of the text on a
document. A superimposed signature block on a second document is also a form of alteration. Varying font
sizes and types, misaligned margins, and tell-tale lines along the center of the page are indicative of a
document where the signature has been cut and copied onto a second document. Documents with either
known or suspected alteration can be submitted to the Questioned Document Division at the USACIL. The
USACIL can attempt to determine if an alteration has occurred or decipher the original entry that was
altered or obliterated.

Typewritten Documents

2-258. Typewritten questioned document can sometimes be linked to the typewriter used to type the
document. For a positive comparison to be possible, the typewriter or the typing element (if present) must
have developed individual characteristics, usually in the form of damage or other mechanical defects,
which appear on documents typed on the machine in question. Typewritten text from a typewriter with no
individual characteristics may not be distinguishable from that of another typewriter of the same make and
model in good condition. The individual characteristics may include damaged letters, alignment problems,
or other things. On typewriters of the older, type bar design, the individual characteristics belong to the
typewriter. On newer, single-element (such as daisy wheel or ball element) typewriters, the individual
characteristics are likely to be on a removable typing element. It is important to locate the typing element
used to type the questioned document.

2-259. It may be possible to reduce the number of suspect typewriters or typing elements by doing a field
comparison of the type style on the questioned document with the type style of the typewriters or typing
elements available. General steps for a field comparison include the following:

e Step 1. Identify any obvious differences in type size, style, and spacing. A very different type
size or type style may indicate that a different typing element (in the case of removable element
machines) or typewriter (in the case of type bar machines) is involved. On older machines,
different letter spacing such as 10 characters per inch versus 12 characters per inch can narrow
the search to a specific machine; on newer typewriters, this setting can be changed.

e Step 2. Examine the typed characters, specifically—
= Check the upper and lowercase letters of the “M” and “W” first, as they are often the most

distinctive in style. Their differences may be easily recognized. The bottom of the staffs of
the lowercase letters may or may not have serifs (cross strokes) at the bottom. The two
outside staffs may have serifs, and the center staffs none. The center V-like formation of the
capital M may descend to the baseline or stop varying distances above it. If it descends to
the baseline, it may or may not have a serif. The inverted V of the center formation of the W
may or may not extend to the top of the line formed by the outer portions of the letter and
may or may not have a serif at the top.

m  Check other characters. Characters other than the “M” and “W” that typically are prone to
designs that help distinguish between typestyles are the letters g, t, a, 1, y, i, f, and the
numerals. Again, look for positioning of the letters in relation to each other and the baseline
and any obviously unique flaws in the letter or number. If the letters and numerals are not
distinguishable with ease, submit typewriter exemplars standards to the laboratory.
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Typewriter Ribbons and Correction Tapes

2-260. Before obtaining typewriter exemplars, check the ribbon of the suspect typewriter. If the ribbon is
a carbon film ribbon that passes through the typewriter only once and bears transparent images of the letters
typed, remove the ribbon cartridge; do not take exemplars on this ribbon. Seize the ribbon as evidence and
preserve it for a possible typewriter ribbon examination. Another ribbon known to be unconnected with the
investigation should be used to obtain the exemplars.

2-261. The Questioned Document Division at the USACIL can read these ribbons and attempt to locate a
questioned text or to determine what was typed on the typewriter from which the ribbons were taken.
Fabric ribbons or multistrike carbon film ribbons cannot be read. Sometimes it is possible to link a carbon
film ribbon to a document by comparison of irregularities in the carbon transfer, the paper fiber impressions
on the ribbon, or other characteristics. If a typewriter has a correction tape that is used to strike over or lift
off typographical errors, the tape should be seized. It may be possible to match characters on the tape to
corrected errors on a questioned document.

Typewriter Exemplars

2-262. When obtaining typewriter exemplars, the content and formatting of the questioned document
should be duplicated. It is desirable, but not essential, for the document examiner to be able to overlay the
questioned document and exemplars. The investigator should pay particular attention to the letter case
(upper or lower), margins, tabs, spacing between letters and words, and line spacing. If the questioned
document consists of about one-half page or less, it should be reproduced in its entirety. If the document is
lengthy, the first 20 to 30 lines should be reproduced. The remainder of the questioned document should
then be examined. Any words, numerals, or symbols not appearing in the first 20 to 30 lines should be
added to the sample. The words preceding and following the material to be added should be included and
typed as they appear in the questioned document.

2-263. The make, model, and serial number of the typewriter should be documented on the exemplars. If
possible, find out when the ribbon on the machine was last changed and the nature and date of the latest
repair work done on the typewriter. Samples of known typewriting produced on the suspect typewriter
should be collected from office files or wherever they might be found. Typewriter characteristics can
change with use, maintenance, or repair, and it may be important to locate documents typed on about the
same date as the questioned document. Sometimes changes in the condition of a typewriter, combined with
dated typewriter standards collected, can be used to determine the approximate date a questioned document
was typed. It may be possible to complete the examination using only the typewriter exemplars; however,
the suspect typewriter may need to be seized as evidence. Coordinate with the USACIL before shipping a
typewriter for examination.

Photocopied Documents

2-264. A copy produced on a photocopier or similar device can sometimes be linked to the copier that
produced the document. This is done by matching individual markings placed on the photocopy by the
copier with those on known photocopies from the suspect photocopier. Such markings may result from
trash particles or marks on the glass platen of the machine, damage to the copying drum, images of parts of
the machine included in the copy, or other sources. It is also possible to eliminate a particular photocopier
or similar device from having produced a questioned copy; this is usually done by comparing class
characteristics of a questioned copy with those of known copies made by the suspect machine.

2-265. It is important to locate and seize the specific copy that was used as an instrument of the crime to
be seized as evidence. The copy seized is evidence and must be accounted for according to AR 195-5.
Additional copies of seized documents are commonly made after the offense for administrative purposes,
and these subsequent copies are much less useful, both as evidence and for the purpose of forensic
examinations.

2-266. Analysis of a photocopied questioned document requires production of exemplar copies from the
photocopier used to make the questioned document. A clean, blank sheet of paper the same size as the
questioned copy should be collected for submission to the USACIL. This sample should be without paper
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impurities or other marks that can be copied by the copier. This sheet of paper should be saved as evidence
as an item separate from the exemplars subsequently created and submitted to USACIL. Use the following
steps to make copier exemplars:

e Step 1. Place the sheet of paper on the glass platen of the copier and make 10 copies on paper
the same size as the questioned copy.

e Step 2. Remove the sheet of paper, close the copier lid, and make 10 additional copies.
Step 3. Open the copier lid and, with no paper on the platen, make 10 copies.
Step 4. Feed the blank sheet through the feeder, if the copier uses a sheet feeder, and make 10
copies.

o Step 5. Keep the blank sheet and each group of copies separate and note how they were
obtained.

2-267. Individual characteristics of photocopiers can be changed or eliminated by cleaning and
maintenance. To help account for these changes, attempt to collect existing photocopies known to have
been made on the suspect machine. Ideally, these existing photocopies should have been made around the
same time that the questioned document was produced. Similarly, collected standards can sometimes be
used to determine the approximate date that a questioned copy was produced.

Printed Documents

2-268. Documents produced by one of the various types of printing processes, such as offset, letterpress,
or flexography, may become evidence in a criminal investigation. There are several forensic examinations
that may be requested for these documents, depending on the circumstances. These include examinations to
determine—

® The method used to print the document.

®  Whether the document is genuine or counterfeit.

e  Which printing job the document was printed on.

e The approximate date on which the document was printed.

2-269. Other examinations may be possible. The information and standards needed by the USACIL will
vary depending on the circumstances. The Questioned Document Division at the USACIL should be
contacted for guidance.

Mechanical Impressions

2-270. Documents with mechanical impressions made by a device, such as a check protector or an
embossed seal, may be encountered. A forensic examination may be needed to determine whether the
impression is genuine or whether it can be associated with a seized device alleged to have produced a
fraudulent impression. In these cases, obtain the suspect device and submit it to the USACIL for
comparison with the questioned document.

2-271. If seizing the device is not possible, prepare about 20 exemplars with the device for submission to
the USACIL for examination. If the device has data that can be changed, such as on a check protector, the
device should be changed to duplicate the information on the questioned document. Every attempt should
be made to collect standards prepared with the device at about the same time and date as the questioned
document. Specimens of genuine impressions should be collected and submitted for comparison with the
suspected fraudulent impressions. Coordination with the USACIL is recommended.

Rubber Stamps

2-272. Questioned rubber stamp images on documents can be compared to suspect rubber stamps or to
documents bearing rubber stamp images from a known source. Although rubber stamps can be mass
produced, they may acquire individual features, such as manufacturing defects or damage and wear
resulting from use.

2-273. It is best to seize suspect rubber stamps and submit them to USACIL for comparison with the
questioned stamp impression. If the stamp cannot be seized, prepare rubber stamp exemplars. They should
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be prepared using varying amounts of ink, with different amounts of pressure, and at different angles to
replicate as many possible impressions from the stamp. Ensure that the entire surface of the stamp is
reproduced.

2-274. It is important to locate and obtain existing documents that were created with the stamp. Because
the individual characteristics of rubber stamps may change with use and cleaning, it may be necessary to
have existing documents on which the suspect rubber stamp was used, preferably around the same time as
the questioned stamp image. With such documents, it may be possible to establish the approximate date the
questioned rubber stamp image was made.

OTHER LABORATORY EXAMINATION CAPABILITIES AND SUPPORT

2-275. The USACIL has a wide range of capabilities that can be employed by examiners to extract
information from collected document evidence and provide LE investigators with useful information.
While the areas discussed previously are the most common types of comparative analysis conducted by the
USACIL to support Army LE, there are other capabilities that investigators should understand and consider
when requesting laboratory support.

Charred Document Examinations

2-276. Text on charred documents can often be recovered to a readable state. A charred document is
different from ashes. A charred document has been blackened and made brittle from exposure to high heat
without enough oxygen to burn. To be examined, the pieces must be large enough to have legible text.
Charred documents are very fragile. Pick them up by sliding a sheet of paper beneath them and use this
sheet as a support. Transfer the charred documents to a shallow, cotton-lined box (such as a pie box). Sheet
cotton stapled to the top and bottom inner surfaces of the box will prevent movement of the charred
document.

2-277. Charred documents that are relatively flat may be placed between two panes of glass that are then
taped together. Charred documents should be sent to the laboratory by courier. This will reduce unneeded
handling and mitigate the risk of destruction. In some cases, the laboratory examiner may be asked to come
to the location of the document. If both of these two preferred methods are impractical, careful packaging is
required to reduce the risk that the evidence is destroyed. Coordination with the USACIL is recommended
to obtain specific packaging guidance.

Computer Printer Document Examinations

2-278. Most types of modern computer printers are simple and reliable devices that are less likely than
typewriters to place individual characteristics on the documents they produce. However, individual
characteristics may be present, so consider obtaining known documents from suspect printers and
submitting them for examination. High-quality printers and copiers used in business applications are more
likely to embed data on printed pages. Some high-quality color printers and copiers steganographically
embed their identification code into the printed pages. This is may appear as a series of fine and almost
invisible patterns of yellow dots. Coordinate with the Questioned Document Division of the USACIL
before submitting the printer for examination.

Ink Examinations

2-279. The Questioned Document Division of the USACIL is equipped to do nondestructive examinations
of inks including infrared, infrared luminescence, UV, and other nonchemical examinations. These
examinations are usually performed for the purpose of detecting alterations, deciphering obliterations, or
determining that entries were made in different inks.

2-280. Nondestructive ink examinations are conducted to detect a difference between inks.
Nondestructive examinations are limited to findings that the inks are different or that no difference was
detected between the two inks. A finding that no difference was detected does not conclusively mean that
the inks are the same; it simply means that examiners could not detect any differences. Destructive ink
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examinations are currently conducted by the U. S. Secret Service. The optimum potential finding by
destructive examination is that no differences exist between two inks.

Latent Print Examinations

2-281. A latent print examination on questioned document evidence should be considered when
documents are submitted for other examinations. Latent prints on paper are relatively permanent. Using
gloves or forceps while handling these documents and placing them into an envelope is typically sufficient
to protect latent prints on questioned documents.

2-282. When both questioned document and latent print examinations are to be done, the questioned
document examination is done first, and the document is protected for the latent print examination. Latent
print examinations on paper normally degrade the document in a manner that would hamper a subsequent
questioned document examination.

Paper Examinations

2-283. Paper can be examined to determine its physical characteristics. Pieces of paper can be compared
to determine whether they are different or whether no difference can be found. Some characteristics found
in some papers, such as watermarks, may help determine the source of the paper or even when it was
produced.

2-284. A paper examination, along with other evidence, may be useful if you suspect that the paper used
for a docu