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Views from the Top - Comments From the JIOWC Director

elcome to the December 2010 issue of 10 Sphere

Journal. I would like to say congratulations to all

the Information Operations professionals across
the globe who worked to make 2010 an extremely successful
year for 10. No doubt, 2011 will be just as important to the
profession of Information Operations and set the stage for
even greater change and challenges in the future. Those
challenges will most certainly be met and in the end make
IO better, stronger, and even more critical to the profession
of warfighting.

This issue of IO Sphere is titled “IO in the Fight.” At the Joint
Information Operations Warfare Center (JIOWC) we believe
that IO is always in the fight. From the beginning of planning
through the completion of any operation 10 must be planned
for, resourced, executed, assessed, and evaluated the same as
all other aspects of military operations. In the age of lightning
speed communication and an ever connected and wired world,
the need for well-planned and executed 1O is more important
than ever. From the tactical to the strategic, IO is and will
remain “In the Fight.”

As a supporting IO organization, the JIOWC has remained
engaged in operations around the globe in support of various
warfighters.

The JIOWC remains focused on the warfighter. Currently,
the JIOWC team is helping counter Taliban propaganda in
Afghanistan that was focused on recruiting Afghan children
as suicide bombers. The success of the counter propaganda
effort was featured in international news outlets. In addition,
there is tremendous work being undertaken in the JIOWC
Electronic Warfare Directorate (EWD). Current efforts include
multiple endeavors focused on different aspects of EW. The
Electromagnetic Battlespace Management Project includes
EW experts in the military, academia, and industry and is
focused on normalizing Joint Electromagnetic Operations.

Additionally, the EWD is participating in a full accreditation
program for a National Electromagnetic Opposing Force or
OPFOR program (NEOP) with the objective of providing
realistic electromagnetic environment training for the
warfighter. This effort is integrated with several key service
and joint organizations and units and will have generational
benefits to EW warriors and their supported commanders. There
are very few organizations that are more focused on being “In
The Fight” than the IOWC EWD.

The JIOWC Operations Security (OPSEC) Directorate is
likely one of the busiest organizations in the DOD. They have
been involved in enhancing OPSEC in both US and allied
organizations. Over the past year the OPSEC Directorate has
trained 932 OPSEC program managers, supported 10 separate
Combatant Commanders and provided support in 6 countries
in the War on Terror. They are on the frontlines and completely
“In the Fight.”

Across the IO community, there were great efforts in 2010 and
it is almost certain that 2011 will match or pass the great work
completed in 2010. U.S. and Allied Information Operations
professionals in all aspects of national and international security
are in the fight at all levels of conflict from the tactical to the
strategic. Adversaries of freedom and international security
are also fighting in the information domain. The 21st century
is the century of information. We are unique as information
warfighters in the age of information. The successful application
of the military element of national power for strategic interest
and international security depends on the 1O community being
better than our adversaries. We have always been up to that
task and will be there in the future. Therefore, 10 is and will
remain “In the Fight.”

Have a great 2011! @

77244/ ﬂ»ém/

Mark H. Johnson, SES
Director, JIOWC
Department of Defense

Mr. Mark H. Johnson, a member of the Senior
Executive Service, is the Director of the Joint Information
Operations Warfare Center, Lackland Air Force Base,Texas.
Subordinate to the US Strategic Command, the Joint
Information Operations Warfare Center is the lead component
for Information Operations and Strategic Communication in
support of US national security objectives. The Command’s
420 personnel support the development of global effects and
provide I0/SC planning in support of USSTRATCOM mission
areas of strategic deterrence, space, and cyberspace operations.
Mr. Johnson served in the US Army from May 1979 to June
2008, achieving the rank of Colonel. Prior to his active duty
retirement, Mr. Johnson was the Deputy Commander, Joint
Information Operations Warfare Center. He is a master
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The Battle of Narratives-A Proposal
By
Mr. David SadowskKi

Editor’s Note: Mr. Sadowski’s views on strategic
communication are very important to the current battle
of perceptions in the hyper-media connected world. His
contribution to 10 Sphere is greatly appreciated.

is exploring the topic of narratives at the instigation of

former US Speaker of the House Newt Gingrich, who
had raised this issue with General James Mattis, USMC, at
a recent Transformation Advisory Group session. Speaker
Gingrich’s intent was to bring a greater coherence to DoD
communication efforts, a theme recently echoed by ADM
Mike Mullen, Chairman of the Joint Chiefs of Staff. What we
are hoping for is to stimulate discussion on the utility of this
concept as an overarching strategy that guides the efforts of
Joint IO, Public Affairs, Public Diplomacy, and engagement
plans. A major contributor to this effort was Dr. Steven Corman,
Director of the Consortium for Strategic Communication at
Arizona State University, and we invite you to view their work
at http://comops.org.

The Joint Futures Group at U.S. Joint Forces Command

The underlying assumption of the Battle of Narratives is that
words, images, and symbols affect politics and society. For
example, the 13 Colonies’ Declaration of Independence from
Great Britain was not just words written on paper, but words
that influenced the way people thought and the way people
fought. In just the same way, a YouTube video or dissemination
of'a compromising picture can wield disproportionate influence
over a susceptible population; the pictures of Abu Ghraib
are perhaps the preeminent example of how images may be
incorporated into narratives which in turn have a profound
impact on U.S. strategy and goals.

The possibility that such an operating context might exist —
what we term the Battle of Narratives — has gained increasing
currency in 2010, propelled primarily by our experiences in
the Iraq and Afghanistan theaters of operation. Of concern to a
joint force commander is how to understand the nature of this
space (what are the other’s and our own goals and supporting
stories), what capabilities are needed to engage offensively and
defensively in this space, and who or what can be affected by
these capabilities. All of this must be encapsulated in a coherent
mission analysis and operational plan. To create this operational
plan, one must first understand the Battle of Narratives in
detail. This means understanding: what engaging in the Battle
of Narratives accomplishes; what functioning effectively
in the Battle of Narratives operating space entails; and why
identifying the leaders and decision makers (be they political
or tribal) against whom the Battle of Narratives is waged is
fundamental to success. In essence, the Battle of Narratives
provides the context from which we derive our strategy for
operating in the cognitive dimension.

Within the context of this article, a narrative is a system of
stories that is pertinent to the audience and the times, contains
a reason or motive to take certain actions or adopt certain
positions, has a goal or end state, and is enduring over time
and space. When stories are told or visually presented to

Mahmoud Ahmadinejad
Source: woldpress.com

A ‘Battle of Narratives’ is an extended contest, struggle or
controversy fought through the telling of interlinked stories.
The contest is marked by efforts by competing nations,
entities, or ideologies to frame the context of a conflict in a
manner that influences key audiences to provide moral and
material support for their actions and political objectives.

achieve political objectives, a new operating space emerges
where the competition may be less about coercion through
violence, where the competitors are both state and non-state
actors, and where the result is the perception of a cognitive
victory or defeat over the opposing narrative. The dominance
of a particular narrative then has real impact on the politics and
people surrounding a crisis or conflict.

A central question, though, is “why have a concept that
describes narratives at all?” One point of view is that having
an overarching communication and engagement strategy for an
operation is a necessity; it represents how we will use words,
actions, and images to affect cognition. It is the way we use
information to underpin our success. The Battle of Narratives /
communication strategy can also provide guidance for activities
in the physical domains that are intended to have effects in
the cognitive dimension. In addition, when the competition
reaches its culmination, what we have said, shown and done
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will clearly establish why we’re right and
truthful... and why the adversary is both
wrong and a liar.

To execute the Battle of Narratives, Joint
Public Affairs Operations, Information
Operations, Public Diplomacy, and the
key leader engagement plan derive their
context and receive guidance from the
communication and engagement strategy.
They then become the tools for organizing,
executing, and monitoring the Battle of
Narratives / communication strategy.
Their activities must be nested within
that strategy, and the communication
and engagement strategy must in turn
be nested within the commander’s
campaign plan. The first role of the
Battle of Narratives is to provide a
worldview and analytic framework for
the joint intelligence preparation of the
operational environment (JIPOE) and
the mission analysis (MA) portion of
the Joint Operation Planning Process.
Traditionally, the JIPOE and MA
frameworks focus on understanding
an adversary’s physical order of battle,
meaning the weapons of war available
to conduct lethal operations. Lethal
operations usually occur during phases
two and three of the implementation of
a commander’s plan. In the other phases
though, the focal point is the population.
Moreover, what the population thinks,
says and how it acts is more important
than how many tanks and airplanes
they have. In the non-combat phases
of an operation, there will primarily be

a struggle of ideas expressed through
images and words, reinforced through
force presence and posture. These ideas
are employed actively and passively
based on a society’s or a movement’s
strategic goals; those goals can best be
found in the narratives they tell to both
influence the fence sitters among them
and deter their adversaries. An illustrative
example of the complexity of the Battle
of Narratives is the ongoing war of ideas
between Venezuela, Columbia, Cuba,
Bolivia, and the United States over the
relative merits of global capitalism and
the socialist “Bolivarian revolution.”
Each of the actors, as well as important
onlookers (such as Brazil) have differing
goals, objectives, and frames of reference
at play.

Another potential area for furthering
our understanding of others may be
found in that of a “common (cognitive)
understanding” as reflected in religious
or philosophical beliefs. Although not
widely considered a common space
and little researched, the concept of a
common understanding, or a “human
commons,” as reflected in religion has
become of national security interest
because of attempts of al Qaeda, the
Taliban, and other violent non-state
actors and movements to control the
“commons” of religious belief for the
purposes of armed conflict. The struggle
for the “human commons” therefore
becomes part of the national security
threat faced by the United States.

What we mean by a “human commons”
is a cognitive commons in which all
humans share a basic understanding of
such concepts as the sanctity of life,
respect for family, and, to some degree,
the ownership of personal property. These
concepts appear present in all human
societies. No known human society
sanctions wanton destruction of its own
people. Common moral proscription
includes murder, rape, and theft. These
are crimes in all societies and cultures,
even in those in which certain portions
of the population commit all three.
Historically, these moral proscriptions
originate from religion rather than
rational thought alone. Justice for such
crimes is also a common attribute,
stemming from an innate human desire
for revenge, which is tempered in some,
but not all, religions, philosophies, and
cultures. Development of “just war
theory” and its non-Western equivalents
has been a psychological necessity in
order to justify the killing of an enemy
in wartime, which would be proscribed
under other circumstances.!

In considering the “human commons”
concept, we initially examined the global
media as a common space. U.S. policy
assumes that strategic communication
should be directed at print, broadcast and
internet media. This makes considerable
sense since the will of Western societies
has become the center of gravity for
modern war. Strategic communication
may be an effective tool in trying to gain

US Secretary of Defense Robert Gates and Chairman of the Joint Chiefs of Staff Admiral Michael Mullen
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or maintain public support in allied or partner nations. But this
creates a significant dilemma, since freedom of expression is a
centerpiece of American style democracy, and any action that
smacks of governmental manipulation or control of the news
is widely condemned. Since such is not true in authoritarian /
dictatorial states where manipulation is a primary function of
the ruling party, democracies enter the contest to protect their
center of gravity with a severe disadvantage.

However, there are many societies in which the Battle of
Narratives is conducted, such as Afghanistan, that do not
necessarily have exposure to global media. In effective
dictatorial states that can prevent exposure to the global media
by a majority of its citizens—ranging from Chinese censorship
of criticism and channeling of protest, to North Korean total
isolation—the Battle of Narratives is largely already over and
won, no matter what is reported in global media.? Therefore,
it would appear that global media is a common only within the
Western world of liberal democracies. Looking out to the near
future, technology will soon allow one to manipulate any and
all images and video, leading the people who are consuming
the narrative to have to wonder, “What is reality?” or “Who
do I believe?” Put another way, the question may not be “will
there be information narratives out there?” but “who and what
can the world believe?”

A narrative-based analysis should then lead to development of
planning guidance for all of the elements deployed to execute
the communication and engagement strategy. There are four
areas that must be understood in order to correctly develop the

Images are a Critical Component of the Communications Process

Source: Author

context of the narrative and planning guidance:?

* How does your adversary naturalize his objectives; that
is, how does he frame and explain his ideology and make
his ideas seem fixed and natural to members of a culture?
An example is the tradition of the Gilzai warriors in
Afghan culture, and how the Taliban uses that tradition
to legitimize themselves as the historical defenders of
Afghan society and culture, while simultaneously de-
legitimizing the Karzai government and foreign forces.

* An adversary’s ideology will always have
inconsistencies, so analysts must discover how they
obscure those inconsistencies in order to smooth their
narrative. A prime example is Al Qaeda’s obscuration
of Koranic prohibitions on the killing of innocents,
especially fellow Muslims. Al Qaeda goes to extensive
lengths to obscure their failings, and this is probably the
one issue non-supporters take them to task for the most.

* Structuring the narrative gives it form and substance.
Structuring favors the way of doing things and
perpetuates a narrative (ideology) within a society or
culture. The JIPOE must describe this structure in order
to identify its weak points.

*» Universalizing presents the interests of a privileged
group as the interests of everybody. In the United
States CEOs of major corporations make 380 times the
average wage of those working in those corporations,
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but there’s little to no objection to this in society because
it’s considered a necessary thing to fuel our economy.
It’s also an aspirational goal of every worker to be able
to make that kind of money — you can’t condemn what
you secretly desire.

is very important.

* We also desire the “others” to view U.S. actions as
legitimate and acceptable to them. Our narrative in this
contest of words has to express our goals and intentions

as they relate to their goals and intentions, not, “we think
you’d be much happier if you became more like us,”
which is also known as imperialist propaganda.

All of these efforts should feed into a narrative centric
campaign design (the communication strategy), created with
the interagency and, where possible, host nations and Allies.
* Wherever possible, our strategy must push at their
ideological functions.

— Challenge their assumptions, beliefs and meanings.

A properly constructed communication and engagement
strategy should ensure the following:*

» Central to our success in this domain is to appreciate
that our strategy must be about their narrative and not
only about “selling” our ideology to the target audience.
Although we are partial to our own narratives, and
reinforcing our narrative may be useful in building
support among culturally-similar countries or other
partners, we must work within the context of an
adversary’s narrative structure to influence, alter,
manipulate, or confound them from within.

* It’s preferable for an audience to adopt a narrative
based on their goals that are also acceptable to the wider
world. Put another way, the intent is for the “others”
to adopt a narrative (goal) that is agreeable to regional
partners and neighbors, and the U.S. and her allies.
For example, Islamic societies striving for the “jihad”
of perpetual self improvement and piety before God
is preferable to those societies adopting the Salafist
“jihad” of annihilating all Jews, Christians and other
non-believers.

* Be original in describing the adversary. Stereotyping is
of no help in this type of analysis; cultural understanding

— Target their contradictions.
— Engage key leaders and groups.
— Breach their structures.

* Incorporate the five characteristics of an effective
narrative in the strategy and ask the following question.
Is the narrative consistent, credible, persuasive,
persistent, and pervasive (C2P3)?

* In cases involving insurgency, the strategy must be
designed to help build the perception of legitimacy
between a civil population and the national government.

* Finally, our strategy must provide the necessary
guidance to avoid handing our adversaries stories that
validate the bad things they are saying about us, or
giving them new bad things to say about us.

» The actions of the joint force at the tactical level
should reflect national strategic themes and messages.
There must be constancy of actions and message from
the President of the United States to the soldier’s words
and actions on the streets and throughout the countryside
of a host nation.

T

The Communication Bridge
Source: Author



Other considerations related to campaign design and execution
are:

* Adopt a posture of strategic “listening.” This activity
is continuous and is focused on determining what their
stories are, and the concepts and narratives that drive
behavior. Ask the question what are the other guy’s
“talking points” and how do we use them in our own
planning?

In addition the following questions must be asked and answered.

* What is the overarching narrative that defines and
legitimizes U.S. operations and engagement overseas?
Do we have a “positive” narrative? Does our narrative
support their aspirations and our national interests at
the same time? What are the limits of “narrative” in our
pursuit of national interest? “We are one of many.” Is it
better for the U.S. forces to follow than to lead?

* Narrative construction and maintenance is going on all
the time, and over extended periods. Strategic patience
and persistence is key.

e Define success for the DoD, and for the overall
“comprehensive approach.” Decide on your indicators,
but don’t overwhelm yourself (and the intelligence
community) with too many.

* Be counterintuitive. Contrary to intelligence training,
sometimes seeing adversaries recruiting at gunpoint is
a “good” sign — that is, a sign that their narratives are
not motivating the target audience.

To recap, the purpose of competing in a Battle of Narratives
is to diminish adherence to one narrative and foster adoption
of an alternative narrative, which is compatible with the goals,
and objectives of the United States and its allies. Competing
effectively will require us to rethink how we gather and

synthesize the information we need to properly prepare to
engage in the cognitive dimension. In this competition, the
field of battle consists of global and local media environments,
cyberspace, and human social networks. The weapons are
stories, ideas, themes, and memes, delivered in weaponized
form through television, radio, weblogs, message boards,
books, and pamphlets. The objective is the minds of a targeted
population. Effective competition in this arena will also require
recognition that in the Battle of Narratives, the length of the
battle is likely measured in decades and we must be prepared
to endure, or face the consequences of our failure to endure.

Footnotes:

1. A vigorous defense of the just war concept was made by President
Barack Obama in his acceptance speech for the Nobel Peace Prize.
See Remarks by the President at the Acceptance of the Nobel Peace
Prize, Oslo City Hall, Oslo, Norway, December 10, 2009, at http://
www.whitehouse.gov/the-press-office/remarks-president-acceptance-
nobel-peace-prize. Perhaps the most thorough recent discussion of
just war theory is Michael Walzer, Just and Unjust Wars: A Moral
Argument with Historical Illustrations, 4th. ed (New York: Basic
Books, 1977, 2006).

2. The question remains as to whether “Battle of Narratives” has a
much greater effect on Western societies with their greater access to
multiple sources of information, but with democratic governments
that are much more greatly influenced by this information, or whether
““victory” over the narrative can have even a more profound effect
when it occurs in the dominant channel or an information starved
society.

3. Briefing to USJFCOM Seminar on Battle of Narratives, given by Dr
Steven Corman, Consortium for Strategic Communication, Arizona
State University, given September 15, 2009.
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4. Briefing to USJFCOM Seminar on Battle of Narratives, given by Dr
Steven Corman, Consortium for Strategic Communication, Arizona
State University, given September 15, 2009. Essential Unity of Warfare,
which can be found at http://smallwarsjournal.com/blog/2010/01/

beyond-the-hybrid-threat-asser/ See the work of the JFG at https:// UNITED STATE S
us.jfcom.mil/sites/J5/j59/default.aspx. JOINT FORCE S
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Pakistan as the Key to Afghanistan’s Stability
by

Mr. Gary R. Hanson

Editor’s Note: Mr. Hanson’s topic selection for this article
is not only relevent to the current conduct of operations in
Afghanistan, but also to the importance of 1O in that critical part
of the world at a critical time in what is becoming one of the
United State’s longest wars. This is a perfect article to illistrate
“IO in the Fight” and that IO is often the center of the fight.

and the U.S. has adopted a strategy that relies on the

diplomatic, economic and information instruments of
national power as the primary tools to achieve U.S. security
goals in Pakistan. The U.S. Department of State will lead
the implementation of a strategy that focuses on developing
partnerships with the Pakistani people, government, military
and civic institutions. Carefully orchestrated and synchronized
defense support to public diplomacy (DSPD) and strategic
communication! could play an important role in achieving long-
term U.S. security goals in Pakistan. The U.S. may conduct
counterterrorism operations to meet obligations to secure the
U.S. homeland. However, these operations are not included in
the aforementioned strategy and are not discussed here.

Pakistan is critically important for regional stability

This article explains why Pakistan is important to U.S. security
along with a discussion of the relevant parts of the Afghanistan

and Pakistan Regional Stabilization Strategy. Next is a brief
review of the situation we face in Pakistan with the population,
government, and military. Finally, there is a discussion of
feasible DSPD and strategic communication applications to
support the U.S. strategic partnership with Pakistan.

Why Pakistan is important to the United States

The administration’s Afghanistan and Pakistan Regional
Stabilization strategy was developed because the security of the
United States and the safety of the American people are what’s
at stake in Afghanistan and Pakistan. The administration views
the threats posed by violent extremist organizations (VEO) in
Afghanistan and Pakistan as interrelated. The strategic end
state for the region is to dismantle and defeat al-Qaeda in
Afghanistan and Pakistan, and to prevent its capacity to threaten
America and our allies in the future. VEOs enjoy safe haven in
Pakistan where they plan and conduct attacks against the U.S.
homeland, the International Security Assistance Force (ISAF),
and the people of Afghanistan and Pakistan.> The U.S. National
Security Adviser, Retired General James Jones underlineds the
critical importance of Pakistan security when he said the “risk
of instability in a nuclear-armed Pakistan at a time when al-

US Military Information Support Operations in Afghanistan

Source: defenseimagery.mil
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Qaida seeks nuclear weapons or weapons
of mass destruction and would use them
is not acceptable.”

There are three main elements to the
Afghanistan and Pakistan Regional
Stability Strategy. First, pursue a
comprehensive counterinsurgency
(COIN) campaign in Afghanistan that
focuses on protecting the population
and building the capacity of Afghanistan
security forces. The second element is a
surge focusing on civilian development,
governance, and humanitarian assistance
so the government of Afghanistan can
take advantage of improved security
resulting from the COIN campaign.
Third, initiate an effective partnership
with Pakistan to strengthen Pakistan’s
capacity to target VEOs that pose a threat
to the region and U.S. interests.* This
article focuses on the Pakistan portion
of the strategy.

Details of the Pakistan Elements
of the Strategy

There are three main objectives to
the whole-of-government approach
to developing a new partnership with
Pakistan. The first objective is to address
immediate energy, water, and related
economic crises, thereby deepening our
partnership with the Pakistani people and
decreasing the appeal of extremists. The
second objective is to support broader
economic and political reforms that are
necessary to put Pakistan on a path towards
sustainable job creation and economic
growth, which is necessary for long-term
Pakistani stability and progress. The final
objective is to help Pakistan build on its
success against militants by eliminating
extremist sanctuaries that threaten
Pakistan, Afghanistan, the region, and
people around the world.® The supporting
initiatives to the three main objectives
are (1) security assistance to support
Pakistan’s COIN campaign against
VEOs, (2) communications programs to
empower Pakistani’s to discredit VEOs,
(3) strengthened U.S.-Pakistan people-
to-people ties, and (4) enhanced bilateral
government-to-government dialogue.’

The Enhanced Partnership with Pakistan
Act (EPPA) of 2009 contains the majority
of programmed resources for the
implementation of the Pakistan strategy.
The EPPA of 2009 provides a five year,
$7.5 billion foreign assistance program
($1.5 billion annually) that focuses

“Rather than locking in a level of such aid (security assistance) which
might not be in line with raﬂldly changing Pakistani capabilities and

commitments, the bill leaves t
a year-by-year basis.” *°

on programs that benefit the people of
Pakistan and triples the current level
of foreign assistance to Pakistan. The
EPPA of 2009 improves the Government
of Pakistan’s capacity to address the
country’s most critical infrastructure
needs by investing $3.5 billion in high-
impact, high-visibility infrastructure
programs. The legislation helps the
Pakistan government address basic
needs and provides improved economic
opportunities in areas most vulnerable to
extremism by investing $2.0 billion on
focused humanitarian and social services.
Major components include funding
for post-crisis humanitarian assistance
($500 million) and increased access to
quality education and health services
($1.5 billion). The last major component
of the EPPA of 2009 is designed to
strengthen Pakistan’s capacity to pursue
economic and political reforms that
reinforce stability through government
capacity development programs. This
includes $1.0 billion for improved
national and local governance and $1.0
billion for improved security and legal
Institutions.®®

In breaking with past U.S. practices,
development assistance is now the
primary source of assistance to Pakistan,
relegating military assistance to a
secondary role. Security assistance
programs are funded year-by-year based
on a series of conditions that determine
if Pakistan security forces are 1) making
a concerted effort to prevent VEOs from
operating within Pakistan, 2) denying
sanctuary to VEOs to launch attacks
outside of Pakistan, and 3) are not
materially interfering with the political
or judicial processes in Pakistan."!

While security assistance is not the
primary focus, the U.S. plans substantial
investments to help Pakistan security
forces wage a COIN campaign against
VEOs. The security assistance program
includes training and equipping civilian
law enforcement, the North West Frontier
Province security forces, and the Pakistani
Military. Funding also includes Coalition
Support Funds (CSF) to reimburse
Pakistan for expenses incurred supporting
U.S. and ISAF in Operation Enduring

“For instance, six out of every ten Pakistanis who have a favorable view
toward bin Laden and al-Qaeda said their opinion of America would
significantly improve if the United States increased educational, medical
and humanitarian aid to Pakistan, as well as the number of visas available
to Pakistanis to work or study in the United States.” ®
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e level of security aid to be determined on

Freedom. For FY2010, excluding CSF,
security assistance to Pakistan amounts
to $1.155 billion."?

Countering extremist propaganda is a
critical pillar of the Afghanistan and
Pakistan Regional Stabilization Strategy
that includes the following initiatives:
expand U.S. media outreach, alter
misperceptions about U.S. policy, build
communications capacity to link the
government and people of Pakistan, and
empower indigenous voices to counter
extremist propaganda.'

Strengthening U.S. and Pakistani people-
to-people ties is another avenue to expand
relationships that go beyond traditional
government and military contacts.
Methods to achieve this objective include
programs to increase direct person-
to-person contact, aggressive public
diplomacy highlighting programs directly
addressing the needs of the Pakistani
people, and expanded relationships with
Pakistani civil society organizations.'

The final element of the strategy is the
Strategic Dialogue convened at the
foreign minister level that will manage
all facets of the enhanced partnership
with Pakistan.

Pakistani Public Perceptions

“Pakistanis appear to be more distrustful
of the United States than they are of
al Qaeda. Indeed, about 80 percent of
Pakistanis recently polled said that al
Qaeda’s principle aim is standing up to
the United States, and 57 percent support
that goal. In that same survey, more than
52 percent blamed the United States
for the violence wracking the country,
compared to 15 percent who blamed
various militant groups.” 1

The Pakistani public is anti-American for
a litany of reasons. There is a pervasive
view in the Muslim world that the U.S.
is at war with or hostile towards Islam
and “does not respect their views, values,
identity and the right to determine their
own affairs.”'®!7 Pakistanis greatly
dislike U.S. foreign policy due to
support for Israel and “failure to secure
a Palestinian state,”'® “cultivating India
as a robust strategic partner,”" and the
U.S. led wars in Afghanistan and Iraq.

Pakistani’s also view the U.S. commitment
to democracy with suspicion because
of past support to Pakistani military
dictators ul Haq and Mussaraf, leading
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Pakistani’s to conclude that democracy is only convenient when
it fits with the security goals of the US. Bolstering this view
is the fact that the majority of U.S. assistance to Pakistan goes
to its military complex, strengthening the military’s role in the
state to the detriment of civil institutions.?!

Other grievances include U.S. decisions to cut off arms sales
to India and Pakistan during their wars in 1965 and 1971,
and the U.S. position during the 1999 Kargil crisis that was
seen as favoring India.?> Additionally, Pakistani’s believe the
U.S. abandoned the region after the Soviet withdrawal from
Afghanistan, leaving Pakistan to deal with a web of VEOs
and drug trafficking networks.” One of the most strongly held
viewpoints is that past nuclear and weapons sanctions were
unfair to Pakistan and were only imposed when Pakistan was
no longer needed to defeat the Soviets in Afghanistan.?

Several recent issues negatively affect U.S.-Pakistan relations.
Opinion surveys from 2008 and 2009 show extremely low
support for unilateral U.S. military action inside Pakistan while
Pakistanis express a strong preference for negotiated resolutions
with VEOs as an alternative to military strikes. It is important
to understand that increased attacks on VEOs drive increases
in negative attitudes of U.S. policies.®

Pakistan Civilian Government and Military Leaders

Pakistan’s civilian government and military leaders view their
security situation differently than does the U.S. Pakistan’s
“archenemy” is India and their security competition is fueled
by the dispute over Kashmir and Pakistan’s relative weakness
in military and economic power compared to India.?® %’
Consequently, Pakistan is not motivated to transform from a
conventional military focused on India into a military force
calibrated to fight a counterinsurgency against VEOs. In
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contrast, the U.S. sees VEOs as the as the primary threat to
Pakistan’s security.?®

Pakistan is acutely concerned about their security situation in
South Asia should the U.S. withdraw from the region, fearing
arepeat of the U.S. abandonment that occurred after the Soviet
Union withdrew from Afghanistan. Pakistan insists on retaining
Afghanistan in their sphere of influence and views Afghanistan
as strategically important in their security competition with
India. Consequently, Pakistan views with great suspicion all
of India’s activities in Afghanistan.*-3°

Pakistan appears to be unwilling to completely jettison support
for militant groups organized as part of their security policy in
Kashmir, India and Afghanistan, 3! 3? Pakistan demonstrated
they will act against VEOs that are a direct threat to the Pakistani
government.>* At the same time the U.S. is convinced that
Pakistan is tolerant of some Pakistani-based VEOs that conduct
attacks in Afghanistan.’* A major policy disagreement between
Pakistan and the U.S. is the use of VEOs to further its security
goals in Afghanistan, India and Kashmir.*

Information Operation Application and Strategic
Communication Example

The recommendation below examines an area where DSPD
could feasibly support the U.S. partnership with Pakistan that
account for elements of the strategy that need to be implemented
while accounting for the hurdles we face with the Pakistani
public, government and military leaders. Also highlighted
is effective strategic communication by senior U.S. official
supporting the U.S. strategy for Pakistan.

Implementation of the Afghanistan and Pakistan Regional
Stabilization Strategy suggests a web-based information source
as a key program to support U.S. goals in Pakistan. DSPD
may be the best alternative to operating and managing such
a web-based information repository in support of whole-of-
government objectives in Pakistan.

To review, key elements of the Afghanistan and Pakistan
Regional Stabilization Strategy include a new communications
effort to serve as a credible source for journalists, respond
more quickly to misinformation and work aggressively to
alter misperceptions regarding U.S. policy. A method to
achieve these objectives would be for the U.S. to develop and
maintain a web-based information repository that contains
comprehensive information about U.S. assistance programs
including current progress as well as a forthright discussion of
any problems. To be credible this information source must be
timely, accurate, and contain complete information to bolster
support for development assistance programs. The primary
external audiences are the vibrant Pakistani press, scholars,
civil society, aid organizations, and the people of Pakistan.
Ubiquitous access to a rich and accurate web-based information
source will help build trust directly with the people of Pakistan
as well as within the media and civil society.

This web-based information source will also be an effective
tool for discrediting misinformation about assistance programs
by supplying U.S. officials with up-to-date information when
interacting with Pakistani officials, the public, and the media.
The Pakistani media will also have access for use in their
reporting, as will scholars and researchers. Finally, individual
Pakistani’s can use the information to learn the truth about
U.S. programs and draw informed conclusions about U.S.
commitment and intentions.

The U.S. must not be shy about taking credit for Pakistan
assistance programs and must clearly explain the benefit to
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people and the long-term improvements
to the economy, infrastructure, and civil
society institutions. Simultaneously,
essential contributions by Pakistani
government and civil society
organizations must be highlighted and
amplified to build indigenous institutional

credibility.

Pakistani’s are asking precisely for the
types of whole-of-government assistance
embodied in the Afghanistan and Pakistan
Regional Stabilization Strategy and
opinion polls indicate the public view of
the U.S. will significantly improve while
popularity of VEOs will likely deteriorate
when these programs are implemented.
Shifts in public sentiment will result from
the assistance programs showing respect
for the views of the people in addition to
their direct benefits.

It is imperative the U.S. undertake a
concerted effort to ensure Pakistani’s
understand U.S. programs and work
diligently to keep them abreast of
progress and a web-based information
source is the ideal vehicle for that. Based
on past success with similar endeavors,
information operations professionals,
fulfilling a DSPD role, have demonstrated
the ability to successfully implement this
vital element of the strategy.’’

Strategic Communication

“America will remain a strong supporter
of Pakistan’s security and prosperity
long after the guns have fallen silent,
so that the great potential of its people
can be unleashed.” President Obama,
December 1, 2009.

President Obama, Secretary Gates, and
Secretary Clinton are demonstrating
how strategic communication should be
practiced. All officials involved with the
U.S. strategic partnership with Pakistan
require the same level of discipline and
excellence. The most senior leaders in
the U.S. government are effectively
communicating the purpose, goals, and
programs in the Afghanistan and Pakistan
Regional Stabilization Strategy.

President Obama, Secretary Gates, and
Secretary Clinton are demonstrating
how strategic communication should be
practiced. All officials involved with the
U.S. strategic partnership with Pakistan
require the same level of discipline and
excellence. The most senior leaders in
the U.S. government are effectively
communicating the purpose, goals, and
programs in the Afghanistan and Pakistan
Regional Stabilization Strategy.

W,

E

President Obama eloquently framed the
future U.S.-Pakistan partnership in his 1
December 2009 speech at West Point. The
Administration reinforced the President’s
policy by publishing the Afghanistan and
Pakistan Regional Stabilization Strategy
and the Pakistan Assistance Strategy that
included information on the programs
and resources. A key program is the
U.S.-Pakistan Strategic Dialogue at the
foreign minister level, convened on 24
March 2010, which demonstrates U.S.
commitment to a strategic partnership
with Pakistan. These actions signal to
Pakistan the importance of the bilateral
relationship and the leadership role the
U.S. State Department has managing
the of whole-of-government partnership.

U.S. development assistance officials
collaborated closely with Pakistani
government counterparts to identify and
prioritize assistance programs. More
importantly, development assistance
programs will be primarily implemented
through Pakistan government institutions,
non-government organization, and
private sector companies that meet
capacity, accountability, and transparency
standards. While many entrenched
Pakistani institutions may not appreciate
the transparency and accountability
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called for, the Pakistani people will appreciate such oversight
as necessary to improving and transforming Pakistan intuitions.
The structure and delivery of development assistance programs
clearly demonstrate a whole-of-government approach of
developing indigenous sustainable capacity to improve the
lives of Pakistanis.*®

The Afghanistan and Pakistan Regional Stabilization Strategy
and the long-term funding in the EPPA of 2009 place the
needs of the Pakistani people and civil institutions ahead of
the security services. These types of development assistance
programs are what the Pakistani people desire. Past U.S.
assistance programs focused on the Pakistani Army and other
security institutions, often at the expense of civil institutions
and development assistance programs. The structure of these
programs communicates the U.S. commitment to bettering the
lives of everyday Pakistani’s.

As the U.S. implements a new strategic partnership with
Pakistan, Secretary Gates played a key role by communicating
U.S. expectations and the importance of Pakistan to regional
security. While military assistance is not the primary focus of
our new partnership with Pakistan, there is recognition that
security is not achievable without appropriate levels of security
assistance. When Secretary Gates visited Pakistan in January
2010, he was steadfast in communicating the U.S. position that
all VEOs are a threat to the security of all nations. The Secretary
enhanced U.S. credibility when he apologized for past actions
and policies that saw the U.S. abandon the region after the
Soviet Union withdrew from Afghanistan. He dealt head-on
with conspiracy theories that abound in Pakistan and clearly
stated that the U.S. does not covet Pakistani territory nor is the
U.S. intent on seizing their nuclear weapons arsenal. Secretary
Gates and other administration officials complimented Pakistan
on the actions they have taken against VEOs while recognizing
their significant sacrifices.* He made important announcements

during his official visit that fulfill some of Pakistan’s request
for remotely piloted surveillance aircraft and precision guided
munitions for piloted aircraft.*> ' While these inducements
do not meet all Pakistan’s request for armed remotely piloted
aircraft and timely reimbursement of Coalition Support Funds,
these programs clearly demonstrate an increased level of trust
and commitment.*

Since the roll out of the Pakistan strateg