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On December 10, 2008, a white paper entitled Whole of Nation Global Engagement:
Confronting Irregular Challenges in the 21st Century was published based on findings and
outcomes from a conference sponsored by the McCormick Foundation at Cantigny Park in
Wheaton, lllinois on November 12-13, 2008. The Whole of Nation Global Engagement
conference punctuated an ongoing series of events and activities associated with
innovative approaches to Irregular Warfare/Irregular Challenges (IW/IC), and provided an
initial solution to the question “How do you mobilize the ‘Whole of Nation’ to a particular
cause?”

To date, the Whole of Nation (WoN) framework has gained momentum and significantly
augments current Whole of Government synchronization efforts by US Government
entities, such as the Department of Defense (DOD), Intelligence Community (IC),
Department of State (DOS) and Department of Homeland Security (DHS), through
additional private and public sector collaborative efforts and solutions to confront the
complex challenges of Irregular Warfare. While the WoN concept was being revised and
applied to problem solving and solution development methodologies to address specific
instances of use, reality emerged for the same practical application across larger global
threats concerning world issues, global health problems, security, and international social
and economic community challenges. Some of the multi-dimensional world issues
identified were so complex and interlinked, resource intensive, and/or potentially able to
impact others at such magnitude that an expanded approach was engineered to leverage
the power of mass effect through a Whole of World (WoW) framework. The WoW
framework would be enabled to a large degree like the WoN principle by similar
community of interest and community of purpose collaboration to harness innovation and
resources towards common objectives while reducing conflicting interests.

Massing resources and applying Unity of Effort (UoE) to a Whole of World (WoW) problem
can create “positional advantage” for the United States and its allies, and where applied
appropriately can be used against adversaries or other national security threats.
Adversaries are currently using similar approaches to gain support for their causes. The
WoW effort would be developed to better defend and/or attack contested zones of
influence that reside within the needs of populations, host nations, and the intervening
forces that vie for positional advantage, desired effects, and outcomes.
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The framework for mobilizing Zone of Influence support and defining a message that will

develop communities of purpose and a means to manage that effort will take nothing less

than their own grand scale of Irregular Warfare’ methods to influence and sustain the
common purpose against an adversary or threat:

Recruitment

Concept of the Operation/Establishment of the Purpose
Intelligence / Information Support

of Localized Resources and Surrogates

Modern Social-Network variance of Command, Control and Communications (C3)
Civil-Military-Government Operations
Information/Influence Operations
Cross-cultural Leadership Skills
Psychological Operations
Counterinsurgency “Oil-spot”? Approaches

' According to the Department of Defense Directive 3000.07, Irregular Warfare (IW) can include a variety of steady-
state and surge DoD activities and operations: counterterrorism; unconventional warfare; foreign internal defense;
counterinsurgency; and stability operations that, in the context of IW, involve establishing or re-establishing order in

a fragile state. As such, similar methods can be used against an irregular challenge as it would an irregular /
asymmetrical threat from an adversary.

2 The “oil-spot” approach
troops into or developing

is a classic element of counterinsurgency strategy that often involves bringing additional

civil programs in troubled areas with a goal of gradually spreading areas of stability.
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Common Purpose

Whole of World (WoW) mass collaboration is based on the theory that collective actions’
activity through large numbers of participants and providers working autonomously, but
with common purpose towards modular aspects of a single issue, can dynamically unleash
greater innovation, resourcefulness, and situational awareness. Collaboration is managed
not through control or directives but based on the collective consciousness of self-
enforced activity of those choosing to participate, and mediated by the shared
understanding of an issue or threat. This, therefore, is not about amassing “cooperation”
since there is no negotiation and directives motivating consensus. The heart of the
collaboration is based on a common “hearts and minds” purpose defined by a common
issue that is communicated in global reference through all forms of mass media down to
the lowest levels of personal interaction. Such issues could be infectious diseases, global
terrorism, peacekeeping/conflict prevention, education, natural disaster prevention or
mitigation, human rights and rules of social law, illegal drugs, etc. Without the common
purpose expressed effectively, mass contributions will never amount to anything along a
focused cause to “direct” efforts.

Taking action for common purpose will only occur once leaders have identified the
importance for their particular sectors to partner in order to participate in effective roles. In
imperative global issues, there is typically no right or wrong approach, but efforts in micro-
scales require multiple combinations of solutions to find what works, yet each solution may
be resource intensive and unintended effects or consequences could create new
predicaments. Each player has to see how their efforts are contributing to progress when
an alternative view may raise doubt. The “oil-spot” techniques can be effective for driving
more high-profile efforts of a WoW initiative by periodically reminding contributors of their
required proactive stance due to the high costs to reputation and business that will start at
a small scale, but expand to greater public awareness and market influence.

It is also for this reason that WoW leadership must recognize that solutions and
participation recruitment efforts need to demonstrate a tangible gain or capitalistic solution
for many enterprise level contributors. Getting the attention, commitment and participation
of these stakeholders requires a return of investment (ROI) that is not much different from
initial spotting, recruiting, and vetting of assets once proper intelligence and due diligence
conducted to ascertain the motivating force of the target’s ideology. Unity of effort
between governments, agencies, military, non-profits, and businesses is a prerequisite for
creating success in WoW continuity, and so too must the groundwork for approaching any
possible participant. Business participation must eventually equate to revenue or profit.
While the initial ROl may not equate to dollars and cents, the more WoW can show a
financial, marketing brand awareness, societal value, or safety/security benefit that
coincides with their value/belief system, the more likely there will be success in recruiting
an entity to join as an active and trustworthy participant.

The challenge of course in a WoW concept hinges on massing people with fundamentally
different belief sets, ideologies, and priorities. While diverse cultures and values are
paramount to innovation, without an issue that can be identified upon multiple groups, all
differences would overwhelm the shared sense of purpose with un-productivity. Therefore,
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projects are best worked, managed, and evaluated according to modular courses of action
leveraging cross-cultural leadership skills that invite additional contributions while running
in parallel to like-minded efforts. The catalyst issue creates a sense of group diplomacy at
the lowest collaborative level between state and non-state entities (local and global
organizations like local elements, charities, businesses, etc.).

Similar to the WoN approach, coordination, collaboration, and integration through strategic
guidance and leadership must be based on a full appreciation of each participating
stakeholders’ vested interests and motivation. While the projects take a collection of
modules separating effective actions from those with limited or detrimental effect,
ownership of the project must have a public component that can drive responsiveness
through authority and motivation, but still be tied to community, collaboration, and self-
organization.

Models to Capture Community Purpose

Leveraging commercial technology models, products and solutions have become highly
complex by nature to be supported by a limited number of individuals working on isolated
pieces of a project only to be integrated at a later time in the project lifecycle. Information
age management has now shifted to foster interdependence with cooperation and
conjunction but in a way that does not restrict efficiency by authority and controls. Just as
organizations have shifted, so too must WoW or WoN efforts, so relationships and trust are
not cast into the traditional form of hierarchical models based on firm top-down influence,
duties, and tasks.

The purpose is for building a sense of community to the common purpose but more
importantly, it creates opportunity for unanticipated players to contribute their differing
perspectives, ideas, and knowledge points. Leadership in a collaborative community
emerges differently from traditional forms of command-and-control management. Vision,
mission, and strategy in a loose collaboration environment may have different ROI for each
participant’s contribution and may not converge easily with different organizational
operating structures. Value motives or ROl measurements will be different for each player
and should ideally be pre-identified before approaching a group to participate. Other
challenges may affect participants who still drive and manage projects with a strict
hierarchical framework that conflicts with a WoW mission, strategy, vision, and milestones.
The cornerstone for successful WoW messaging and massification will be based on
ensuring groups work effectively together with reconciled differing objectives and plans.
Globally, leadership will drive across cultural boundaries to bridge recruitment efforts and
continue communications of shared purpose.

Therefore, managing WoW mass collaboration efforts will not be structured with chain of
command but instead through process flows and frameworks delineating the objectives of
success through a common collaboration ethic that will compel synchronization and
teamwork. From a messaging standpoint, community of purpose themes need to be
articulated through cultural localization, with the ability to seed influence and America’s
strategic message overtly where appropriate, and discretely when not. Such messages
must also include the driving campaign for community of purpose. Typically, combined
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contributions from a catalyst personality or mobilizer at the grass-roots and national leader
level, (i.e. celebrity, charismatic leader, respected authority, etc.) creates a reason or
incentive for action. Community of interest grows from campaigns of purpose, and is
populated by those who want to participate in the support of a common cause, and who
believe that their actions can make a difference, which results in activity and a formidable
force of effort.

Mass Effect

Outside of a WoW crisis and issues otherwise affecting the US negatively, mass
collaboration can also be used in improved global knowledge sharing for common
purpose such as topics associated with the betterment of civilization. Dominance of
information is less of a priority when flow and resource maximization is the priority. Global
information, transportation, and economic environments foster such community of purpose
where having common understanding and mission purpose harnesses the full power of
unity. The way to move forward in either case of crises or eminent threat requires learning
systemically to understand what is going on and making explicit that what is implicit. The
Art of Design methodology tool® for problem solving used by the U.S. Army School of
Advanced Military Studies is an appropriate WoW application for iterative learning and
adaptive action that can enable the necessary creative logic to manage complex; ill-
structured ambiguous problems with “Systems Framing” and “Operations Framing.” The
framing entails mapping the environment by identifying those components directly
affecting the problem in order to develop a problem statement and problem narrative that
evolves into a bound theory of action. This allows the WoW catalyst leadership to identify
what can be influenced and what others can influence through opportunity identification,
choices for intervention, and the message for collective action.

Collective Action Management

Collective action management* requires building a process for the successful integration of
relationship-based organizations and the networks that connect them to the common
purpose and the governing structure of rule-based entities.

Dr. Jessica Glicken Turnley discusses in her Joint Special Operations University
monograph, Implications for Network-Centric Warfare that “changes in command and
control required by immersion in a network-based rather than a rule-based structure will
necessitate significant changes in attitude and values for the US military. These will be

% The School of Advanced Military Studies (SAMS), U.S. Army Training and Doctrine Command’s Art of Design is a
theory and practice of iterative learning and action that develops and uses critical thinking skills to understand and
manage complex problems across the security environment. The Art of Design is a cognitive paradigm shift from a
20th Century doctrinal model that emphasized check-lists, templates and processes. Design focuses on employing
creative thinking skills for operational art to deal with complex ill-structured economic-socio-cultural-political-military
situations. Reference: SAMS, Art of Design, Student Text, Version 1.

* Collective action management simply refers to the process of organizing and directing group initiatives and
execution of plans and efforts.
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reflected in changes in the language used to discuss activities, allies, and the adversary.
US personnel must recognize the existence and legitimacy of the multiple agendas of the
players in the network. They must be able to develop an approach that emphasizes
leveraging points of commonality, rather than one which assumes the obedience to orders
that would result from the engagement with a common rule set for behavior. This will
require a willingness to discuss with other players the need for action, and avoid the
assumption that there is a universal sense of urgency based upon a common goal”. Dr.
Turnley continues, “The military will need to be able to foster and support the development
of networks without co-opting them — and without seeing them as a threat to formal lines of
command. The emergence of the real-time, unofficial communication networks among
operators on the ground in Iraq is a good example of the effectiveness of these types of
networks, and of what can happen if they become incorporated into a formal bureaucracy.
A look at innovation in the private sector, including skunkworks and more recently
proposed models of ambidextrous organizations which incorporate both networks and
formal management structures, might provide insight into managing this tension...”

The white paper, From Gun Violence to Civic Health: A “Whole of City” Approach to
Creating Chicago’s Future published by the McCormick Foundation, recognizes these
requirements and notes that to truly address the issues, Whole of “X”® solutions must
delve into the critical domains that combine both “below-the-waterline” issues and the
management of the correlating efforts to solve them. The domains are:

e The moral domain where community leadership efforts can concentrate on the
“hearts and minds” campaigns to gain support of a population.

¢ The organizational domain where the collective power of community
organizations, including schools, centers of worship, law enforcement, and other
grassroots groups are harnessed to grow and build staying power as well as
community of purpose.

¢ The physical domain where community infrastructure cements the institutionalizing
of a strategy and ensures sustainability, while also requiring the most time and
money commitments.

Dealing with symptoms without dealing with the causes enhances the chances for failure.
Foundations for long-term strategy and management in WoW require the understanding
that people are the center of gravity to solve the problems, and that empowering the
localized will for community efforts is necessary to sustain the problem solving efforts.
Most common purpose issues surround social complexity elements of human existence
and the realities of pain, distress, loss, illness and death, with varying acceptable degrees
of each that can range from limited or long-term acceptance of intolerability to comfort in a
hierarchy of needs. To manage this at a global-level requires complete situational
understanding of multiple differing positions of religion, institutions, society, and state. If a
problem is poorly structured from the on-set, the interlocking issues and constraints will be
inaccurately addressed. Similarly, if a problem is focused solely on military preparations,
core multilateral frameworks for cooperation should be immediately addressed to

5 Whole of “X” referring to either Whole of City, Whole of Government, Whole of Nation, Whole of World, etc.
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determine critical areas such as rule of law, governance, and appropriate resource
dedication and management.

Some initial considerations to help focus on the vastness of problem solving at this level
requires the following understanding:

There is rarely a firm “correct” view of the problem

There will be myriad different views and contradictions to the problem and solutions
Most problems are inter-related to other issues

Information will be uncertain and data will be missing

Ideology, culture, and values will be in conflict

Constraints will emerge politically, economically, and socially

Unintended positive and/or negative consequences will arise without warning
Ambiguity and uncertainty will be commonplace

Leadership will likely be out of contact with the reality of the problem and realistic
solutions
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Conclusion

The United States stands at a crossroads on how to achieve the full advantage of the
elements of power the world offers. It has become increasingly evident that ripple effects
of world-wide issues soon reach the security and stability of the US, its interests and its
objectives. Often these effects take us by surprise and render us impotent in responding
most effectively to the asymmetrical contests that confront us. Our ability to anticipate,
defend against, and diffuse these and other strategic issues posed by global events will
continue to demand more resources than the US can provide individually or through the
collaborative assistance of multinational coalition powers.

Successful attacks to our current forms of collective influence and reconstruction zone
operations derive from our adversaries’ superior virtual connectivity and ideology to mass
their community of interest through formal and informal infrastructure mechanisms that we
have yet to identify and control with our own network of non-state actors.
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As the DoD has directed enhancements to our ability to confront irregular conflicts with
Irregular Warfare-based solutions, it is our opinion that such nimble and creative
approaches must be utilized not only in special operations activities and low-intensity
conflicts, but additionally in more WoW issues and remedies that leverage our own informal
collaborative networks. So too, must we leverage our own “Irregular” concepts of mass
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collaboration to control and identify both hostile networks and those legitimate networks or
transactions that provide safe haven to threat activities. Our adversaries are effectively
using similar strategies and techniques now to spread their influence and reach globally
while we contemplate such approaches. While we contrive methods for mass
collaboration, illicit activity continues to disrupt non-hostile communities of interests’ end
state goals across vast populations and cultures within multiple host nations with corollary
effects across the world socially and economically.

Unfortunately, working models to collectively engage global communities of purpose have
not been appropriately employed to date. The WoW concept is a viable solution to
dominate zones of influence that adversarial networks intend to secure for their own
purposes. This model has been created to recruit and motivate the necessary partners to
win ground across governed, under-governed, and non-governed areas, and gain the
necessary ground level tacit knowledge required to effectively guide decision makers’
strategy towards more realistic attempts towards world peace and prosperity.
The “challenge” facing world leaders will be to build WoW communities of interests across
diverse, international borders, multi-lingual cultures, and multi-dimensional lines that can
collectively find common ground and identify common objectives and desired end states.
The following must be determined for problem solving at the global grassroots baseline:

1. Requirements to accomplish objectives, missions or tasks — justifying resources

2. Capability to execute directed actions in order to

3. Action, kinetic or non-kinetic against

4. Nodes, Person —Place — Thing — Idea to achieve

5. Effect, Physical — Information — Cognitive to accomplish

6. Obijective

Holistically taking the interests of these many organizations in a unity of effort to achieve
shared goals can be translated into empowered communities of purpose at the
community, nation and global level in a WoW approach.
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Additional Publications

This publication is part of an Irregular Warfare Series of reports focused on “Whole of X”
approach to solving complex problems in a very chaotic and uncertain world.

Other publications related to WoW Collaboration include the following:

1.

Winning Damaged Hearts and Minds: An Irregular Warfare Concept
February 2009

From Gun Violence to Civic Health: A “Whole of City” Approach to Creating
Chicago’s Future
February 2009

Whole of Nation Global Engagement
November 2008

Whole of Nation Approach to Irreqular Conflict | Warfare
October 2008

Russia’s Attack on Georgia: What to Do With the Awakened Bear
September 2008

Irregular Warfare Support Operation — Establishing Area Influence Operations in the
IW Battlespace: Using IW Support Base Networks
January 2008

Confronting Iran — Securing Iraq’s Border: An Irregular Warfare Concept
November 2007

Irregular Warfare Leadership in the 215" Century: Attaining and Retaining Positional
Advantage
May 2007

Confronting Iran: U.S. Options
August 2007
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