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Altering Threat Landscape
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Altering Threat Landscape (cont.)

Attacker “Ecosystem”

f End Users = Data h
( « Change in motivation —
e monetary gain, not fame
;Ivc':ﬁ §PAM N
[ « Traditional malware tools
ity S AMMers being used to steal data
Thieves
» 80% of attacks financially
motivated; up from 50%
two years ago
Vulnerability
Discoverers Malware
| Developer
Tool Developers
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Challenges McAfee Internally Faces

 New Security Era — Hackers prioritize attacks
based on cost/benefit analysis, organizations

need to catch up 4
e C\ e )
« Business Partnership — Strong security Q H

countermeasures are predicated on a strong e
knowledge of business risk

A

« Economic Pressures - Executives need to
understand why they are investing in security —
expressed in financial terms

- Demonstrable Security - Risk needs to be
objectively evaluated and guantitatively measured
to be managed effectively
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McAfee’s Security Objectives

* Running security as a “business” — Execute a plan,
provide services, track metrics, continuously improve, report
progress

Maintain business system availability

Protect intellectual property — IP is our lifeblood

y
» Limit corporate liability — Insulation from actions-of )
employees > l;‘
-

3
Safeguard the corporate brand — 18 years to build, gone in ,
an instant

Ensure compliance — Simplified, demonstrable evidence of
security effectiveness
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Managing Business of Security

Quantitative Risk Assessments

- Benchmark performance in IT
governance, risk, compliance

* Identify areas that require

improvement

« Communicate results in clear,

crisp business language -

Accountability for Results S

- Defend proposed budget
« Influence decisions on strategy .

[ ) Gain Credibility by demonstrating Tatal Return (§) §734,080 §1,164,520 1,297 441 $3,196,041 §2 604,546
eﬁiciencies/cost Savings Savings §1,273,489 §1,406,418 $1,539,340 $4,219,258 §3,476,585
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A Day in the Life — McAfee Threat Mitigation Process

Organizational confidence achieved without patching
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On Tuesday morning
security admin (Jim)
receives alert of new
MS patches. 9 Total;
6 — Critical; 3 —
Important. Jim
calculates the
vulnerability severity
score using CVSS.

Jim determines
HIPS provides
protection against
buffer overflow
exploits, IntruShield
signature released
for network
protection.

J

J

McAfee AVERT

Threat Center provides
product mitigation &
recommendations

IntruShield
signature loaded
and placed in
block mode.

Jim verifies that all
known/unknown
systems are
properly protected
against this
vulnerability.

|

Event logs show
incoming threats are
being blocked at
network/host level
and systems are
compliant with
policies.

Policy Auditor varies
systems are running
current version of
HIPS. Remediation
Manager fixes non-
compliant systems.

J

CSO reads report
and sees that
protection coverage
Is effective.
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McAfee@McAfee Patch Optimization

McAfee on McAfee
Non-Optimized Environment

2005
Exposure: 9 Days Number of
P y Vulnerabilities (CVE) =~ 4933
Number of McAfee
Patch Cycles 19
Number of People
Assigned to Patch 41
Operations
McAfee Optimized Environment Average Hours -
per Patch Cycle
Exposure: 0 Days
Total FTE 27
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Maintaining System Availability

Proactive Threat Management

- 2007: 6,516 vulnerabilities, 69 MS patches
released, McAfee patched 4 times

 0-day protection with network/host IPS

......

Resilient Security Ecosystem

- Layered defense — “Swiss cheese” model

* Blade server technology - redundancy/
transparent failover for web/email security

o Retwe

Securing Emerging Technologies

* Virtualization — Offline VM scanning,
“hyperjacking”, injected VM propagation
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Protecting Intellectual Property

Protecting Data Through It’s Lifecycle

 Data at Rest

* Data in Transit

McAfee DLP Monitor =10 x|
= Ble Toos el
[ ] D at a I | l l |Se Sf Add Fiker... [ Remove Filer 7] Show fiters (& Labels + =] Hide detals [F3f Fiter oLk administrative events | %] Reloadfiker tebles < 50 P Select fields.
All Events Details
Severity | ID | Event Local Time | Evert Type ‘Agent Action(s) Destination ] .
= 3 6 2007-1an-23 Outaoing: Wetwork ... Block, Moniar, Notiy User  10.0.0.10:2L (TCP) bf@ Outgoing: Email
iisial | 34 21:05:55 2007-Jan23 Outgoing: Network C... Block, Monitor, NotiFy User  10.0.0.10:21 (TCP) Severity: Critical ===
it 32 71:05:34 2007-an-23 Outgoing: Email Block, Monitor, Copy File, ... test@test.com Associated Rules: Block Finance Emails
i 31 21:05:31 2007-Jan-23 Outgoing: Emal Block, Monitor, Copy File, M. ksst@test.com Tagls): Finance Tag
) o ot Hoter, ot e 1, ot Destinatian tesi@test com
i 30 21:05:13 2007-Jan-23 Outgeing: Emal lock, Manitar, Copy Fi, ..., test@kest.com AgankAdton(s):  Binck, Marter, Copy Fil, Notf
. . . . . = 28| 21:04142 2007-Jan23 Outaaing: Emal Monikor, Capy Fie test@test com
T 28 21303119 2007-Jan-23 Outaaing: Web Monikor, Capy Fie faul, Additional i
rioritize rotection Based on Ris S ememmspees  emions  jesce ol | e
vocess Name:  microsoft office outlook (outioc
imimi | 26 21:01:35 2007-Jan-23 Outgeing: Netwrk C... Block, Monitor, Nokfy User  10.0.0.10:21 (TCP) Provs DS EDBZDISERdSORAZE7DOZ206
T 25 21:01:08 2007-Jan23 Outgaing: Web Monitor, Copy Fie bt fserver fforums/Defaukaspx? Computer Name:  CLIENT
T 24/ 21:01:05 2007-Jan-23 Outgeing: Web Monitor, Copy Fie bt fserver forums/Defaul aspxt Logn 1P: 10.00.11
. i 23 71:00:57 2007-Jan-23 Outgaing: Web Block, Monikar, Copy File, ... hitp:fserverfforums/Default. aspx?1 AgentVersion:  15.0.11
Wi 22 21:00:56 2007-1an-23 Outgaing: Web Block, Monitor, Copy File, M.... http:/fserver/forums/Default.aspx? Policy Name: Onigma Securicy Folicy
° Policy Time: 1/23/2007 8:37:23 P
— ] -Jan-23 Qutgaing: Web Block, Monitor, Copy File, N... http:ffserverfforums/Default.aspx?
il -Jan-23 Outgeing: Web Block, Monitor, Copy File, N... hetp:ffserverfforums/Default.aspx?
it | 19 21:00:14 2007-Jan-23 Outgaing: Emal Blnck, Monikar, Copy Fils, N... kest@kest.com Evidence
it 18 21:00:05 2007-Jan-23 Outgoing: Emal Block, Monikar, Copy Fils, N.... kest@kest.com
T 16 20:34:02 2007-Jan-23 Outgoing: Uieb Monitor, Copy File hitp fserverfforums/Defauk aspxtc—
Subject: Emaling: 2006GeneralReleaseFi.
T 15 20:34:00 2007-an-23 Outgoing: Ueb Monitor, Copy Fie bty fserver forums/Defauk aspxt
i | 10 01:49:13 2005-Dec... Outgaing: Web Block, Monikar, Copy File, ... hitp:fserverfforums/Default. aspx?i
o s B A ot el sl | @Znﬂﬁﬁeneva\kslsaseﬁna\ 2.4p -

» Classify data, map location/content,
enforce rules, monitor compliance (repeat

* Full-disk encryption for mobile systems
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Limiting Corporate Liability

Managing Content

« Control spam — MFE : 1 mil
msgs day, 90% spam, 98% catch
rate

» Stop malware

» Safe web surfing practices

Manaqging Systems

 Centralized endpoint protection
* Network Access Control

* Risk-aware Intrusion Prevention
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Safeguard Corporate Brand

Integrated Security

* One console + one agent + 1.5
FTE's = McAfee’s Endpoint Security
(~6000 nodes)

» Consolidated reporting identifies
problems and correlates security logs
quickly

s v

» Trending report data provide
leading indicators of suspicious
activity

* One of the most attacked websites
on the Internet — no outbreaks in 5+
years
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Demonstrating Compliance

Proving Compliance

 Centralized endpoint
policy/configuration management ndusty Standards

IS0 27001

CoBiT
. McAfee " . w S egulatol 5
« Enforce and measure compliance B B s Sy oA (o

BS 7789

H “ ,, - Pass /Fail /unknown 5L | Foce Benchmark Results - Failed by Scoring Categos ry G, )| rec Rule Results By Benchmark gl
against “gold” system standard o = . Gl
" | i I-
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R E-Discovery

EU Data Protection

* McAfee tracks compliance against - :
o apan Privacy Mark
24 regulatory mandates . T

-----
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Increase Auditor Confidence TE

« Improve assurance by osiia
demonstrating continuous control iR
execution

» Customized reporting to satisfy
specific audit requirements
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Thank You

972-963-7710 | Direct
510-914-0177 | Mobile
Charles_Ross@mcafee.com | E-mail

www.mcafee.com | Web
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