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Challenge of the Information Age

Overcoming the Information Gap to 
Develop an Understanding of the 

Information Available

Support Situation Awareness

Presenter
Presentation Notes
This brings home a central truth of the age we live in.  Success (and even survival) depends on rapidly sorting through, understanding and assimilating vast quantities of data.  Whether one is in a commercial cockpit flying through thunderstorms and dealing with other air traffic,  involved in a complex battlefield scenarios with distributed forces, or operating a business in a competitive and dynamic world market place,  making the right decisions will depend on having a good grasp of the true picture of the situation.  



Information Gap

Information Needed

FindSort

Integrate
Process

Data Produced

Presenter
Presentation Notes
Yet, in the face of this torrent of "information", many of us feel even less informed than ever before. This is because there is a huge gap between the tons of data being produced and disseminated, and our ability to find the bits that are needed and process them together with the other bits to arrive at the actual information that is needed. This problem is real and ongoing, whether your job is in the cockpit or behind a desk.  It is becoming widely recognized that more data does not equal more information. 



SA is Critical to Decision Making

• Aviation
• ATC
• Naval Operations
• Power T&D
• Driving
• Military Operations
• Advanced Manufacturing
• Space
• Medicine
• Education

SA is the most challenging portion of human performance 
in many different complex domains

Presenter
Presentation Notes
Situation awareness is one of the most critical factors to decision making across multiple complex and challenging domains.SA Technologies has been studying situation awareness in many of the domains that you see listed here for over 20 years, particularly in aviation, command and control, and very recently, power transmission and distribution. We are the world’s experts in situation awareness and bring over 20 years of experience to bear on these different industries.



What is Situation Awareness?

Situation Awareness is the Perception of elements in the environment 
within a volume of time and space, the Comprehension of their 
meaning, and the Projection of their status in the near future.*  

*Endsley, 1988

Presenter
Presentation Notes
The next few slides specifically address some of the background of what SA is and how it works in the human mind – by trade, I’m a cognitive systems engineer, so really, our work seeks to understand how the human mind works in terms of situation awareness and then how to design, or engineer, systems to support situation awareness. So what is situation awareness? The formal definition of situation awareness was coined by the president of SA Technologies, Mica Endsley in 1988 as – read definition. This definition, and the term itself, were the result of work that Dr. Endsley was performing at the time with fighter pilots.



Lack of SA Is Pervasive



Carry 
Out 

Actions

Determine
Course of Action

SA & Human Performance

SA is the most challenging portion of human performance

SA is a key step in decision making & human performance
– 88% of human error found to be due to SA problems

Development of SA takes up the majority of decision-
makers time and effort

Ascertain
SituationWorld Cues

Presenter
Presentation Notes
Why is SA important? Well, one of the major reasons we focus on SA is because is the one of the most challenging portions of human performance. About 80% of all problems encountered in just about any domain is attributed to human error. Of those 80%, we’ve found that the vast majority, about 88%, are not the result of poor decision making or the inability to carry out tasks but a lack of SA or poor SA from which the decisions have been made.



What Kinds of SA Problems 
Do People Have?

Don’t Get
Information That
Is Needed

Don’t Correctly
Understand Information 
They Do Get

Don’t Project What 
Will Happen in Future

78%

17%

5%

Presenter
Presentation Notes
What kinds of problems do people usually have in getting SA? Previous studies have found that in the vast majority of cases they simply just don’t get the information that is needed. They don’t receive critical information or directly observe critical cues, for example. In 17% of the cases they perceive all the information that is needed, but they don’t put it together to understand what it means. And finally in a smaller number of cases, they may understand the information but are not able to project what might happen in the future. (These numbers are also based on analyses of flight crews and air traffic).



What Makes Some People 
Better at SA?

Knowledge
- Mental Models

- schema
- critical cues

- Goals
- Preconceptions &
Objectives

Skills
- Information 

Management
- Communications
- System operations
- Scan patterns

Abilities
- Spatial
- Attention
- Memory
- Perceptual
- Cognitive

Ten fold difference in SA
In experienced pilots



Individual SA vs Team SA

SA

Mental Models

Goals

Mental Models

Goals

Mental Models

Goals

System
Environment

SA SA

System
Environment

System
Environment



The Army is a Team



Team SA

The Degree to Which Every Team Member 
Possesses the SA Required for his/her Job

A - subgoal

C- subgoalB  - subgoal

TEAM
GOAL



Shared SA

The Degree to Which Team Members Possess 
the Same SA on Shared SA Requirements



Measurement of Shared SA

Ctlr 1 
Only

Tech 1 
Only

Incorrect-
same

Both 
Correct

Incorrect-
different

Degree of Shared SA can be established as 
well as types of breakdowns in 
Shared SA



Individual Cognitive Readiness Team 
Performance

Environmental Factors

Team 
Outcomes

Personnel
Selection &
Assignment

•Mental Models
•Memory
•Knowledge
•Cognitive Resources
•Training
•Experience
•Perception
•Attention
•Physical & Mental Condition

Individual Factors

Individual Cognitive Readiness
Situation Awareness

•SA
•Metacognition
•Skills
•Emotion
•Problem Solving 
•Decision Making
•Creativity
•Attitudes

Team Factors

Team Situation 
Awareness

Organizational 
Factors

Experience 
& Training

Actions



Factors affecting team 
situation awareness

Team SA
The Degree to Which Every 

Team Member Possesses the 
SA Required for his/her Job

Team SA 
Requirements

Team SA 
Devices

Team
 SA 

ProcessesTe
am

 S
A 

M
ec

ha
ni

sm
s

Team SA



SA Requirements

• What needs to be shared –> SA Requirements
• SA Requirements created from a GDTA
• Goal Directed Cognitive Task Analysis (GDTA)

– Establish major goals 
& subgoals

– Determine major 
decisions needed to 
meet each 
goal/subgoal

– Identify dynamic 
information needs 
associated with each 
decision & subgoal

Team SA
Requirements

Presenter
Presentation Notes
Identifies Data requiredHow data is used, integrated, combined to address each decisionTechnology indepndent SSESSMENTThe objective of the GDTA is to identify the major goals and decisions that drive performance in a particular job/position as well as to delineate the critical, dynamic information requirements associated with each goal and decision.  The GDTA methodology provides a “technology independent” analysis of operator information requirements at all three levels of SA for each major goal and subgoal (see Figure 1).  The 



Intelligence Officer (S2) Logistics Officer (S4)

Level 1 Level 1
Enemy
•Anticipated Actions
• Enemy intent
• Enemy objective
• Likely location 
•Current Activities
• Location
• Time of activity
•Assets
• Location 
• Number by location
• Type (e.g. ground and air to    ground)
• Coverage
•Composition
• Organization Structure
• Leadership
• Unit type
• Equipment
• Transmission types
• Weaponry
• Experience Level
• Morale/Commitment
• Vehicle
• Capabilities/skills/training
•Pattern of Movements
• Movement of weapons
• Enemy center of gravity
•Disposition
• Dispersion
• Numbers
• Weapons
• Ammo/supplies
• Objective
•Doctrines
•Recent activities
•Location of:
• Weapon systems
• Location of Ammo/supplies
• Troops
• Enemy assets
• Enemy commander
• Enemy’s cache
• Water

Enemy
• Number
• Type
• Proximity

Enemy 
Requirements

GDTA – S4 vs. S2
Team SA

Requirements

Presenter
Presentation Notes
No need to to share eve



• Enemy limitations/ 
advantages due to 
terrain

• Friendly limitations/ 
advantages due to 
terrain

• Effect of terrain on 
enemy and friendly 
assets

• Effect of terrain on 
anticipated troop 
movement time

• Effect of terrain on 
system detection 
capability

Predicted effects of 
terrain on enemy 
COAs
Projected effects of 
terrain on friendly 
COAs
Projected terrain

• Projected effect of 
terrain on troop 
movements

• Suitability of land for 
unit

• Effect of terrain on 
ability to access 
location with each 
vehicle type

• Effect of terrain on 
type of vehicles to 
be supported

• Projected effect of 
terrain on usage 
rates per item per 
unit

• Projected effect of 
terrain on security 
of resources

• Potential 
approaches and 
exiting areas

• Potential staging 
areas 

• Potential terrain 
suppression areas

• Traffic ability
• Visibility of the 

locations
• Critical obstacle 

information
• Past enemy usage 

of obstacles
• Effect of terrain on 

location of enemy 
counter attacks.

• Estimated obstacle 
effectiveness

• Predicted most 
secure location for 
assets, soldiers, 
vehicles

• Predicted most 
survivable routes

Intelligence Officer
S2

Operations Officer
S3

Logistics Officer
S4

Engineer

Level 2 Terrain
• Accessibility of 

routes
• Effect of terrain on 

movement times/time 
to position troops

• Effect of terrain on 
rate of enemy 
closure

• Effect of terrain on 
visual capabilities

• Effect of terrain on 
communication 
capabilities

• Effect of terrain on 
route difficulty

• Predicted effects of 
terrain on enemy 
COAs

Level 3 Terrain



SA-Oriented Design

Goal-Directed Task Analysis
• Goals, Sub-goals, Decisions
• Requirements for:

• Projection
• Comprehension
• Perception

50 SA-Oriented Design Principles
• Confidence & Uncertainty
• Dealing with Complexity
• Alarms, Diagnosis, & SA
• Automation & SA
• Supporting SA in Multi-Person Operations

Measurement
• Objective
• Subjective
• Workload
• Performance

Team SA
Requirements

Presenter
Presentation Notes
These stages map out across this diagram here where we perform our cognitive task analysis technique called Goal-Directed Task Analysis or GDTA – here we look at the goals, sub-goals and decisions that a particular user makes as they work. Our technique focuses on figuring out the user’s SA requirements across the three levels of SA, perception, comprehension, and projection.We then integrate our analysis results with 50 SA-oriented design principles developed by Dr. Endsley and another colleague, Dr. Debra Jones that delineate best practices for dealing with items such as confidence and uncertainty, complexity, automation, and supporting SA in multiple person operations, such as groups or teams. We use these guidelines, along with standard human factors guidelines to develop sound designs that support situation awareness.Finally, we use different measures of situation awareness, both objective and subjective, as well as measures of workload and performance to evaluate our designs – this is the portion of the design that truly tells us if we have succeeded – once we’ve validated our designs, we put them into practice, and the end result is presenting the right information at the right time in an actionable format to support decision making.



Example SA Oriented Design Guidelines

• Provide SA — not Data
• focus on integrated system
• integrate according to goals
• higher levels of SA

• Take into Account Limitations of Attention, Sampling, 
Stressors
• beware of tradeoffs

• Support Global SA
• detailed information for specific goals on demand

• Trigger Critical Cues to Activate “Situation 
Classification”
• information salience

• Reduce Extraneous Data
• Support Parallel Processing

Presenter
Presentation Notes
Second, the development of a system design for successfully providing the multitude of SA requirements that exist in complex systems is a significant challenge.   A set of design principles have been developed based on a theoretical model of the mechanisms and processes involved in acquiring and maintaining SA in dynamic complex systems  (Endsley, 1995c) . These guidelines are focused on a model of human cognition involving dynamic switching between goal-driven and data-driven processing and feature support for limited operator resources, including:  1.) direct presentation of higher level SA needs (comprehension and projection) instead of low level data, 2.) goal-oriented information display, 3.) support for global SA, providing an overview of the situation across the operator’s goals at all times (with detailed information for goals of current interest), enabling efficient and timely goal switching and projection, 4.) use of salient features to trigger goal switching, 5.) reduction of extraneous information not related to SA needs, and 6.) support for parallel processing.  To date, an SA-oriented design has been successfully applied as a design philosophy for systems involving remote maintenance operations and flexible manufacturing cells. 



Synergy – Main Map
Team SA

Requirements



Synergy – Logistic (CASCOM)
Team SA

Requirements



Team SA Devices

• The method by which a team shares SA 
information.
• Communication
• Shared Display
• Shared Environment

Team SA
Devices

Presenter
Presentation Notes
SA Devices include the different types of devices available for sharing critical SA information requirements, such as direct communication (both verbal and non-verbal), shared displays (e.g., visual or audio displays, or tactile devices), or a shared environment.  In distributed command and control (C2) teams, in particular, non-verbal communication, such as gestures and display of local artifacts, and a shared environment are usually not available; thus, this places a far greater emphasis on explicit verbal communication and creating effective communication technologies and shared information displays to support distributed team performance. 



Joint Personnel Recovery 
Agency (JPRA)

• JPRA Responsible for 
Personnel recovery, such as 
Prisoners of War

• Does the exercise improve SA?
• Does the exercise improve 

performance?

Team SA
Devices

Presenter
Presentation Notes
The primary goal was to determine what factors significantly contribute to the development of shared SAData was collected from a training exercise at the Joint Personnel Recovery Agency (JPRA), a subordinate activity of the U.S. Joint Forces CommandJPRA is responsible for the shaping, planning, preparation, execution, and repatriation of personnel recovery, such as prisoners of warThe exercise took place at the Personnel Recovery Education Training Center (PRETC) where servicemen are trained to staff the recovery centersServicemen from the Navy, Army, Marines and Air Force attend a two week training program followed by a one-week simulated exercise designed to mimic real life events in a recovery center6 weeks of Intensive training1 week simulated exercise4 cellsCross trained all positions and cells



PRETC: Shared Environment 
and Shared Communication

Scenario 1

Scenario 4

Team SA
Devices

Presenter
Presentation Notes
Shared Displays Aided Team Performance by Helping to build Shared Mental ModelsMechanism was indirectPerformance was most aided by providing the shared displays for a time and then removing themTakes time to process information and build mental model



Effect of Shared Displays

0.5 1.0 1.5 2.0 2.5 3.0

Total Reward Points:  1540 
 
Total Penalty Points:  380

Request Information

# 79 
10  50

# 24 
-60  0

#41 
-100  0

# 65 
60  10

# 19 
20  60

# 48 
-60  0

79

1160

Air Commander
79 41 24

7941

24

48

65

19

2 F-16 F-16 F-16

Mig-29

101 Tu-22M Tu-168 Destroyed

84 B-52 Expired

32 F-15E F-15E Expired

7 C-21 C-21 Expired

97 Su-37 Su-37 Destroyed

Intelligence Officer

Theatre Defense

Team SA
Devices



Collaboration Tools

Tool 
Category Time Predictability Place Interaction

Recordable
/Traceable Identifiable Structured Verbal Textual

Spatial/ 
Graphical Emotional

Photo- 
graphic Video Planning Scheduling Tracking

Brainstorm
ing

Document 
Creation

Data 
Gathering

Data 
Distribution

Shared 
SA

Face-to-Face Synchronous
Scheduled or 
Unscheduled Collocated High No High Unstructured Good Good Good High Good Good Good Good Moderate Good Moderate Moderate Moderate 

Medium-  
High

Video 
Conferencing 

Med-High 
syncronicity

Scheduled or 
Semi-scheduled Distributed Medium-High Possible Moderate Unstructured Good None Poor Good Poor Good Moderate Decentralized 

Small N Limited Limited Poor Limited Good Medium-  
High

Audio 
Conferencing

Med-High 
syncronicity

Scheduled or 
Semi-scheduled Distributed Medium-High Possible Poor Unstructured Good None None Moderate None None Moderate Decentralized 

Small N Limited Limited Poor Limited Good Medium-  
High

Telephone
Med-High 

syncronicity Unscheduled Distributed Medium-High Possible Good Unstructured Good None None Moderate None None Moderate Good Limited Limited Poor Limited Good Medium-  
High

Net Radio
Med-High 

syncronicity
Unscheduled Distributed Medium-High No Poor Unstructured Good None None Moderate None None Moderate Decentralized 

Small N
Limited Limited Poor Limited Good Medium-  

High
Chat/Instant 
Messaging

Med-High 
syncronicity

Semi-scheduled 
or Unscheduled

Distributed Medium-High Moderate Good Unstructured None Good None Poor None None Poor Decentralized 
Small N

Limited Poor Poor Limited Moderate Moderatel
y-Low

White Board
Synchronous or 
Assynchronous

Scheduled or 
Unscheduled

Distributed 
or 

Collocated
Moderate Moderate

Moderate or 
Good Unstructured None Moderate Good Poor Good None Moderate

Decentralized 
Small to Medium 

N
Moderate Limited

Moderate 
(non-text) Limited Moderate Moderate

File Transfer
Assynchronous Unscheduled

Distributed 
or 

Collocated
Low Good ?? Unstructured 

or Structured
None Good Good None Good Moderate (Pre-

recorded)
Poor

Centralized & 
Decentralized, 

Small to Medium 
N

Limited Poor Good Moderate Moderately 
Good

Moderate

Program 
Sharing

Synchronous Scheduled
Distributed 

or 
Collocated

Moderate Possible ?? Unstructured 
or Structured None

Good (if 
program 

supports) 

Good (if 
program 

supports) 
Poor

Good (if 
program 

supports) 

Moderate (Pre-
recorded) Moderate

Centralized & 
Decentralized, 

Small to Medium 
N

Moderate ?? ?? Low Low Low

Email
Assynchronous Unscheduled

Distributed 
or 

Collocated

Moderate-
Low Good Good Semi-

structured None Good None Poor None None Low Moderate Limited Poor Moderate Low Moderately 
Good

Moderatel
y-Low

Groupware
Synchronous or 
Assynchronous

Scheduled or 
Semi-scheduled

Distributed 
or 

Collocated
Moderate Good Yes or No Semi-

structured None Good None Poor None None Poor Poor None Moderate Moderate Moderate Low Low

Bulletin Board Assynchronous Unscheduled Distributed Moderate Good Yes or No
Semi-

structured None Good None Poor None None Poor Poor None Moderate Moderate Moderate Low Low

Domain Specific 
Tools

Synchronous or 
Assynchronous

Scheduled or 
Unscheduled

Distributed 
or 

Collocated
Low Low Poor Structured Poor

Good (if 
program 

supports) 

Good (if 
program 

supports) 
Poor

Good (if 
program 

supports) 

Good (if 
program 

supports) 
High High High Limited Limited High High High

Information Types ProcessesTool Characteristics Collaboration Characteristics

Team SA
Devices

The Right Tool for the Job



Team SA Mechanisms

• Internal Mechanism for facilitating development 
of shared SA
• Shared Mental Model (developed via)

» Shared Experience (Familiarity)
» Shared Training and Cross-Training
» Communication

Team SA
Mechanisms

Presenter
Presentation Notes
SA Devices include the different types of devices available for sharing critical SA information requirements, such as direct communication (both verbal and non-verbal), shared displays (e.g., visual or audio displays, or tactile devices), or a shared environment.  In distributed command and control (C2) teams, in particular, non-verbal communication, such as gestures and display of local artifacts, and a shared environment are usually not available; thus, this places a far greater emphasis on explicit verbal communication and creating effective communication technologies and shared information displays to support distributed team performance. 



SHARED MENTAL 
MODEL

Mental
Model

SA SA

Mental 
Model

A B

DATA

Mental 
Model

SA SA

DATA

Team Shared Mental Model
Team SA

Mechanisms

Presenter
Presentation Notes
Shared mental mental models



Cross Training and SA
Team SA

Mechanisms

Cell Directors

Before 
Cross-Training

After 
Cross-Training

Presenter
Presentation Notes
The primary goal was to determine what factors significantly contribute to the development of shared SAData was collected from a training exercise at the Joint Personnel Recovery Agency (JPRA), a subordinate activity of the U.S. Joint Forces CommandJPRA is responsible for the shaping, planning, preparation, execution, and repatriation of personnel recovery, such as prisoners of warThe exercise took place at the Personnel Recovery Education Training Center (PRETC) where servicemen are trained to staff the recovery centersServicemen from the Navy, Army, Marines and Air Force attend a two week training program followed by a one-week simulated exercise designed to mimic real life events in a recovery center



Shared Mental Models and 
Performance

Shared
Mental Model

Non-Shared
Mental Model79 41 24

7941

24

48

65

19

2 F-16 F-16 F-16

Mig-29

101 Tu-22M Tu-168 Destroyed

84 B-52 Expired

32 F-15E F-15E Expired

7 C-21 C-21 Expired

97 Su-37 Su-37 Destroyed

0.5 1.0 1.5 2.0 2.5 3.0

Total Reward Points:  1540 
 
Total Penalty Points:  380

Request Information

# 79 
10  50

# 24 
-60  0

#41 
-100  0

# 65 
60  10

# 19 
20  60

# 48 
-60  0

79

1160

Team Performance

Team SA
Mechanisms



Team SA Processes

• Team Processes and behaviors that impact a 
team’s ability to develop SA
• Group processes affected by:

» Environment
» Organization
» Social context

• Effective behaviors such as team contingency 
planning, shared problem understanding --> Shared 
Mental Models

• Ineffective behaviors such as ‘group think’, reluctance 
to share information

Team SA
Processes

Presenter
Presentation Notes
Organization – pilot view more important even if wrong….



Team SA Processes

Effective
• Self-checking

• checked against others at 
each step

• Coordinated
• to get information from 

each other
• Prioritized

• set-up contingencies
• re-joining

• Questioning
• as a group

In-Effective
• SA Blackhole

– one member would lead 
others off

• Didn’t Share Pertinent Info
– group norm 

• Failure to Prioritize
– members went in own 

directions
– lost track of main goal

• Relied on Expectations
– unprepared to deal with 

false expectations

(Taylor, Endsley & Henderson, 1996)

Team SA
Processes



•Infantry SA Trainer 
(ISAT)

•Time Management
•Task Prioritization
•Schema
•Contingency Planning
•Communications

Training Team SA Processes
Team SA

Processes



VESARS (Situation Awareness 
in Virtual Reality )

• Prototype SA 
measurement system for 
VE training systems
• Real Time Probes
• Communications Measures
• Behavioral Measures
• Used to Assess SA and 

provide SA feedback during 
training exercises in VR 
simulations

Army Research Institute - Orlando 

Team SA
Processes



• Feedback
• Support after action 

review through 
examination of SA 

• Provide overview 
and detailed results 

• SA probe accuracy
• Strongest and 

weakest behaviors 
observed

• Quality of SA 
communications 

VESARS (Situation Awareness 
in Virtual Reality )

Team SA
Processes



Team Leader SA

Team SA 
Requirements

Team SA 
Devices

Team
 SA 

ProcessesTe
am

 S
A 
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ni
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Team SA



Questions?
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