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Discussion Topics

• Problem
• Mandate
• Solution
• Capabilities
• Real World Operations 
• Enabling Virtual Teaming 



Problem

• Information Assurance requirements 
preclude effective information sharing, and 
collaboration on DoD networks, with non-
DoD entities.
– Policy 
– Procedures Not Technology!
– Culture

• US Forces need to partner with non-
traditional entities to achieve operational 
objectives, especially in stability, disaster 
relief, and humanitarian operations.



Mandate

ASD(NII) Memo, 12 Feb 07 
“JFCOM…develop an internet accessible, 
virtual environment for the exchange of 
unclassified information across the civil-
military boundary associated with Stability 
Operations, or  Humanitarian Assistance & 
Disaster Relief (HADR)”



Solution
• Unclassified Virtual Environment

– Internet based (.org domain) 
– Outside traditional .mil enclaves
– PKI-CAC not required
– Trusted Environment

• Portal sites can be private or public
• Private Portal spaces use latest industry standard 

security 
• End users control their sites (access, look, feel 

etc)



HARMONIEWeb Capabilities
• Asynchronous 

– MOSS 2007 Portal: Email, 
Blog, Wiki, Calendar & 
Lists

– Private Work Groups
– Document Management
– Workflow

• Synchronous 
– Adobe Connect 
– Microsoft Communicator 

• Imagery 
– Satellite Imagery/ Maps
– Custom overlays 
– Geo-synchronized data and 

RSS feeds 

• Security 
– Industry Standard security 
– Internet Security & 

Accreditation (ISA) Server 
– Multilevel access controls
– Data encryption  

• Customization 
– Customizable by organizations 

& users
• Integration 

– “single sign on”
– Market share driven
– Web-enabled, “no client 

download”

Collaboration in a “.ORG” environment



Real World Operations 

• Afghanistan
• Iraq PRTs 
• CENTCOM / EUCOM / AFRICOM /

“CJTF-82 HAS ARTICULATED SIGNIFICANT BENEFITS OF 
HARMONIEWEB OVER THE LAST FEW MONTHS AND WE ARE 
ENCOURAGED BY MNFI'S (MNSTC-I) RECENT ADOPTION OF THE 
CAPABILITY.  WE SEE HARMONIEWEB AS A PRACTICAL OPTION 
FOR COLLABORATING WITH MISSION PARTNERS NOT ELIGIBLE 
FOR DOD NETWORK ACCOUNTS (E.G. IRAQ TRAINING TEAMS, 
PRTS, NGOS ETC) AND ARE  ENCOURAGING OTHER JTF'S AND 
COMPONENTS TO USE IT WHERE APPROPRIATE.” 

CENTCOM MSG (071529Z Jan 08):



• HARMONIEWeb Provides 
– Virtual workspaces 
– Easy account creation 
– Satellite mapping with custom overlays 
– Admin control to the site owners 

Enabling Virtual Teaming  



• A neutral environment for team 
members to work  

• Integrated content translation 
• Workflow and task tracking 

Virtual Workspaces  



Virtual Workspaces  



• One click from the main page 
• Collect limited information from users 
• Automated approval of partner 

organizations 
• Allow site owners to approve access to 

their sites

Easy Account Creation   





• Imagery updated from Microsoft Virtual 
Earth 

• Create custom overlays 
• Pull in Geo-RSS Feeds from the 

internet
• Associate portal content with locations 

on a map 

Satellite Mapping  





• Full control of your own sites 
• Approve access
• The ability to create Sub-sites 
• Add and remove functionality as needed 
• Unrestricted access to over 200 web-

parts

Admin Control for Site Owners    





Miscellaneous

• Integrated into DISA Gig Content Delivery 
Service (GCDS)

• Commercial Akamai acceleration
• Software “tools” on one year licenses to 

allow rapid spiral to new technology



Future Capabilities

• Real time text translation (IM / text chat)
• Disaster Recovery 
• Document translation
• Improved COI formation
• Improved Imagery / GEO Mapping
• Improved mobile device integration



Questions? 
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