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802.22: ireless itegional ~rea
First explicit cognitive radio standard
Takes advantage of unused TV channels
Takes advantage of better propagatlon characteristics at
VHF and low-UHF p

Status (IEEE 802.22-06/0251r0)  ~ - ‘_ ke -
First draft finishing - g ¢
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Internet

* IMS Supports Roaming, handover and SMS interworking. When moving between RAN and Home
Zone (One number, one voice mail, one bill). As soon as subscriber turns off his mobile, all calls are
forwarded to “fixed” phone@home).

¢ Compatible with legacy CS (GSM/UMTS) phones and “normal” IETF SIP phones/IADs/CPGs can
be used

¢ IMS Supports Voice Call Continuity (VCC) when moving between RAN and WLAN
* IMS (SIP) enabled phone supports several roles (sequentially AND parallel)

* NGN to provide a common physical packet based infrastructure and supports service-related
functions are independent from underlying transport-related technologies
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How do we now mitigate a threat that has multiple
advanced connection mechanisms and service?

Press any key to continue _
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for success
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Reachability Code Migration Execution

« Can you get there from * Can | get my instruction

here? » Can | get my Set to execute?
* Is it listening? instruction set ther * at the required
privileges?
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CNO Vs. EW Attributes ===8=2=
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Pros

e Has the potential for
unprecedented capability both
as an offensive and Intelligence
gathering resource

e Less fratricide then EA.
Usually, it is easier to surgically
target a specific node or service
with little impact to blue
infrastructure. RF is much more
indiscriminate.

* Improved range and
effectiveness that is not
dependent on J/S ratios.

* Inexpensive equipment

Cons

e Technology turnover is
dramatically fast. What works today,
may not work tomorrow

* There are an infinite number of
configuration and/or SW interaction
that can cause a CNO tool to
succeed or fail.

e CNO has a very strong commercial
and independent development
community

* BDA very difficult

e Mapping of cyber identity to a
physical one is not trivial & often
requires strong Intel support

o Still requires an expert operator

UNCLASSIFIED

09/17/2008, Slide 17

WARFIGHTER FOCUSED.



roecon)  fPevelopment

*CERDEG

UNCLASSIFIED _

* EW is primarily based on physics.
Though difficult at times,
Electromagnetic propagation and RF
technology development can be well
planned and predictable.

Propagation of an Electromagnetic Wave

—— Z A Electromagnetic

\‘l Wave

' Magnetic
Discharging eld
Sparkor  Vectors = pa
Oscillating Electric
Molecular Field
Dipole Vectors Figure 1

* CNO is governed by the rules of
computer science. There is no
formula to use in the
development of CNO tools,
which usually relies on the
discovery of an unintended flaw
within the target system or
protocol.

09/17/2008, Slide 18

'@ uNCLASSIFIED

WARFIGHTER FOCUSED.



BDEUUID

Targeiing

*CERDEC
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* EW does not have an access
problem; it has a proximity
problem (IE: RLOS).

* In its simplest form, EA requires
minimal target intelligence

* RF Receivers are by definition
“listening” for communications

* Access is the cause of most CNO
development and operational
concerns.

» To have an effect you need to not
only reach the target, you need to
move instructions and execute
them.

» Data route through the network is
not as readily accessible as in RF
environments nor is its path
guaranteed or constant.
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* There are a manageable finite amount of . ‘
targets 4Y Windows Server200s iji (C.)
Windows*? 5
debian
* The endpoints are usually not very B
important. All | care about is the »‘Jfﬁ . Suse
waveform. By
ay A
. — AET WindowsVista
* There are only so many Modulation Windows
schemes and/or BW available.
7 'Windows /|
Q [
&
! s e * The number of CNO targets is orders of
N magnitude larger; comprised of various OS,
— 1 protocols, and applications
10 7"3‘ L » Target SW version and patch level are also

a key factor

* There are a virtually infinite number of
varying Target configuration options which
may be encountered
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* RF propagation is bounded by physics.
We know how to, or at the very least
estimate EM propagation and jamming
effectiveness fairly well. Furthermore,
you can relatively easily contain the
effects to a known geographical region
based on output power and RLOS.
Differentiating between friend or foe is
however not as straighforward.

* CNO has no such mechanism.
There are no geospatial boundaries
which can be relied upon to bound
effective range. Furthermore,
targets of interest can be physically
located anywhere in the world well
outside the operational theater.
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* Target defense options in EW are limited.
More BW, better modulation, more power,
advanced coding schemes all make EA
more challenging, but in the end, given
enough power and proximity, a jammer
will always be effective.

 Other barriers including obstructions
such as mountains, buildings, etc. get in
the way, but were not designed for this
purpose

| i
,gFN m:i;\ /—?’._\ /;;;l IE:l:;\ w
station station ¥
AT D 1
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) /ﬁ—\ 3 Desired wave ’;F“ m;‘y\\
ﬁ arrives late station
AA — -— [I]
- - A
A

ave .

“a,\_ } 4—"“"
Master station ﬁ
Large SFN relay station

Desired wave arrives first

* Proxies S

B&TD
* Filtering

« Access Control

* CNO defenses are much more
robust. Obstructions are designed
specifically to protect networks
services. FW, IDS, packet filtering
routers, proxies, all make locating
and attacking a target very difficult.
Circumventing these defenses is not
a simple tradeoff between more
power and proximity as in EA.
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RDECOM ) Questions ?

—

Giorgio Bertoli, C‘ISSP

Chief, Offensive Information Operations (OIO) Branch
AMSRD-CER-IW-10
Ft. Monmouth, NJ 07703
COMM: (732) 427-5760, DSN 987-5760
NIPR: Giorgio.Bertoli@us.army.mil
SIPR: Giorgio.Bertoli@us.army.smil.mil
JWICS: Giorgio.Bertoli@i2wd.ic.gov
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