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HE SIMULTANEOUS EXPANSION of information operations (I0)

and the effects-based approach to operations is challenging traditional
notions of military public affairs (PA).! Politicians looking for more support
in waging an ideological war against extremism, and military command-
ers seeking more precise effects on the battlefield through the coherent
application of all elements of alliance and national power, are blurring the
boundaries between 10 and PA .2

The Pentagon’s short-lived Office of Strategic Influence (OSI) is an
example of the move toward a more propagandistic information model.
According to one news report, the aim of this Orwellian organization was
to “influence public opinion abroad,” a mandate that some U.S. generals
felt would “undermine the Pentagon’s credibility and America’s attempts to
portray herself as the beacon of liberty and democratic values.”

Although OSI was dismantled (at least in name), the U.S. military and
many other armed forces are continuing to invest in IO capabilities. At
the same time, commanders are pressing PA to contribute more tangibly
to achieving effects or gaining influence on the battlefield and elsewhere.
Public affairs doctrine, however, traditionally seeks to inform audiences,
not influence them. NATO policy, for example, specifically states that while
PA’s “overall aim is ultimately to promote public understanding and support
of the Alliance and its activities, information is provided in such a way that
media representatives and the citizens of the countries concerned are able
to make their own judgment as independently as possible.”

Similarly, U.S. doctrine, as cited in a Department of Defense (DOD) direc-
tive, states that “propaganda has no place in DOD public affairs programs.””
Some might suggest that this statement only applies within America’s bor-
ders, but the same directive says, “Open and independent reporting shall be
the principle means of coverage of U.S. military operations.”®

At a glance, these lofty principles seem to offer politicians and military
commanders little hope that PA can bring any tangible capabilities to the
battlefield or anywhere else. Where are its measurable effects? In contrast,
the effects of enemy propaganda seem evident, from decreasing support for
U.S. interventions to increasing numbers of suicide bombers.

It may be true that PA “effects” are not always immediately evident, but
this is a consequence of Western political ideology, which calls for transpar-
ent government, freedom of speech, freedom of the press, and other such
principles that militate against shaping public opinion. Therefore, before
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discarding current doctrine because of a desire to
see immediate effects, its origins in the democratic
tradition should be carefully considered.

Modern democracies find their roots in the 17th-
century Age of Reason and the 18th-century Age
of Enlightenment. The philosophers of those ages
nurtured the radical notion that all men and women
are created equal. This belief began to erode the
long-accepted view that kings, queens, and other
nobles were somehow superior and better suited
to rule. Early liberal democracies like France and
the United States entrenched these notions in their
constitutions.

The American Declaration of Independence, writ-
ten in 1776, reflects this new political outlook: “We
hold these truths to be self-evident, that all men are
created equal, that they are endowed by their Crea-
tor with certain inalienable Rights, that among these
are Life, Liberty and the pursuit of Happiness. That
to secure these rights, Governments are instituted
among Men, deriving their just powers from the
consent of the governed.”’

Central to the new outlook were the notions of
freedom of speech and freedom of the press. One
of the most influential arguments in favor of such
rights can be attributed to the English poet John
Milton, whose pamphlet “Areopagitica” assailed
the British Government’s licensing of books. Milton
wrote: “This I know, that errors in a good govern-
ment and in a bad are equally almost incident; for
what magistrate may not be misinformed, and much
the sooner, if liberty of printing be reduced into the
power of a few?”®

The First Amendment of the 1789 U.S. Bill of
Rights adopted Milton’s arguments: “Congress shall
make no law respecting an establishment of religion,
or prohibiting the free exercise thereof; or abridging
the freedom of speech, or of the press; or the right
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of the people peaceably to assemble, and to petition
the government for a redress of grievances.”

Two centuries later, the constitutions of most dem-
ocratic nations include similar provisions, includ-
ing freedom of speech and freedom of the press as
fundamental human rights. The constitution of one
of NATO’s newer member nations, Romania, states:
“Freedom of expression of thoughts, opinions, or
beliefs, and freedom of any creation, by words, in
writing, in pictures, by sounds or other means of
communication in public are inviolable.”!

Of course, such rights do have limits. The Cana-
dian Charter of Rights and Freedoms, for one,
“guarantees the rights and freedoms set out in it
subject only to such reasonable limits prescribed
by law as can be demonstrably justified in a free
and democratic society.”!!

Although limited, these rights extend far beyond
national borders. They are found enshrined in inter-
national treaties and conventions. Article 55 of the
United Nations charter says that the UN shall promote
“universal respect for, and observance of, human
rights and fundamental freedoms for all without
distinction as to race, sex, language, or religion.”'?
These rights are more broadly delineated in a sepa-
rate document, the Universal Declaration of Human
Rights, which the UN adopted in 1948. Article 9 of
the Declaration reads, “Everyone has the right to
freedom of opinion and expression; this right includes
freedom to hold opinions without interference and
to seek, receive and impart information and ideas
through any media and regardless of frontiers.”"?

Freedom of speech and the press are not the only
democratic rights stipulated in the UN’s Declaration.
According to Article 21, “Everyone has the right to
take part in the government of his country, directly
or through freely chosen representatives . . . The
will of the people shall be the basis of the authority
of government; this shall be expressed in periodic
and genuine elections which shall be by universal
and equal suffrage and shall be held by secret vote
or by equivalent free voting procedures.”!*

NATO nations are doubly bound to honor these
human rights by virtue of their simultaneous mem-
bership in the UN and the Alliance. The NATO
treaty proclaims that “the Parties to this Treaty reaf-
firm their faith in the purposes and principles of the
Charter of the United Nations and their desire to live
in peace with all peoples and all governments.”!s
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The NATO alliance also adopted the principles
of democracy as part of its 1994 Partnership for
Peace program, an initiative designed to help former
Warsaw Pact countries with post-cold-war transi-
tion. The framework document states: ‘“Protection
and promotion of fundamental freedoms and human
rights, and safeguarding of freedom, justice, and
peace through democracy are shared values funda-
mental to the Partnership. In joining the Partnership,
the member States of the North Atlantic Alliance
and the other States subscribing to this Document
recall that they are committed to the preservation
of democratic societies, their freedom from coer-
cion and intimidation, and the maintenance of the
principles of international law.”!¢

That a political-military alliance like NATO
committed itself so unequivocally to the principles
of democracy is significant, for it implies that such
principles are not limited to the national borders of
the member nations or the boundaries of the Euro-
Atlantic region, but extend to the battlefields where
Alliance troops are sent. The Geneva Conventions,
also ratified by all NATO nations, offer specific
protections of human rights on these fields of battle,
including the rights of journalists.

Article 4 of the 1949 Geneva Convention rela-
tive to the Treatment of Prisoners of War (POWs)
states: “Persons who accompany the armed forces
without actually being members thereof, such as
civilian members of military aircraft crews, war
correspondents, supply contractors” shall be treated
as prisoners of war [italics added].'” The term “war
correspondent” was found somewhat restrictive,
however, and additional provisions for journalists
were added to the Geneva Conventions in 1977
under Protocol 1, relating to the Protection of Vic-
tims of International Armed Conflicts."®

Article 79 of Protocol I specifically addresses
“measures or protection for journalists,” stating that

the principles of democracy...
are not limited to the national
borders of the member
nations..., but extend to the
battlefields where Alliance
troops are sent.
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“journalists engaged in dangerous professional mis-
sions in areas of armed conflict shall be considered
as civilians [and] shall be protected as such . . .
provided that they take no action adversely affecting
their status as civilians.”" (Interestingly, embedded
journalists could therefore be imprisoned if captured,
while journalists not accompanying armed forces
should be accorded the same rights as civilians.)

If any conclusions are to be drawn from the above
legacy, foremost would be that the international
community views the trampling of fundamental
human rights, including freedom of the press, as one
of the underlying causes and consequences of war.
It was by trampling such rights that the Third Reich
rose to power and committed the most horrendous
atrocities in history. Codifying such rights was one
way by which the international community hoped
to avoid “the scourge of war” in the future.?

At the Tehran conference in 1943, Winston
Churchill told Joseph Stalin that “in wartime, truth
is so precious that she should always be attended
by a bodyguard of lies.”?! The British prime min-
ister was speaking of allied efforts to deceive the
Germans in advance of the Normandy invasions.
When directed at an enemy, such deceit is justifi-
able. However, the notion that in wartime the truth
should “always” be protected by lies is precisely
what the international community was trying to
circumvent. Notions like freedom of speech and
freedom of the press are the safeguards.

The tension between today’s PA and 10 doctrine
reflects the historical struggle between truth and
deceit. U.S. joint PA doctrine explicitly states in
bold letters: “Tell the Truth. PA personnel will
only release truthful information. The long-term
success of [PA] operations depends on maintaining
the integrity and credibility of officially released
information.”?? British joint media operations
doctrine also cites the importance of truthfulness:
“All communication with the media must be honest,
transparent and accurate.””

Romania’s military public affairs policy states:
“No information will be classified nor will it be
prevented from release in order to protect the mili-
tary institution against criticism or other unpleasant
situations.”?* According to British policy, “informa-
tion should be withheld only when disclosure would
adversely affect [operational security], force safety
or individual privacy.”?
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On the other hand, NATO’s 10 policy holds that
influencing or deceiving one’s adversaries is, at
times, justifiable: “The primary focus of [informa-
tion operations] is on adversaries, potential adver-
saries and other [North Atlantic Council] approved
parties.”” While “approved parties” is a vague
term, it is understood not to include the Alliance’s
own citizenry.

Still, many governments do in fact routinely
seek to influence domestic public opinion through
such things as recruiting advertising or health
promotions. Likewise, government communica-
tors routinely develop “messages” designed for
target audiences. Such practices differ from IO,
however, because they are normally transparent
and follow policy decisions openly taken by elected
governments. They are also subject to democratic
checks and balances, including the scrutiny of the
free press, attacks by elected opponents, and legal
challenges. Finally, the news media resist being
repeaters of government messaging and strive for
balance by questioning government policy and
seeking alternative viewpoints.

Notwithstanding the existing doctrinal divisions
between PA and 10, many commanders still desire
the more tangible effects promised by information,
deception, and psychological operations; thus, they
lean toward integrating PA into 10. Concern that
some of these commanders were blurring the lines
between the “inform” doctrine of PA and the “influ-
ence” doctrine of 1O led the former chairman of the
U.S. Joint Chiefs of Staff, General Richard B. Myers,
to issue a letter directing the military’s top brass to
keep PA distinct from deception
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NATO doctrine calls for the “timely and accurate”
release of information. Despite this, the Alliance and
its member nations have had difficulty getting inside
the enemy’s so-called OODA-loop (observe, orient,
decide, act).?® In the OODA-loop theory of decision
cycles, time is the critical element, but Western
forces tend to be hindered by time-consuming proc-
esses or decision-making loops that often require
approvals from multiple national capitals across a
spectrum of time zones.” The challenge, then, is
not necessarily a doctrinal one for PA; rather, it is
predominantly a process issue that requires political
will and trust to be resolved.

In terms of tangible effects from PA, many
nations are already taking steps to push the doctrine
of “informing” to a new, proactive level. Since the
1990s, Canada has been routinely sending its sev-
eral combat camera teams off to cover Canadian
Forces operations around the globe. The video
and stills the teams bring or transmit home is then
pushed to national and international media.

In 2004, the U.S. military invested more than $6
million in the Digital Video and Imagery Distribu-
tion System (DVIDS) hub at Atlanta, which collects
and distributes raw video to U.S. and international
broadcasters on a daily basis. Additionally, U.S.
Central Command (CENTCOM), which oversees
U.S. operations in Iraq and Afghanistan, has made the
move from reactive media relations to a robust proac-
tive program by standing up a full-time team of PA
specialists who suggest story ideas to the media.

While some nations are moving to invest in
more proactive PA capabilities, the current trend is

and influence functions.?’ I T
Can PA deliver the effects
commanders desire without vio-
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its attendant liberal-democratic
baggage? Like other military Bl
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to invest robustly in IO and PSYOP. Once 10 and
PSYOP are activated on operations, there is also a
trend to continue applying them on audiences that
are no longer adversarial. The term “IO” is even
being used to define communication activities
where there is no defined adversary.

Given that the majority of what nations and coali-
tions are communicating is factual information, these
trends are counterintuitive. Meantime, PA offices
continue to be understaffed, under-trained, and
under-resourced. If more resources were invested
in simply informing the media and the public, the
results could be impressive. The power of the truth,
presented factually, should not be underestimated.

Moreover, if target audiences understood they
were not the targets of 10 or PSYOP, they might
find conveyed information more credible. Ameri-
ca’s black propaganda program in Iraq, where
articles were surreptitiously placed in newspapers
by the Lincoln Group (initially contracted through
a military PA office), damaged U.S. credibility.* It
aided and abetted the enemy’s portrayal of America
as a hypocritical interloper.

In the face of 10, the obvious questions an
adversary might pose are: If western nations are

so confident in democracy, why do they resort to
propaganda? If they are so confident in the truth as
a moral force, why lie?

It might be justifiable to deceive an adversary for
the sake of saving lives and winning battles, but in
accordance with national and international laws
and conventions, it is not acceptable to violate the
human rights of those who have done no wrong.
Telling the truth is not a simple proposition in
today’s complex media environment, where infor-
mation targeted at an adversary in a remote location
will inevitably bleed into media and reach friends
and allies in every corner of the globe.

As with kinetic weapons, there will be collateral
damage in the information war. So long as the
military PA arm of government remains true to
its doctrine, friendly publics will be told the facts
and the free press will be accorded its place. If the
West is so confident that this works at home, then
this confidence should be projected into the regions
where the West sends its fighting troops. In the
meantime, those seeking immediate effects must
be reminded that it takes time to build democracy,
and that although it can be painful at times, the truth
will ensure democracy’s survival. MR
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